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Foreword

‘l%e FederRI Jnfoymation Pr~es,gJng S~ndar&+ I’ubl]catlon Series of the National
BUICHIJof StiirIdaI& IS the official publication relating to standurd~ adopted and promu]
gated under the provisions of ?ub~c ~W 89-3M (B~ks Bill) and under Part 6 of Titk
15, Code of Federal R.egu]at)ons, nese )egis]ative and exwutive mandates have given the
%cretary of corn~e~e important ~MponsibjjitjH for improving the utilization and man-
agement of computers and automatic data pr~essing systems in the Federal Government.
TO carry out the secretary’s responsjbi]jties, the NBS, through its institute for Computer
Sciences and Technology, provid~ )etiership, technical guidance, and coordination of
government efforts in the development of @&lines and stamkb in these areae.

The subject areas of personal privacy, data confidentiality and computer security are
of the greatest national interest. The %re~ of Commerce haa identified the efforts
required to provide so]uti~ns w t~hnica] prob]em~ encountered in these areas as oersonal
objectives In the Department’s overall program.

Data confidentiality -d computer s~uritY are dependent upon the application of a
balanced set of manageria] and twhnoIogi~l ~fe~ards Within the context of 8 total
~~utity program, the NBS N plPAsed tO ~ke these Guideline9 for AJJP Phvsical Security
and Risk Management avai!able for use by Federal agenc]es

RUTH M. DAVIS, Director
Institute for Computer Sctenceu

and Technoiogp

Abstract

Th]s publ)cat)on prov]des guidelines to be used by Federal organ )zatlons In strut.
tunng phvslcal s.ecur)ty prourams for their ADP facilities, It treats security ana!ysis,

natural dwasters, support)nE utl!lt)es, system reliability, procedural messurea and
controls, off-site facilities, contin~ency plans, secumty riwareness and secur]ty audit.

It contains statistics and !nforrnation relevant to phys)cal security of computer data

and faclllt]es and references many uppl)cabie publicat)orw for a more exhaushve treat-

ment of specific mzbjects.

Keywords: ADP security; computer reilmmlity; contingency plarm; Federal Information
Procesa)ng Standard; fire snfety natural diamtem; physical aaeur)ty; risk ana)yais;
wcIJrity audit; security awareneas supporting uti]it]es,

hat Bur Stan(l {1’ \ ], P’e(l )nfu [’rrxess. Stand, Pub] [FIPS PUB; 31, 92 pages,

( [974 I CODEN: FIPPAT
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ANNOUNCING THE

GUIDELINES FOR AUTOMATIC DATA PROCESSING
PHYSICAL SECURITY AND RISK MANAGEMENT

Federal InfoI mation Processing Standards Publications are issued by the Nat]ona) Bureau of Standards pursuant

to the Federal Property and Adminlstrntive Services Act of !949 as amended, Public Law 89-306 (79 stat. 11’27),
and as implemented by Executive Order 1171’7 (38 FR 1’2s16.dnted May Il. ~97s), snd pmrt 6 Of Title 16 C~F-

( Code of Federal Regulations)

Name of Standard. Guidelines for Automstic Data Processing Pilvs]r~l Secnrity and Risk Mm-i-
agemen t.

Category of Standard. ADP operations, Computer Semmty.

Explanation: These guidelines provide a handbook for use by Federal organizations m structuring
physical security and risk management programs for their ADP facilities. This publication dis-
cusses security analysis, natura] disasters, supporting utilities, system reliability, procedural rnWM-
ures and controls, off-site facilities, contingency plans, s=unty awareness, and security audit. It
contains statistics and information relevant tn physical security of computer data and facilities and
references many applicable publiwtions for a more exhaustive treatment of sp=ific subjects

Approving Authority, Department of Commerce, .National Bureau of Standards (Institute ~or

Computer Sciences and Technology)

Maintenance Agency. Department. of Commerce, National Bureau of Standards (Inst]tute for Com-
puter Sciences and Technolo~)

Cross Index. None

Applicabilit!r. ‘These Guidelines are inl.encied as basic reference document and a checki]st for gt”l-
eral use throughout the Federal C,overnment to evaluate computer security and plan physical ~’--
curity programs in ADP systems.

Implementation. As new ADP systems are developed and current systems improved, these Guide-
lines should be utilized. Each organization should anaiyze its requirements for protection of data
and processing facilities and implement the recommendations found in these Guidelines commen-
surate to its calculated risk, Depending upon differing operational requirements, facilities will re-
quire various levels of security protection. These Guidelines should assist the installation of man -
agers 1P making, and justifying essential security decisions.

Specifications. Federal Information Processing Standard 31 (FIPS 31) , Guldellnes for .Automatic
Data Prmessing Physical Security and Risk Management. (affixed).

Qualifications. The stat lstics and recommendations providec] in these [;uldelines are based u~n
data and Information supplied from many sources within the government and p] Ivate seetors and
reflect current Pract)ce and technologies. AS new knowledge, techniques, and equipments becon}e
il~railable In th{’ fut. ur~, these Cru]dellnes will need f.o be modified accordingly AS experience:. are
gained through use and application of these Gulcie]ines, a basis for security standards may be es-

tablished, In this regard, comments and critiques concerning applications experience WI]] be wel-

comed These should be addressed Lo the Associate Director for ADP Standards, ]nst]tute for Com-
puter- Sc}~n[es an(] Twhnology, National B[]reau of Sf,nnrlarris, W’a.shington, D.C, ?0’234
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a. Copies of till:, publication are availab!e from the superintendent o; LMcuments, U.S. Govern-
, .,l.ilt pl iI)t Ing offIce, }~ashlng~on, D,C, 20402 (S r) Ga@Jog Number C13.5? :31). There iS a 25 per-
:el~tcllscount on quantities of 1(W or more. When ordering, specify document number, title, and
in Catalog Numbe]., Payment may be made by check, money order, coupons, or deposit account.

fi Micl.oflclle of t]li~ pub]l~xtlon is available from the Nationa! Tcwhnica! Information se~ice)
IJ .S. Department of Commercs, Springfield, Virginia 22161. When ordering refer to Report Num-
ber NBS-FIPS-PUB-31 and title. Payment may be made by check, money order, coupons, or deposit
~t:count.
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Action Summary

The essentla! recommendations from this publication are summarized here to show
the scope of these gl. ii .elines and tQ provide a quick overview of action items in establish-
ing, implementing and maintaining a physical security program in an ADP facility.

1. Organize The ADP Physical Security Program

Assign responsibility for ADP Physical Security and establish a task force to prepare a
plan for the ADP security program.

Perform a preliminary risk analysis to identify major problem arms and aekct in-
terim security measures as needed to correct major problem areas.

11. Conduct A Risk AnaIysis

Estimate potential losses to the ADP facility and its users from (1) physical destruc-
tion or theft of physical assets; (2) leas or destruction of data and program files; (3)
theft of information; (4) theft of indirect assets; and (5) delay or prevention of com-
puter proceeding.

Estimate the probability of occurrence for potential threats and their effect on the
ADP facility in terms of the five chases of loss potential.
Combine the estimates of loss potential and threat probability to develop an annual
10ss expectancy.

Select the array of remedial measure~ which effects the greatest reduction in the an-
nual 10SSexpectancy at the least total cost. Remedial measures will include: ( 1 ) changes
in the environment to reduce exposure; (2) measures to reduce the effect of a thrat:
(3) improved cmntrol pr~edures; (4) early detection; and (5) contingency plans.

111. Deter-mine Local Natural Disaster Probabilities

Evaluate the fire safety of the ADP faciiity (building location, construction, occupancy
and housekeeping) and provide required fire detection and extinguishment, and possibl}’
a trained fire fighting brigade.

Evaluate the exposure to flooding from !nternal and external sources. Where needed
provide flood protection for the building relocate ADP h~rdware, reroute plumbing
lines and pro~’ide \vater damage fflood-cofitrol equipment, (pumps, tarpaulins, etc. )
Evaluate resistance of the buiid]ng to wind and wat,er damage if exposed to hurricanes,
Lornacioes or other high winds
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w. Initiate A Security Program

Prepare a plan End a schedule for implementing select.d remedial imeasures.
Prepare and maintain a policy and plans handbook to include: (1) an ADP physical
security policy statement; (2) mandrttory security procedures; (3) s~urity guidelines
for system design, pro~rmnming, testing, and maintenance; (4) contingency plans;
(5) security indoctrination materiah; and (6) a security audit program.

V. Protect Supporting Utilities

Estimate the number and duration of electric power transient, undervoltage condi-
tions and power interruptions and their annual loss ex

F
tancy, Install appropriate

protective equipment such as: voItage regulating trans ormers, dual power feeders,
uninterruptible power supplies, on-site power generators and ADP power isolation
circuits.

Estimate annual loss expectancy from air conditioning failurm considering required
operation schedules, annual profiles of local temperature and humidity, and an esti-
mated number and duration of air conditioning failures. Where necessary, increase
reliability with redundant equipment, provide for emergency uw of outiide air and
augment maintenance capability to decrease mean time to repair.

Estimate the annual low expectancy from te]eprw~ing circuit failures. Where cost M
justified, increase reliability with redundant communications circuits and augment repair
facilities to decrease the duration of interruptions. Software should be designed to min-
imize the impact of errors caused by communications failures.

Determine if ADP operations could be interrupted by the failure of other supporting
utilities such as water, natural gas, steam, elevators or mail conveyors. If necessary,
take steps to increase reliability anti decreaae the mean time to repair.

VI Optimize Computer Reliability

Perform a failure analysis to estimate the number and duration of significant hard-
ware failures and their impact on ADP operations. Estimati the annual ]0SS expectancy
from delays in performing urgent ADP tasks. mere cost is justified, increase system
reliability by adding peripherals, multiple confi~rations, eti. Review maintenance fa-
cilities. Record and analyze al] hardware failureg in order b identify failure trends
promptly and optimize preventive maintenance,

VII. Provide Physical Protection

Identify critical ADP areas including the computer room, data control and conversion
area, data file storage area, programmer’s area, forrns st,orage ar~, maintenance area,
and mechanical equipment room, and then provide adequak physical protection and
access control.

Protect against theft, vandalism, saboti~e, espionage, civil disorder and other forced
intrusions with improved lighting and int~sion detection systems, with physical kmr-
riers at doors, windows, and other openings, and with guards as required.

Control accesa to critical areas and ADP facilities with conventional or electronic door
locks; supervision by guards or receptloniati over movement of people and materials;
administrative procedures (sign-in logs, identifimtion catis or badges, property passes
and shipping/receiving forms) ; and other regulations.

\rIII, Add Internal Procedural Security

Determine potential targets for fraud, theft or misuse of resources by analyzing the
work flow and the nature of ADP tasks performed. Incorporate procedures which will
minimize exposure to loss. Such procedures may include (1 ) requiring cooperation be
tween two individuals to perform critlca] tasks ; (2) performing additional checks and
bounds comparisons ; (3) formalizing standards for high risk operations; and (4) in-
dependent quality control checks.
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Designate critical positions in .ADP management, system programming, progmm li-
;~rary cc)ntro], input /Outp~it control, exception processing, applications program70 illg
dath base management, qi~lity control, internal audit rind hardwa f? maintenance Rr’d

require appropriate pre-employrnent acrccaing.

‘Train and supervise all A DP personnel to assure uu+mtanding of, and comp~iance
with, intern~! controls.

Implement control and record keeping procedures for job initiation, scheduling and dis-
tribution of output to prevent unauthorized proceming.

Control access to physical data files to assure that data integrity is maintained, stmage
media are protected, custody of data fil~ is traceable and their unauthorized use is
prevented. Manual and automatic audit trai)s should be utilized.

Establish policy and procedures for program and data file retention to satisfy require-
ments for ( 1) back-up operation; (2) compliance with applicable statutes and regula-
tion; (3) audit and management review of operation; (4) statistical analysis of opera-
tions; and (5) resolution of data integrity problems.

Impiement programming, testing and documentation standards which satisfy require
menfx for ( 1 ) audit capability; (2) automated acceptance testing; (3) control PrO-
gram maintenance; (4) quality controls on input data; and (6) non-dependence on a~.
individual’s knowledge of systems and programs.

IX, Plan For Contingencies

Compile a set of back-up plans which accommodate the expected range of emergency
events requiring back-up operation. The objective of such contingency plans is h pro-
tect users of the ADP facility against unacceptable loaa. Document performance sw
cifkations, operation instructions and technical requirements (system hardware and
software, program and data tiles, and preprinted forms) for each emergency opera-
tion

Seled and periodically use an emergency back-up ofi-site ADP facility, Participate in
establishing their security program.

Provide protection for the source document~, input and output data and progrmns
while using the ofF-site facility and in transit.

Establish procedures to assure that (1) current copies of Deeded back-up materials
are retained at a secure off-site location; (2) adequati time is available from compab
ible off-site ADP facilities; and (3) back-up personnel will be available if nded.

Plan for reconstruction of the ADP facility following destruction including specifica-
tions of ( 1) floor space (quantity, live load rating, location, etc. by functional use) ; (2)
partitions, electric power sermce, air c-mditioning, communication% gNUri&. fire
safety, etc. ; and (3) ADP hardware, oflice equipment and suppl]es.

Coordinate ADP emergency plans for fire, flood. civil disorders, etc. with the Facility
Self-Protection Plan to ensure life safety, limit damage, minimize disruption h AIIP
operations, and expediti repair.

X. Develop Security Awareness

Determine the security training requirements for the ADP staff, senior management,
building staff, etc.

Select and implement appropriate security awareness techniques such as (1) training
lectures and seminars; (2) posters; (3) orientation booklets; (4) amendment to Job
descriptions making employees responsible for security; (5) publicity for kxml se-
curity incidents, as well as others occurring at similar installations; and (6) rewads
for employees who prevent breeches in security.

Establish and publicize punitive measurm.

7



}-IPS PUB al

XI. Audit Physical %curity

Establish an internal audit team with representatives from the agency’s audit, buiM-
ing safety and security, ADP, and users’ organizations.

Develop an audit plan and schedule which syskmatic.dly validates all critical security
and emergency meaaures.

State in the audit report which measures require improvement or replacement. Use a
check sheet (problem description, reaponBibilNy for action, action required and follow-
UP) for each major deficiency to assure prompt resolution.

L ADP Security Analysis

1.0. Introduction

The word security when applied to automatic
data processing (ADP), is often taken to mean
protection against wrongful disclosures or al-
ternatively as protection againat an aggressive
attack on an ADP facility. However, Webster ●

defines secure 89 “. . . not likely to fail or give
away; firm; strong; sbble . . .“. These =e cer-
tainly desirable characteristics for an ADP fa-
cility and they are included in the broader
meaning of security that this handbook ad-
dresses. It is intended to assist ADP managers
and supporting agenci- in defining specific
ADP physical security requirement, developing
and implementing sound physical security pro-
grams, and establishing and conducting audits
of these programs. Those who are users of ADP
facilities can avail themselves of this handbook
to evaluate the security of those facilities, tQ
participate effectively in security planning and
to plan for adequate back-up. A Federal ADP
facility exists to support the accomplishment
of the missions of i~ parent agency and other
users. The objective of the physical security
program is tQ see that all reasonable steps have
been taken to prevent situations which would
interfere with mission accomplishment, in other
words, to o rate an ADP facility that is “not

Y!]kely to fai .“

L1. scope
The scope of the handbook is defined in detail

in section 1.2, but generally speaking, it is con-
cerned with physical effects or situations which
affect the ADP facility. Measures to achieve
controlled accessibility, a km defined in the
“Controlled Accessibility Bibliography” [461 ‘
as the use of technological measures of hard-

————
. We bmter . New World [~ctionarJ, ]957, Thf WorldI’ubllsh

!nc Co f21evel&nd
‘ Figurrm in hrocketm Indlca{e Ilternturr r?frrenrw in AP

Iwn,tlx R RI th, rnrl or this bandt@ok

ware and software in a computer system to p-
tect data against unauthorimx.1 access, have
bam excluded from this handbook. Privacy and
confidentiality are defined as concepts which
have to do with the nature of the data and who
is authorized to have access. It should be under-
stood, however, that it is difficult to place rigid
boundaries on the various sspecta of ADP se-
curity. A given measure will often achieve more
than one objective. More than one discipline or
function often will be required to deal effec-
tively with a particular reqti~~~ and ~ it
is important to take a broad view of the sub
ject during the study and Plannkw sWeS.

The term ADP security planner is wed here
as a convenient title for the person(s) -r-
isible for ADP security planning, but this should
not be taken to mean that any one person can
be expected to be competent in every area. In-
deed, at each appropriate point sources of spe-
cial knowledge are recommended. The manager
of an ADP facility will derive the most from
this handbok if he deaigna~ security as an
on-going operational function, and provides ad~
quate staff and budget to support the function.

The mocedure suggestd here for developing
and
can

●

●

●

o

●

implementing a physical security PX’O-
be summarized as follows:

Analyze risk as the basis for development
of a security policy.

Select and implement appropriate security
measures to reduce exposure to 10ssss.

Develop contingency plans for back-up OP
eration, disaster recovery and emergencies.

Provide indoctrination and training for
personnel.

Plan and conduct continuing tests and au-
dits and adjust security measures and con-
tingency plans as needed.



1.2. Threats to ADP Operations

This handbook deals with the threats to ADP
property and capital equipment and the physi-
cal hazards to continuing opewation as outlined
below :

Unauthorized access by people to specific
areas and equipment for the purpose of com-
mitting acts such as theft arson, vandalism,
tampering, circumvention of internal contrch,
or improper ph ysic.al access b information.
These controls may include physical barriers
such se fences or partitiona, locked doors, r~
ceptionists or guards at control points, elec-
tronic devices such as closed circuit television
and intrusion detectors, administrative pr~
cedures such as restricted access, and special
identification badges.

Measures to minimize interruptions to data
processing operations caused by ADP hard-
ware faiIures, ‘1’’hese rneaaurea may include
introduction of redundancy in critical por-
tions of the hardware configuration, preventive
maintenance, and close monitoring and analysis
of the causes of hardware failures.

Failure of supporting utilities including elec-
tric power, air conditioning, communicatiom~
circuits, elevators or mail conveyors. Protec-
tive ~easures may include redundancy of crit-
ical elements, cloee monitoring or performance,
physical protection against tampering or nat-
ural disasters and provision of means for
prompt repair.

Natural diaaa~ inc]udi~ floods, wind-
storms, fires and em-thquakes. Countermeasu-
res inc!ude careful selection of the site for
the ADP building, details of building design
and construction and provision of means h
protect against the effects of emer ncies.

rProtection against human errors t rough ef-
fective use of training, supervision and con-
trols to minimize errors

Nonavailability of key personnel guarded
against by cross-training for critical positions,

Neighboring hazards such as dose proximity
to chemical or explosive operations, airports,
high crime areas or the like. Protection may in-
clude site selection, building design features, ex-
clusion of such hazards from the ADP facility
building and emergency planning.

Tampering with input, programs, or data
files for fraudulent purposes. In addition to
physical access controls, internal controls and
procedures (which may also protect against
errors) are used to deter or detect such tam-
pering.

Compromise of dat~ through interception of
acoustical or electromagnetic emanations from
ADP hardware Countermeasures include iso-
lation of ADP hardware from potential loca-
tlons of Interception equipment, shielding of
ADP hardware Or the rOom in ~hi~h it is ]..
~ated and f]ltering of power lines, (It IS not
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within the purview of this handbook to deal
with interceptions through wiretapping or other
compromise of data communimtions circuits. )

Of course, not every A.DP facility will he
faced with all of these threata. The impact of
a given threat m

Y
depend on the geographic

location of the AD faciIity (earthquakes), the
local environmerit (flooding), the potential value
of property or data to a thief (blank check
stock or information of value to a commodities
spwulxtor), or the perceived importance of the
agency to activists and demonstrators or sub
versives,

1.3. Risk Analyaia

Experience haa shown that a quantitative
risk an.alysia will produce the following benefits:

●

●

●

●

●

Objectives of the security program are di-
rectly related to the missions of the agency.

Those charged with selecting specific ec.xm-
rity measures have quantitative gu.idm
on the amount of resources which it is
reasonable to expend on each security
measure.

Long range planners will have guidance in
applying security considerations to such
things as site selection, building design,
hardware configurations and procurement,
software systems and internal controls.

Criteria are generated for designing and
evaluating contingency plans for back-up
operation, recovery from disaster and deal-
ing with emergencies.

An explicit security policy can be gen-
erated which identifies what is to be pro
tected, which threats are significant and
who shall be responsible for execution, r~

view and reporting of the security pm
gram.

For all these reasons, it is recommended that
the ADP facility management begin develop
ment of the security program with a risk analy-
sis. A suggested procedure is outlined in the
sections which follow.

1.3.1 LoM Potential ~timmte

The first step of the risk analysis is to esti-
mate the potential losses to which the ADP
facility IS exposed, The objective of the loss
potential estimate is to identify critics] as~ts
of the ADP facility operation and to place a
dollar value on the loss estimate, Losses may
result from a number of possible situations:

Physical destruction or theft of tangible as.
sets. ‘I’he loss potentia] is the cost to replace
lost assets and the cost to the user of delayed
processing.

9
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Lcm of data or program ttlea The loss poten-
tial is the cost to reconstruct the M either
from back-up copies if avai]ab~e or f~m ~urce
docurmmta and possibly the cost to the user of
delayed processing.

Theft of information. The loss potential here
is dif?lcult to quantify. Coneicler for example
infomrukion gathered, collated and then pub
Iicly dieeeminated which affd,e marketplace
activjty. Knowledge of such information prior
to diaaemination would give a trader an ad-
vanbge over others who would in effect sus-
tain a loan equal to the trader’s gain. Although
the agency itself would sustain no direct loss
it clearly would have failed in ita mission. In
some cases information itself may have market
Vahle as, for example, a proprietary software
package or a name list which can be sold.

Indirect theft of aaeeta. If the ADP system
is used to control other asaeti such as cash,
ix in inventmy or authorization for per-
formance of services, then it may also be used
to stzkl such aasete. The 10M potential would
be the value of such assets which might be
stolen before the magnitude of the loss is large
enough to assure detection,

Delayed processing. Presumably every appli-
cation has some time constraint on it and
faihme to complete it on time will cause a 10ss.
In some awes it may be relatively easy to esti-
mate the potential lose. For example, a failure to
process payment checks promptly would prevent
the exercise of a prompt payment discount
under a procurement contmct. Likewise, delays
in an inventory system may lead to idle man-
power at a warehouse, with secondary losses
to recipients of materials stored at the ware-
house, such as the cost of idle labor at a con-
struction site. In other cages the loss potential
may not be as obvious as, for example, a delay
in issuing paychecks, Sometimes it may be
helpful to use the daily operating cost of an
agency as a rough rulcwf-thumb estimate of
the cost of delayed processing in those 8itua-
tions where a delay would more or less halt.
operations of an agency.

It should be noted that the lees experienced
will in general increase with the duration of
the delay, Therefore it is important to establish
the maximum “no loss” delay time and an esti-
mate of the median time to reconstruct the
ADP facility after tots! destruction. Delay loss
estimates, where losses are significant, should
then be made for a range of delay durations
between these two bounds, Generally three or
four such representative durations WIII be acle-
quate to establlsh loss trends,

The estimate of phy-sica! destruction loss po-

tcntlal is quite straightforward. The ADP ~
curity planner with the help of the building
inanager and procurement division shouki cm-
struct a table of re lacement coda for physical

{mmet.s of the AD facility. This will mmally
include the following:

The building itilf.

Special equipment installed to support the
ADP fad~ such aa air conditioning, ehw-
tric power dukribution, raieed floor,

ADP hardware and other special equipment
such as decollators, microfilm processors,
keypunches.

Supplies and materials such as magnetic
tapes, disk packs, forms, ribtmns.

Mice equipment such as desks, chairs, file
cabinets, shelves, typewriters,

Preparation of this tabulation broken down
by specific areas, with help to identify areas
needing special attention. While the contents
of the typical office area may be valued at $L
b $10 ~ square foot, it is not unusual to find
that the contents of a computer room are worth
$500 b $2000 w square foot. me =~ate
will also be helpful in planning for recovery in
the event of a disaster as described in section
8,4.

The remaining four )00s potential typee listed
above are dependent on the characteristics of
the individual data processing taaka performed
by the ADP facility. The ADP security pian-
ner should review each task to establish which
losses it is exposed to and which factors affect
the size of the potential loss. Undoubtedly, he
wi]l want to call on users b help make these
estimates, since it is unlikely that he will be
awme of all loss factora.

In order to make the best use of time, the
ADP security planner may want to do some
kind of rapid, preliminary screening in order
to identify the tasks which appear to have sig-
nificant loss potential. For example, he might
construct a table of preliminary estimates like
the following very simple example:

P 1.5/D Easy No Yes

Q On line Very Diff. No No
R 2.6/D DifYicult Yes No

s 2.0Iw Uses P files No No
T o.6/D Very Easy Yea No

Cnah One day
None 2 bourn
Cash 8 houm
None One week
Inven- 4 days

tory
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In this ex:mple task P runs 1.5 hours per day,
has files that are ezlsy to reconstruct, has no
sensitive da+h, but does have proprietary data,
controls cash and appears on first inspection
to be able to be delayed u to one day without
signifmar t cost. In actu J practice, the ADP
security planner would provide much more de-
tail: what files are used and why they are easy
or difficult to r~onstruct, what data is pm
mietarv and how much cash ie rmceased.

Havi~g made the above &lyEis, ‘
then draw these initial conclusions !

I.Aesmxpomre
kmd

T-k
-rbaaOcu -~d

Q No “ No
R :: Yw

No Yw 2
; No Ym Ym
s No No No

lle rxm

e%
Rktreme
Moderati
Moderate
Low
VeryLow

Notice that on a judgmental basis, he has re
arranged the tasks in descending order of sen-
sitivity. Tasks Q and R should probably receive
early attention and detxded evaluation. Task S
appears to have a low 10SS poktial and prob
ably will require Iitle more than confirmation
of the p@rninary appraisal.

Having made a preliminary screening to
identify the critical tasks, the ADP security
planner should seek to quantify their loss P
tential more precisely with the help of user
representatives famiiiar with the critical tasks
and their impact on other activities.He should
think about what could go wrong and how
losses could occur, under the assumption that
if something can go wrong that it will. The
fact that a given task has never been tarn-
pered with or used for an embezzlement is no
assurance that it never will be, At, this stage of
the risk analysis, the ADP scxx.n-ity planner
should assume the worst. Later he will under-
take to estimate probability of occurrence, but
at this point he wants to identify all of the sig-
nificant potential losses so th~t each of them
will be addressed by the kecurity program.

1.S2. ‘1’kmt AMlysie

The second step of the nsk analysis is to
evaluate the threats to the ADP facility.
Threatx and factors which influence their rela-
tive unportzmce have been outlined in section
1.2, Details of threats are given in the chapters
which follow and, to the extent it is available,
general information about the probability of oc-
currence is given. These data and the applica-
tion of common sense should b used by the
.413F’ security planner to develop estimates of
the probability of occurrence for each threat
{\-pe

Whi}~ the overall risk analysis should be
cmndurtml by the ADP security p}nnner oti~?rc

(an (.ontjii)tite t,o t})e threat analysis am\ ttle;l

11
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}IelD shou Id L}esolicited. The fol!owing is a lis?
J ‘threats and suggested sources of help in
analyzing thwn:

‘Threst Soumes of Refer to
Information section

Fire

mod

Earthquake

W]ndstorm

Power Failure

Air &mdi-
tioning Failure

Communica-
tions Failure

ADP Hardware
Failurw

Intruders,
Vandals, etc.

Cornpromismg
Emanations

Internal Theft
or Misuse

Building fire z-mr-
shal and local fire
department
Arxny corps of
Engineers
National Earth-
quake Information
Cent4r
National Oceanic
and Atmospheric
Adrnihistration and
local National
Weather Service
OffIce
Building engineer
and load pUbliC
utility
Building engineer
and air cond]-
tioning vendor
Federal Tele-
communications
System, building
and local telephone
company
Hardware vendors
and Feckti %P$)lY

service

Building manager,
security director
and the OfRce of
Federal Protective
Service Man-
agement, GSA.
Hardware vendors
and the Office of
Federal Protective
Service Man-
agemen~ GSA.
System Design, In-
ternal Audit aod
Personnel Division

2.1

2.2

2.3

2.4

9.1

3.2

3.3

4.0

5.0

~~

6.0

1.S.3. AMUd IAMBExpedncy

The third step in the risk analysis is to corrl-
bine the estimates of the value of potential
loss and probability of 10SB b develop an esti-
mate of annual 10ss expectancy. The purpose is
to pinpoint the significant threats as a guide
to the selection of security measures and to
develop a yardstick for determining the amoun:
of money which it is reasonable to spend or
each of them In other words, the cost. of a
Riven security measure should relate to tbe
:I]ss(es) agailst which it provides protertiou
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‘.?o deveAop the annual leas expectancy, one
CM construct a matrix of threats and potential
}omes. At each intersection one asks if the
given threat could cause the given loss, For
example, one might decide that fire,flood and
sabotage do not cause thefbof-information
losses but that in varying degrees all three
result in phy8icd destruction ]osses and ]os8es
due to delayed processing. Likewise internal
tampering could cause an indirect theft of as-
se’~. In each caae where there can be signifi-
cant loss, one multipIiea the 10SS potential by
the probability of occurrence of the threat to
generate an annual estimate of loss.

As an example of a loss expectancy estimate,
consider the simplified case where there are
thr~ ADp tasks in which loss could result
from delays in completed processing as follows.

Delar Duration
l’nk OnaHew FearEionmFXsbt Hoan OD* Ov

A -- $lo,(KIO $ 45@m
$&s 12.000 mom

: S&&
TOTAL s9,000 $21,000 $%% s%%

Further assume that the annual probability of
each such delay duration resulting from ekc-
tric power failures have been estimated to be
0.76, 0.S1, 0.10 and 0.09 respectively. One could

—

conclude that the annual loss expectancy from
electric power failure would be:

0.75 x $S,000 + 0.31x $21,000 + 0.10x
$67,000 + 0.09 X $260,000 = $S6,860 per
year.

The cost of power faihlres is relatively easy
to estimate since both probability of occurence
and effect on operations can be quantified with
some precision, Air conditioning and communi-
cations failures also fall into this class. Quan-
tifying fire losses is a different matter. One
might deal with them by considering several
degrees of severity and a number of 10ss types
as shown in figure 1 The probabilities of oc-
currence come from the estimate of inherent
fire safety in section 2.1 and the dollar losses
are from the estimates of loss potential in sec-
tion 1.3.1. A similar technique can be applitxl to
earthquakes, floods, windstorms and similar
natural disasters.

Ftre hmcrtption

!- !
1

occurrence I
Probabfl!ty I 0.10 0.05 1 .Oooo

---- ——-k- ~“
Bnllding Damage $10,OOO slpt& W700,000

j ADP Hardware 50,000 2,1OO,M)O

!

General -p. 5,00Q -. 2a6,000
; suppuel&In@ 10,OOO -. Iso.m

~ Ta8k BDel.a Y -- Ss,ooo
Tank ID-DelaJ 7,0&l loo,am

zn. ,Tank F—Delay lx?) 20,0CUJ 2U0,000
IB’lleReconstruct &ooo -- mm

Total potential lots ---------- 97,CO0 ls?,oal 6WWX3

Annual 1- ------------------ $ 9,7cm $ 6,E50 $ 8342
—— __ —. ..—— ..——

Human acts are more difllcult to project since
there is no my way tO estimate probability
of occurrence. However, one can probably esti-
mate potential losses with acceptable accuracy
and so pinpoint critical threats. For example,
consider fraud via program tampering. An ex-
amination of tasks which disburse funds might
reveal the following

P)xpectrd Prqrnm
Cllaq?m‘rank Wllnrn pw C’7clr (next 12 month@,

J S20,000,W0 ti
K Zw,ooo 25
1, 5,000,000 10

If one assumed that a 1% theft would definitely
be detected and also that the embezzler would
not attempt to insert a wrongful progrm
change more often than once in ten changes,
one couid draw these conclusions:

Tank Potential Theft FraudExpl=rtrltlon Da:. Lam

J $203,000 (I5 $1OO,OOO
Ii 2,000 2.5 15,000
1, M),(KM 1,0 boom

$155,ti

Such conclusions might appear improbable.
Perhaps the assumptions are not valid. The



jdgment facthr plays a large part in arriviw
at these conclusions; ~epeated attempts rnfiy
wwve to sharpen one’s judgment in such rnat.-
hers. An a re8ult of iterative analyses, one
might arrive at an annual 10ESfor ~ of $10,OOO,
or twice that of K, and for task L a has equal
w that for K or $6,000; the ~vised annual lose
potential for the three tasks then would be only
$20,000.

The ke wint iS that in attempting the esti-
ol’mate, a earer picture of the critical exposures

and reasonable criteria emerges, It now be-
comes obvious that tnsk K is just as critical as
taak .l because, even though it disburses only
one hundredthas much money per cycle, the
program is still in a fluid state and therefore
more subject to compromise, Because a quanti-
tative effort has been undertake the proba-
bility of occurrence of each threat and its efiect
cm the ADP facilitv have been examined re-
alistically.

ClearlY this is not an exact sciemm Indeed,
\t is quib likely that one will have to reappraise
threatiand bases more than once, concentrat-
ing on the areas initially identified as most
‘xiticaL before the 10ss expectancy estimate
reacha a satisfactory level of confidence. In
wme ames it may not be feasible to generata
more than a rough estimate; however, the
value of disciplined thinking about risk will be
ample reward for the effort to deal with it in
a quantitative way.

L&4. $duting Remdhl M~

When the estimate of annual 10SS has been
completed, ADP management will have a clear
picture of the significant threats and critical
ADP tasks. The response to significant threats
can take one or more of the following forms:

Alter the environment to reduce the proba-
bility of occurrence. In an extreme case this
could Iead to relocation of the ADP facility to
a leas exposed location. Alternatively, a haZ-
ardous cwxpancy adjacent to or inaide the ADP
facility could be moved elsewhere.

Erect Imrriers to ward off the threat. These
might take the form of changes to strengthen
the building against the eff ect.s of natural dis-
aste~ saboteurs or vandals. Special equipment
can be installed to improve the qualiti and
reliability of electric power. Special door locks,
guards and intrusion detectors can be used tc~
control access to critical area9.

Improve procedures to close gaps in controls.
These might include better controls over opera -
time, more rigorous pre-h ire screening or
gtandards for programming and software
testing.

Early detection of harmful situations permit
rr,or~ rapid response to minimize damage. Fire

or Intrusion detectors are both typical ex -
ampli>s.
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Contiwency plans permit satisfactory accom-
plishment of agency missions subsequent b
a damaging event, Contingency plans VW in-
clude immediate response to emergencies to
protect life and property and to limit damage,
maintenance of plans and materials needed
for back-up operation off-site and maintenance
of plans for prompt recovery following major
damage to or destruction of the ADP facility

The criteria for selecting specific remedial

meumrea are that the annual cost of the re
medial measures shall be less than the reduc-
tion in expectid annual loss which they bring
about and that the mix of remedial measures
selected shall be the one having the lowest total
cost.

‘I’he first criterion simply says that there
must be a cost justification for the wunty
program--that it returns more in savings to
the ADP facility than it costs This may seem
obvious but it is not uncommon for an ADP
manager to call for a security measure without
first analyzing the risks. His experience and
judgment tell him that some particular action
is desirable. While this might seem to obviate
the need for risk analysis, what it redY
amounts to is recognition of a poaaibly serious
but unquautifkl loss potential. It would be
more appropriate for the ADP manager to
factor his judgment into a quantified risk
analyais.

The second criterion refh?cti the fact that a
given remedial measure may O* be etktive
against more than one threat. To illustrate:

—.. ——_

F’Ire detectton system
L08a control team
Fkcwlng guurd patrol
Intrusion detactom
Pemonnel eereedng
On-site ~wer

generator
Back-wp plan
__ —.— ——

—— .—
THRJOAT8

-.-+--..–+_.. .– Tlmri abotim
mm?
—.—-—.

lx

x:x
x

‘x
x

Ixx
xx
—... _ .-—

Since a given remedial measure may affd
more than one threat, the least cost mix of
measures probably will not be immediately ob-
vious One ~ssible way to make the selection
is to begin with the threat having the hmgest
ann uat low potentia!, Consider possible reme-
dial measures and list those for which the an-
nual cost is less than the expected reduction in
annual loss, (Precision in estimating cost and
loss reduci,]on is not necessary at this point )
If two or more remedial measures would cause
a loss reduction in the same area, llst them all
but note the redundancy, Repeat the process
for the next most ser]ous threat and continue
until r~arhin~ the point where no cost iustifi-



able measure for a threat can be found. M~eIl
the cost of a remedial measure M mcre=ed
if it is ~x~ndgd to ~over an additiona) threat,
the inerai~ental coat should be noted. At thi8
point one has a matrix of individual threats and
remedial meaaureu with estimates of loss re-
duction and cods and thus an estimate of the
net saving, which can also be shown graphi-
cally :

TmmBA’ra

,7HIRiw A * CD

J ~. 9 11 10 0 10 4 1 8 2 6 —8

K 20” 16 5 u o 12 6 0 6 4 2 2
—

● -d?ai.

For each threa~ the estimated IOSS tiuc-
tionj the coat of the remedial measure and the
net baa reduction have been given (in that
onk), By applying remedial masaure J tQ
threat A at a coat of $9,000, a 100S reduction
of $20,000 can be expected (a net saving of
$11,000). FWtherrnore remedial meaaure J will
reduce the t.h.restB loss by $10,000 at no addi-
tional cost and the threat C loss b $4,000 at

FlnaKan added cost of only $1,000. “ ]y, though,
it appeara that it woldd cost mo& than it would
save t.o apply J to t~t D. Therefore J would
not he implemented for D. The net loss redue-
tion from J could be expressed as:

The table indicates that J and K have the same
reduction eff~t on threat A. Since K costs
more than J, it might, at first glance, be re-
jected. However,

K(A, B, C& D)=5~ 12+6+ 2
— $25,000—

J(AB&C) +K(A, B, C&D)=
—4+22+9+2

= $29,000

Therefore, while J and K are equally effective
on threat A, K appears t.o be more effective
than ,T on the other threats, but further check-
ing 8hows that their combined use results in
the greatest overall net loss reduction.

By going through the process just described,
using preliminary estimates for cost and 10ss
reduction, the AI)P Securit} planner can t(.:it

various combirmtions of re],lcd]al measures
Thk will enable him to id,?nt~f:, the s(lbse: of
remedial measures which nprwars Lu rw t})e n]us:

effective, At this point the ADP security plan-
i:::r should review the estimates for the can-
didate subset and refine them = necessary to
wtablish confidence in the tentative choices. in
~,~arginal situations this might cause a change
of the optimum subset. However, by iterating
the prweaa M required the ADP security plan-
ner will finally reach the point where he can
recommend a given group of remedial meas-
urea with coneichrable confkience. And, almost
as important is the ability to defend the re-
j ection of remedial measures which cannot be
cost justified.

If all of the above procedures have been
followed, the foIlowing will have been estab
lished and documented:

●

●

●

Significant threats and probabilities of oc-
currence.
Critical tasks and the Ioss of potential m
Iatxd to each threat on an annual basis.
A list of remedial mwwn-ea which will
yield- the greatest net reduction in losses,
together with their annual cost.

With thin information at hand ADP manage-
ment can move ahead with implementation of
the physical eecunty program. Since the analy-
sis of renmiial measures will have identified
those with the greatest impac~ relative rion-

Jties for implementation can also be esta ished.

1.4. Implementing the %curity Prwram

In section 1.S the use of a risk analysis haa
been described as the basis for developing an
ADP securib program. Implementation of the
Program will depend on local conditions and
the practical constraints of time and budget,
but it may not always be clear just where to
begin. ‘I’he following ]s a brief outline of a pro-
cedure which should be generally applicable.

● Preliminary planning. Establish an ADP
security study team to prepare an ADP SeCU-
rity program consisting of detailed taak de
scriptions for the next three tasks, a budget
and schedule and responsibility ~signments.

● Perform a preliminary risk analysis to
identify major problem areas.

● Select and implement urgent ‘quick fix”
security measures as needed.

. Perform and document a detailed risk
analysia for review and approval

● Based on the approved risk analysis se-
lected, cost justify MI(; cloeument action plan~
with budgets and schedules for security meas-

[II: Lr,., tr.i:n)rl~ and lndoctri -ur~s, contlngerlr:”
nation plans ald test slid :LudiLpians.
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Q Carry out the approved action plans

. Depending on the rmmits of tests, audits
and chang~~ in mission or environment, repeat
the detailed risk analysis md subsequent steps
on a regular, at least ammal, basis.

The action pians should include adequate
$~.~entation. The documentation might in-

.. .

● A security policy statement which provides
general guidance and assigns responsibilities.

. A security handbook which describes in
detail the security program and procedures and
the ob~igations of ADP personnel, users and
supporting peraonneL

Q !l?echnmd standards for system design,
program ming, testing and maintenance to re-
flect security objectives,

● (lmtingency plans for back-up operations,
disaster recovery and emergency reqxmae.

* Booklets for ADP staff indoctrination in
security program requirements.

Depending on the normal practice of the
ADP facility, these documents may be com-

pletely separate i%ms or may be included in
other documents, Tor example, emergency re-
sponse plans for the ADP facility might be
included in the a ency’s Facility Self-Protec-

7tion Pkm. Similar y, technical security stand-
ards could be added to existing documents.

The final point to be made is the importance
of continuing audit and review of the security
pro-. A major effort will be required for the
initial risk analysis but once it haa been com-
pleted a regular review and updating w be
done much more quickly. By evaluating changeg
in agency mission, the local environment, the
hardware configuration and tasks performed,
the ADP security planner can determine what,
if any, changes should be made in the securib
program to keep it effective.

1.5. Suppd.ing Documents

There are a number of Federal documents
relating generally to ADP security which will
be helpful to security planners. ~eae, as well
as a number of other useful referewxa, are
listed in the bibliography in Appendix B. It is
suggestd that this list be consulted by Plan-
ners early in their aaignment in order to be
able to take advantage of the extensive fund of
knowledge they represent. .

2 Anticipating Natural Disasters

2.0. Introduction

This chapter deals with fire, flood, windstorm
and earthquake. These events all tend to have
the same basic effecti on ADP operations:
physical destruction of the facility and its con-
tents and interruption of normal operations.
They also represent a threat to the life safety
of the ADP staff. In the sections which follow,
protective measures and factors for evaluating
exposure are presented. Planning for emergency
response is discussed in Chapter Contin-
gency Planning.

2.1. Fire 9afety

Experience over the last two decades has
demonstrated the sensitivity of ADP facilities
to fire damage and dimuption of operations.
For example, a parts warehouse which included
a $1 million computer system was totally de-
stroyed by a fire. The building, almost 0.8 sq
mi (two hectares) in size. was of nrm-com-
bustible construction and had neither sprin-
klers, interior fire partitions nor fire curtains.
Furthermore, the buildlng was located just out-
side the municipal fire district, presumably be-

cause of the low tax rate. The fire evidently
stxted when an electric spark ignited a fhm-
rnable solvent being used to remove floor sea-
lant. Although the structure, contents and com-
puter system were completely destroyed, the
compan y’s emergent y procedures died for
storage of magnetic tapes in fire-rated vaults
and they were recovered intact. As a wul$
and with a major effort on the part of the hard-
ware vendor, a new computir system was OP
crating at an alternate site four days later.
This episode Mghlighta the vaiue of dose ab
tention to both fire safety and contingency
planning. A number of such major losses have
involved noncombustible buildings. In thoee
cases where vital tapes had been aafetid
and the computer hardware was relatively un-
complicated, rapid recovery was possible, often
in a matter of days. However, it seems likely
that if a large computer configuration i~ de-
stroyed or if back-u

r
records are inadequate,

recovery would be a engthy process that could
take many weeks, or months.

Fire safety, should be a key part of the ADP
faciiity phys]cal security progr~m and should
lnc]ude these elements:
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Location, ihmign, construction and main-
tenance of the ADP facility to minimize
the exposure to fire damage.

Meaaures to insure prompt detection of and
response to a fire emergency.

Provision of adequate means to extin-
guish fires and for quick human interven-
tion.

Provision of adeauate means and personnel
to limit damage and effect prompt re
covery,

Each of these poink is discussed in the sub
sections which follow. A comprehensive treat-
ment of the subject of fire prevention and con-
trol is aleo the tmbj ect of the Fire Protection
Handbook [24]. To quote from the handbcd
.itaed.f, it “. . . consti tuteo an authoritative en-
cyclopedia on fire and ita control and is designed
to serve both as a textbook for thow Learning
the science and aa an independent reference
book . . .“, It includes fire contmd considera-
tions in building design and construction, tables
of the fire hazard propxties of several hundred
rnateriala, and an engin~ring handbook on
hydrwdic properties, in addition to the other
topics on fire control one would expect in such
a handbook.

Z1.1. ADP I%eility Fire ~mn
The &t factor to con8ider in evaluating the

fire safe of an ADP facility M what fire apt+
7sure resu t9 from the nature of the occupan~ of

nearby buildings and the ADP facility building.
Generally spmking the degree of hazard as-
sociated with a given occupancy depends on
the amount of combustible materials, the ease
with which they can be ignited and the likeli-
hood of a source of ignition. The folIowin oc-

icupancies have been found to be particu r]y
hazardous: building under cmnstmction; cloth-
ing and textile processing; chernicd, plaatic,
paint and petroleum processing; electric appli-
ance aasembly; foundries; paper manufactur-
ing; and storage and warehousing operations.
The inherent hazard of an occupancy can also
be evaluated in terms of the probable severity
of a fire as a function of the heat potential
(fuel bad) of the contents. This relationship
can be expressed approximately as follows:

A t]picd office with metal furniture and
storage cabinets will have fuel loading rang-
ing from S to 15 pounds per square foot (11 to
88 kcal/crn’). A storage room for paper forms
and boxed punched cards, or a magnetic tape
library, will have fuel loads of 50 to 80 pounds
per s uare foot (110 to 176 kcal/cm “), * The

1aeveri y of a fire and its effect on the structure
and contmts will depend on the rata at which
temperature rises and the duration of the fire.
Thus if the fud load is so configured and stored
as to retard ignition and combustion of, for ex-
ample, paper records in metal file cabineta,
temperature will rise relatively slowly. If the
same fuel load were in the form of reeia of
magnetic ta~ stored in relatively open rac!m,
the temperature could be expected to rise rap
idly but the fire wouid be of brief duration.

The second fire safety factor is the dasign
and construction of the buikling. There are five
ba9ic types of construction:

Fire-Rmiativ+The structure of the build-
ing—framing, fhn-s, walls and roof-is
constructed of noncombustible materials
which are insulated to protect against loss
of strength aa a result of a fire.

Heavy Timber-Exterior walls are non-
combustible with a Z-hour rating and col-
umns, beams, floors and roof are heavy
timber. Bcwause of the slow burning char-
acter of heaw timber, it will be superior
in performance to noncombustible.

Noncombuatibk--’l%e structure is non-
combustible, but lacks protection against
the effect of heat on the structural mem-
bers. The difference is this: while a fire
in a noncombustible building will not draw
fuel from the structure itself, the heat
from the fire may cause the structure to
collapse. A cbaic example of a noncom-
bustible building fire wan a tranamiaeion
plant in Michigan. Although the structure
itself did not contribute any fuel to the
fire, the asphalt on the roof provided
enough fuel to completely destroy the
building.

Ordinarv Con5tnIction — Ordinary con-
structiofi is the same as Heavy Timber ex-
cept that the dimensions of the timber
portions of the structure are too small to
qlu~lify as heavy timber.

“ NFPA compute8 tutl lcmd breed on a hc~t of combuethn
of S,(K@ BTL’ per pound u rrprewntstl~? ralue for wood or
PaFer Mnvwtlc tap IsrougblJtwlee ● s rombu~tible as wed,
no that 40 lb of mmc!,?t)c t~pf would have ● n 80 lb Cud bed
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B W-cd Frame-ThiLI ia the typical resNen-
tial construction using two inch (6 cm)
thick framing and one inch (2.5 cm)
boards.

To Wl~ e the akwve simply, and ignor-
ing design features which can increuse tire re-
sistan% one can construct the foliowing table:

— ——e. . . -.-. ———. —

TypeofCautrnctien I ‘%R3&xE’

I_
.—..—-----—-..———-..-.——

FlxwWdJtant 2 or 8 hours
Heav Tlmbr 1 ph’labourB
Noncombtible Iklour
O#&d*OoeMrOctlon Lem tin 1 bonr

.L.-!!Y5I.

‘The actual performance of a building will
denend not cm.lY on the bme of construction,
bit

●

●

●

4

on design details such ‘as:

Fire walls which in efiect divide a d.ruc-
&m&tito separate buihiin~ with respect

Fire rated pmtitiono which retad the
spread of a fire within a building.

Fire rated Stairwell& dampera or abattem
in ducts, fire stops at the junction of floors
and walla and similar measures to retard
the spread of smoke and fire within a
buikiipg,

Use of Iow-flame-srmead materials for floor,
wall and ceiling fi-nish to retard propaga-
tion of fhune.

To summarize, the four basic fire safety fac-
tors and their effects can be tabulated as
follows :

‘<

— .— .—
Fmetor nhu

——

OCmpalm Probabil!& of a fire ~
F’mell-d Intens!ty and duration of a fire
ConatracUon Type ReuWance to strnctnre damage
Ca@mction Details (kmdnemmntof E fire

—.—..—— — -——. .

It should be understood that this discussion
haq been much simplified. However, considera-
tion of these factors by the ADP security plan-
ner as they apply to an existing or projected
ADP facility will help him to determine the
amount of attention he should pay to fire safety.
He wiIl want to seek the assistance of a quali-
fied fire protection engineer in evaluating the
inherent fire safety of the AI)P facility and
icientifying hazards. A detailed discussion will
be found in “Building Firesafety criter~,q” [13],

FIPB PUB #l

The July, ‘19’73 fire at the U.S. Military Par-
scrmel Records Center, Overland, Me., was &a
us-fortunate demonstration of the result when
well tested fire safety design critaria are di8-

r
re ded in overemphasizing protection against
o er risks. bk of sprinkler protection, in-
adequate acce+w to the fire sib and relatA de-
sign deficiencies Berioudy hampered fire fight-
ing and in the end resulted in much more
damage to records than would have resulted
from the operation of sprinkler heads.

The third factor in fire stiety is the way in
which the building is owrated. It should be
understood that the inherent fire safety of a
building can be rendered ineffective by careless
operation. This inckks: fire doom P~@
open; undue accumulation of debris or trash;
careless use of flammable fluids, welding eqtip
rnent and cutting torches; substandard electric
wiring; inadequate maintenance of safety con-
trols on ovens and boilers; and excessive con-
centition of flammable materida. ADP facili-
ties, for example, have a particular hazard from
the accumulation of lint from card and paper
operations. The ADP physical security program
should stive, in coordination with the building
maintenance staff, to identify and eliminate
such dangwmus conditions. Furthermore, it
should be understcmd that thin must be a con-
tinuing effort and a consiciemtion in the aaaign-
ment of security management reaponsibilitim.
The security autiit plan should inciude verif%a-
tion of complian~ with eatablialmd standards.

SpexMC guidance for the @ns*tion of
ADP facilities wiil be found in chapter 2 of
“Fire Protection for Essential Electronic Equip
ment” [91. This document, hereafter referred
to as RP-1, has been adopted by the GSA for
aH GSA facilities under GSA Order PBS
5920.4B with certain minor modifications.

2.1.2. Fire Detacticul

Despite careful attention to the location, de-
sign, construction and operation of the A.DP
facility, there is still the possibility that a he
can start, Experience has shown repeatedly
that prompt detection is a major factor in
limiting fire damage, Typically a fire goes
through three stages. Some event, such aa a
failure of electrical insulation, causes ignition.
An ehxtrical fire will often smolder for a long
period of time, When an open tlame develops,
the fire spreads through direct tlarne contact,
progressing relatively slowly, with a rise in the
temperature of the surrounding air. The dura-
tion of this stage is dependent on the com-
bustibil)t}- of the materials at and near the
point of ignition. Finally the temperature
reaches the point at which adjacent combusti-
ble materials give off flammable gases. At this
point the fire spreads rapidly and ignition of
nea?by materials will result from heat radia-

,“
AI



:1[1’:3PUB 31

t,ion as well as direct flame contact. %cause of
~..’hehigh temperatures and volumes of smoke
d toxic gages associated with this third stage,
fire fighting becomes increasingly ditllcult and
often &o@e cannot remain at the fke site.

Given the objective to discover and deal with
a fire before it reaches the third stage one
can see the limitation of fire detection which
depends on detecting a rise in air temperature.
It is for this reason that RP-1 requires that
the areas in which electronic equipment is in-
stalled be equipped with products-of-combus-
tion (smoke) detectors. Such detectors use
eldmmic circuitzy to detect the presence of
abnormal constituents in the air which are
usually aasociateclwith combustion.

To be effective in providing prompt detection
the following pointi should be considered in
designing a fire detection system:

The location and spacing of detectom
should take into consideration the direc-
tion and velocity of air flow, the presence
of areas with stagnant air, and the loca-
tion of equipment and other potential fire
sites. Note that detectors may be required
under the raised floor, above the hung
ceiling and in air conditioning ducts as
wellasat theceiling. lt may also bewiae
to put detectors in electric and talephone
equipment cloaeta and cable tunnels.

The design of the detedom control pane]
should make it easy tn idantify the d+
tector which has alarmed. This implies
that the detectors in definable areas (for
example, the tape vault, the east end of
the computer room, eti.) should be dis-
played as a group on the control panel. In
other words, when an alarm sounds, in-
spection of the control panel should indi-
cate which area or zone caused the alarm,
Generally, and preferably, each detector
will include a pilot light which lights when
the detector is in the alarm state. In some
cases it may be determined that there
should be a sepamte indicator light at the
control panel for each detector. It is also
important to see that the alarm system it-
self is secure. Its design should cause a
trouble alarm to sound if any portion of it
fails, or if there is a power failure. Steps
should & taken to assure that the system
could not be cieactivated readily, either
maliciously or accidentally, In a reeent case
of suspected arson in a tape library it ap
peared that the smoke detection system
had been turned off.

Meanin~ful human response to the detec-
tion and slam] systems is necessary if
they are to be of any value. This means
that the fire detection system should be

●

designed to assure tlmt someone will al-
ways be alerted to the fire. ~ically, we
expect that the computer room stiff will
respond to an alarm from the ADP facility
alarm system. A remote ala.mn should also
be located at another point in the building
which we expect will be manned at all
times, Buch as the lobby guad post, se-
curity center or building engineer’g sta-
tion. Thin provides for back-up response
and response when the computer area is
not occupied. If there is any possibility
that the remote alarm point will not be
manned at aiJ times, a third alarm point
should be bcated off-site, typically at the
nearest lhe station or location of the fire
brigade for the facility.

-r tite-ce is essential to the fire
det&tion system. The nature of smoke de
tectors is such that nuisance alarms may
be caused by dust in the air or other f=
tora. Thus there is a tendency to reduce
sensitivity in onler to eliminate nuisance
alamns, with the result that detection of
an actual fire may be delayed. ‘1% insure
proper o

r
tionr it is important to see

that qu .fied personneI (a vendor repre-
sentative or building engineer) verify cor-
rect operation at the time of installation
and at hat once each year thereafter.
Furthermore, each fault condition should
be con-ected immediately. Unfortunately,
there ie a eomrnon tendency to tmn off the
fire det&ion system or silence the alarm
bell, creating the danger that there wiIl be
no response if a fire should oscur.

In addition ta alerting pereonnel to the pres-
ence of a fire, the detection equipment can be
used to control the air conditioning system.
There is some support for the view that upon
detection, air handling equipment should be
shut down automatically to avoid “fanning the
flames” and spreeding smoke. This may not be
the best pbm, as nuisance alarms will result in
needless disru tion. A preferred technique may

Ebe to cause t e system to exhaust smoke by
stopping recirculation and switching to 1007,
outiide air intake and mom air discharge. As
a rule this can be done by adjustment of air
conditioning damper controls and their inter-
connection with the fire detection syatern. 130w-
ever, it may be necessary to modify the air
conditioning system. More details will be found
in section 3.2.

2.1.3. Fire 13xtingninhment

Fire extinguishment is accomplished in four
ways:

● portable or hand extinguishers operated by
agency personnel in an effort to control the
fire before it gets out of hand.

—
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* hose lines usd by professional fire fighters
to attack the fire with water.

* automatic sprinkler systems which release
water from one or more sprinkler heads
when the air temperature reaches the de
sign temperature of the head which range
from 1S5-280 OF (57-1S8 “C),

● volume extinguishment systems using HA-
LON-1301? which fill the room with a gas
that interferes with the combustion proc-
ess.

A review of the history oi fires involving
electronic equipment and the effectiveness of
each of these extinjpishment devices has led
the Federal Fire Gouncil to establish a number
of requirements for extinguishment in chap
ter 3 of RP-1.

First, at least one carbon dioxide extin-
guisher of 15 pounds (6.8 kg) capacity or more
and one 2 , gallon (9.S 1.) plain water ex-

ktinguisher s all be kxxted within fifty feet (15
m) of each piece of equipment. These exting-
uishers are intended to be used by ADP fw
cility personnel for imndiate fire fighting.
Given prompt detection and response by prop
erl y trained personnel and freedom from gross
fire hazards in the computer arq portable
extinguishers wiIl be effective for controlling
most thee quickly.

To insure effectiveness of portable extin-
guishers, several points must be considered.
Extinguishers should be placed in readily ac-
cessible locations, not in corners or behind
equipment. Each location should be marked for
rapid identification; for examp]e, a large red
spot or band can be painted on the wall or
around the coiumn above the point where each
extinguisher is mounted. It is important to
have all extinguishers inspected, (See “Port-
able Fire Extinguishers” [44], ) Each extin-
guisher should have an inspection tag affixed
to it on which the inspector signs his name
and gives the inspection date, In addition to
the required extinguishers, it may be wise to
provide five pound (2.3 kg) carbondioxide ex-
tinguishers in areas principally staffed by per-
sonnel unable to lift heavy objects. Experience
indicates that such personnel can deal effec-
t~ve]y with minor equipment and trash fires if
lighter extinguishers are made available to
them,

The second RP-1 requirement is that com-
pu ter areas be equipped with automatic sprink -
ters and, unless building construction is fire
r~sistive or noncombustible, that the entlm
I)llild]ng shall be so equ]pped. Portions of the
}),li}d)ng which are not protected by sprinklers

. lf\l,ll\ 1:11111. 1 i?r Ir, appllm! to h.nmorrlfl t]orom~thnue,
1!!l.!~!.!liilw!l.~tl,,~,,i.t,l,:c ,l.gr”l

FIPi3 PUB S1

and which cannot be reachd easily with hose
lines from the exterior should have stancipipen
and inside hose systams. The automatic sprink-
ler system is the preferred extinguishment sys-
tem for a number of reasons; but the ADP
facility manager may be concerned that in-
stallation of sprinklers will -se the ADp
facility to serious water damage, If the worst
thing that could happen to an ADP facility
were to spray water on the hardware, it would
make sense to omit sprinkler pmt=tion, but it
isn’t: the worst is Q structural collapse of the
building. In an effort to provide effective ex-
tinguishment without dama “ng side effects,

#one might consider a HALO -1901 deluge sys-
tem. Carbon dioxide (CQ) systems represent
a significant life safety hazard and their use
cannot be recommended. The characteristics of
automatic sprinklers and HALON-MM are
compared Mow:

—

EruQgUlshrnent
mecknMm

Reliablu&

mffecuven-

Life aatetr
tmaard

Side effectn

APProx. coat to
lnatall

DMcbarm
controlled by:

tie and c06t ~0
refurbiab E&r
the

—
Aatomatk HAL&N.
B9-ws

—————- -

Water coollng snd Chemical W.er-
Bmotbe.rhlgof fire femme with cem-
Idte- bustion procem

Very high ; Iknk@ Very W; limi@d
~Y?elIabillty Of by reliability of
water sapply. detaction ~

Very h!gk v~lll@ue
the Concentration
is acbkved at
nr?IJ!til

None Some danger if
roneentmtion
meat= than 10’7..

Prompt coolingand No side effec?n if
!leanlng of air by eflective ; otherwise
water spray wltb comcmive toxic de
Ittendant damage cornpoedtton
to Contents prodnctE

~.00/au. ft. new $o.50/m. ft of pro-
buildin& $S00+/ tected rolume.
Bq. R, retrim.

Air temperatorg Detection system
(or auto. recycle) or manual

Mlnntes and $Uto HorIra and 40% of
S20 Irmta!led cost.

--—

Because of its lower cost, proven effectiveness
and inherent safety, the automatic sprinkler
is the preferred fixed extinguishment system in
most cases. H ALON-1301 appears to be better
suited for the initial tire attack at critical
po~nts, such as a tape or disk storage area or
a room housing one-of-a-kind hardware or at
pointe whmh cannot be covered effectively by
a sprinkler system, e.g., under FIraised floor or
in a cable trlnnel
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Automatic sprinkler systems offer a feature
which should be included in the fire safety s s-

ttam. Devices called flow sensors are availa le
which can be insertad ink the sprinkler pipes
to detect the flow of watar. These flow alanna
should be located at the source of water and
at each major branch in the piping and should
be connected to a fire alarm panel. when a fire
causee a sprinkler head to open and discharge
water, an alarm w-ill be sounded alerting per-
sonnel to the emergency. This feature can be
of real value during hours when work areas
are unoccupied, as the security force is alerted
immediately to sprinkler operation and can
shut cff the water flow as soon as the fire is
extinguished. To make this easy to do, the
sprin-kler system piping should be configured
to supply the computer area from a single
point and equipped with a Bhut+ff valve which
is located in an easily accessible point. All
sprinkler sybtern shut-off valves should have
supervisory switches attached which will sig-
nal the fwe alarm panel if a valve is closed.
This is important because there have been
many c.wies where fires were not defeatd k
cause sprinkler control valves had been left
closed inadvertently. In some cases it waa sus-
pected that valves were closed deliberately.

The gas extinguishment systems also have
featurea which contribute to more effective and
reliable quenching. Pressure sensors are used
to detect a aignika.nt loss of gas and to signal
a trouble alarm. Systems are normally installed
so that there is a delay of up to a minute be-
tween the initial alarm and release of the gas.
With carbon dioxide systems, this allows the
area to be clear of personnel, kause of the
serious hazard to Iife when the gas is dis-
charged. With HALOhT systems, the delay per-
mits the actual discharge of this rather ex-
pensive quenching agent to be overridden
manually when there is no fire or when the fire

&
uenched easily by using portable extin-

~i era.
If fire extinguishing equipmemt is to remain

effective, it must have regular maintenance by
properly quaiified personnel. “Fire Extinguish-
ing Equipment” [11] is a useful guide to ex-
tinguisher equipment inspection and mainte-
nance. The ADP security planner should work
with the Building Manager and Fire Marshal
to insure that an effdive maintenance pro-
- is in effect. The bibliography lists a numb-
er of standards, guidelinea and recommenda-
tions from the National Fire code published by
the National Fire Protection Association [22-
43],

2.1.4 Fire Fighting

The discussion of extinguishment ha~
stressed the value of prompt, effective fire
fighting, With regard to who should do this
fire fighting, the ADF’ facility manager should

consider load conditions carefully to determine
the most practical approach b meet thh in-
dividual problem. Some ADP facilities are lo-
cated within large industrial complexes which

f
either em oy their own profeaaional firefight-
ers, have igtd? trained industrial fkre bri dee
or are lcxatxd m close proximi@ to a m J Cipal
fire department composed of profeaaional fire
fighters. Conversely, some facilithe may be
situatd in remoti locations where response by
professional or highly trained kflgha is de
layed or perhaps nonexistent because’ of travel
distance. Obviously, the best arrangement is
one which results in imrnediati response by
professional firefighters in time of need. I+ow-
ever, when this is not feasible, other aM.e.rna-
tives must be explored-particularly when one
considers the high value of equipment uzmally
housd within ADP facilities.

ln all probability, the enlightened ADP fa=
cility manager will want to eatabliah a first line
of defense against the involvement betw-
the time of notification of and responea by pm-
feasional or highly trained ftreftght% and
will incorporate this as part of the Facility
Self Protection Plan. Every Plant regadkme
of size, neds personnel who are knowledgeable
and trained in il-re safety. Any pmctical and
effective organization for fire protection must
be designed to asaure prompt action immedi-
ately at the point where a fkre breaks out This
usually necessitates every organizational Unit
or area of a plant having a nucleus of key em-
ployees who are prepared through inutzwction
and training to extinguish fires promptly in
their incipient stage. Such individuals become
knowledgeable in specialized fire protection and
the systems applicable to the facility in ques-
tion: how to turn in an alarm, which type of
extinguisher ta use for which type of fire and
how to use it. Further, such individuals can
serve as on-th~job fire inspectors, constantly
seeking out and reporting and correcting ccm-
ditions that may cause fires. ‘hey can help en-
sure that fire fighting uipment is roper)y
located and maintained, % xat storage oes not
cause congestion which could hamper fire fight-
ing, and that general housekeeping is main-
tained at a reasonably high level to minimize
fire risk.

Should a dwision be made to establish an
ADP facility fire brigade organization, refer-
ence should be made to the NFPA “Industrial
Fire Brigades Training Manual” [27]. This
document will serve as a useful guide in or-
ganizing and training a fire brigade. The ADP
fire brigade should consist of a fire captain, a
deputy fire captain and several fire fighters on
each operating shift. Large ADP facilities
should consider more fjre fighters to ensure
adequate coverage. All other members of the
facility staff should vacate the premises during
fire involvement
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Designated fire flghtem akwuki receive tmin-
(og each year in extinguishing actual tires
I.]aing extinguishers of the type locatxxl in the
computer area. In addition, they should smder-
stand the operation of fire detection equipment,
alarms, sprinldera and any othw fire safety
equipment. To maintain competence, the fire
brigade should meet regularly, perbapa at two

or three month intervaIs, for brief training
sessions. The the captain should revkw any
new equipment or procedures. He might also
lead a discussion about how to deal with a
hypothetical fire situation with questions like:
What equipment should be turned off? where
is the nearest extinguisher? other nearby ex-
tinguishers ? Would there be any difficulty h
getting at the fire site? Who is notified and
how ? He should also ask for discuaaion of
newly-observed fire safety problems. Undoubt-
edly the building fire mamhal and the loca$ *
department can and will contribute h the
training program with training materiala and
facilities and with advice.

Because of the special charactmistics of ADP
hardware and the tiesire to avoid disruption to
operations, it is important for tie fighting
and 10SScontrol meaaurea to be carefully struc-
tured. ADP management and syatema and op-
emtiona supervisors should participate with
the fire marshal and fire captaina in develop-
~ng guidelines for decisions to power down
hardware, shut off air conditioning and take
related steps. All fire control measures must be
coordinated with the fire department eervlng
the ADP installation. There should be site
visits to familiarize the fire department with
normal and emergency entrances, electric
power switches, hoses and portable extinguish-
ers, sprinkler control valves, location of covers
for equipment, exhaust fans and ventilation
controls, combustibles storage, building con-
struction and characteristics, and other perti-
nent items Unique ADP hazards such as the
susceptibility of disk and drum surfaces to
contamination and the presence of underfloor
electric outlets should be pointed out.

Emergency planning is presented ~in more
detail in Chapter 8.

2.2. Flood

The discussion of automatic sprinklers in the
preceding section may have left the impression
that water damage can be dismissed as a sig-
nificant threat to ADP facilities. While it is
true that the damage resulting from operation
of one or two sprinkler heads will be minor
and certainly preferable k the smoke and heat
damage of a major fire, flooding i.s quite a
different matter. The water may be contami-
~~ated with dirt, oil or chemicals. Buildings
may be damaged or even destroyed?.

Tropical storm Agnes which swept through
Pmmsylvania in June, 1972, caused severe
flooding. Newspaper account43 reported that
hundreds of computer systems were submerged
in mud and water. The resulting damage ap
peared to depend iargely on kation and the
reported time to recover ranged from two days
to two months. The Pennsylvania Bureau of
Management Information Syst4un8 reported its
large computer subrnetged in six feet of waixir.
The entire reserve suppl of certain forma used

iweekly, 45 million in a , was lost by another
computer facilky, leaving only a one week
supply on hand. A number of computer =ntera
lost card data files which wem not backed up.

This experience points up two th.inlim kk
if an ADP facility is located in a baaement in a
low lying area, disruptions from flooding are
almost inevitable. !%amd, careful planning for
back-up operation can greatly reduce the time
required to re9tore normal operations after an
emergwicy.

Executive Order 11296 was issued in August
1966 in response to growing concern about
flood-relatd losses in Federal buildings but to
insure optimum use of flood plains by Federal
agencies. In summary this Executive Order
requhws executive agenciea to evaluate flood
hazards when 104ing new facilities, adminis-
tering funds to support facilities, evaluating
future use of Federal facilities to be CWPOW4
of, or when planning hmd use so as tn “pre-
clude the uneconomi~ hazardous, or UILIIS
sary use of flood plains s , .“. Where pra~-1
and economically fwible, it requires that
flood-proofing measures be applied to existing
structures.

Flood hazard information is available pri-
marily from the Army Corps of Engin~rs, the
Tennessee Valley Authoriw and also from the
Departments of Agriculture, Interior, Com-
merce, Housing and Urban Development and
from the Office of Emergency Planning. State
and local agencies may also have information
available about past floods.Basic guidelines
are. presented in “Flood Hazard Evaluation
Guidelines for Federal Executive Agencies”
[54]. These guidelha point out that there are
three types of flood areas where flooding can
be hazardous. First are riverine flood piains
where floods are due to heavy rainfall or snow-
melt runoff or ta obstruction of a narrow chan-
nel. Second are coastal flood plains bordering
on a body of standing water where floods cm
result from high tides, wind-driven waves,
tsunamis (large waves caused by undersea
earthquakes) or from a cuinbination of these
effects. Finally, debris cones, deposited at the
base of a mountain by mountain streams, are
subject t.o flaah flooding. If it appears that the
ADP facility is located in any of these areas,
one must give consideration t{ flood e~ywure.



Yij”3 PUB 31

in evaluating the exposure to natural flood-
ing, the ADP security planner should first
nxa,mine the rules and regulations issued by his
agency under Executive Order 11296. Next he
should examine such evaluations of flood h-
ard as may be available for his own building
or other nearby Federal buildings. These
should help to determine the need to look more
closely at the exposure. The information avail-
able will often allow the ADP security planner
to estimate the probability of flooding to sev-
eral levels, By examining the building layout,
he can then estimate the probable effect on
operations from damage or destruction of con-
tents, interruption of electric power and com-
munications, lack of access to the building, and
the like. By relating these effects to the risk
analysis, he will be able to estimate flood-
related losses as a basis for cost justification of
flood protection rnewmres.

In addition to the overall effect of natural
flooding, one should examine the flood damage
potential from all causes. The first step is b
evaiuati the location of the ADP facility within
the building. The basement is potentially the
least desirable location since surface water
from heavy rain or fire fighting water may
collect in the basement. Drains can be equipped
with backwater or check valves to prevent
back up. Electrically driven sump pumps and
ejector pumps may be provided to augment
~avity drainage. However, in an emergency
situation these may all prove ineffective. Dur-
ing a fire on an upper floor, the pumps and
drains may be overwhelmed since fire fighting
hose streams can easily pump a thousand or
more gallons of water per minute into the
building. Furthermore, it is possible that debris
from the fire area may clog drains and pumps.
“Electric power for sump pump motors may be
interrupted by a fire or hurrican+putting
them out of service just when’ they are most
needed. The ADP security planner should at-
tempt to balance the physical protection offered
by a basement location against the exposure
to flooding and make a judgment about the net
exposure. If the ADP facility is located in the
b=ement and the flooding exposure is signifi-
cant, it may be prudent to consider these
countermeasures:

Sump pumps (one or more) driven by gas-
oline motors for emergency use.

Drains equipped with. check valves.

If surface water floodin
%a

is a significant
threat, a supply of sand gs cm be kept
on hand to be used to construct a dike
quickly. Heavy duty adhesive tape may be
adequate to sf:al low lying exterior doors

.-)9L.

It mav be mssible to install masonry curbs
arounh the- ADP area to divert flood- water.
This will hal only with minor floodihg but

imay be wort the effort.

These measures will be helpful where the
exposure is modest or comes primarily from
internal sources. For existing facilities having
a significant exposure to external flooding, fuIl
scnle flood proofing may be required. Excellent
guidance will be found in “Flood-Proollng Reg-
ulations” [51 ]. This document is in the form
of a model building code and provides guidance
for minimizing flood-related hazards of build-
ing occupancy and for protecting structures
against flood damage.

Flooding may also result from plumbing
leaks. As a part of the threat evaluation, the
ceiling above the ADP facili~ should be in-
spected for plumbing lines and for holes.
Idedy no pipes should be routed over ADP
hardware areas; where this is unavoidable
easily accessible shut-off valves should be pr~
vialed. Likewise, chilled or condenser water
pipes which suport air conditioning units in-

side the ADP area should have shutiff valves
which can be used to isolate a leak. Major
water lines should be instrumented to detect
abrupt loss of pressu~ sign of catastrophic
failur+ti alert the building engineer and,
perhaps, shut off pumps ,aut.omatically so as
to Iimit the amount of watir which can escape.
All holw in the floor slab over the ADP facility
should be plugged with cement or similar ma-
terial. Many buildings include so called wet
columns. These are structural columns with
adjacent vertical plumbing lines usuaIly re-
ferred to as risers. As a rule one can identify
a wet column because the walls enclosing it
will be larger than most columns to allow space
for the pipes. Since wet columns represent an
increased exposure to leaks or flooding it would
be preferable to exclude them from ADP areas.
When this is unavoidable, each column should
be checked to insure that any leakage will
drain freely tn the floor below.

Almost all computer rooms are equipped
with a raised floor to provide a protwted space
for inter-cabinet and power cables (and often
as a supply air plenum for the air conditioning
system ), If water collects under the raised
floor, there is a danger that these cables will be
affected. Inter-cabinet cables with connectors
at the ends only should be highly water resist-
ant. However, power cables often plug inta
receptacles located on the floor, risking short
circuiting and corrosion. Where possible, re-
ceptacle boxes should be raised up from the
floor at ieast eight to ten cm. and the wiring
enclosed in unbroken rigid conduit. It is also
desirable to provide positive water drainage
wit}] floor drains spaced about six meters
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apart, This is parthmlar]y impo~’tant in new
construction where the floor slab under the
raised floor has been depressed to bring the
raised floor flush with the surrounding floor.
This eliminates the need for ramps but, with-
out positive drainage in the depressed slab
area, It is obvious th8t substantial amounts of
water could coliwt under the raised fhr. Not
only would cables be submerged but each inch
of water will add about five pounds per square
foot to the live load, leading in extreme cases
to structural damage or col)a pa-e.

An increasing number of ADP facilities are
now stockpiling plastic sheeting to protect
ADP hardware in an emergency, Several cases
have been reported where the prompt use of
such sheeting has protected hardware against
leakage from broken plumbing or fire fighting
on up~r floors. Because of the modest cost
and assured effectiveness of this countermeasu-
re, it can be recommended highly.

L3. Earthquake
Earthquakes represent a threat to ADP op-

erations for two reasons. First, an earthquake
may cause structural damage or collapse of the
ADP facility building, interruption of electric
or communications circuits, loss of utilities and
other direct effects. Second are the more wide-
spread efl’ecta on the community: disruption of
transportation, food supplies and other vital
aervks. As a result, many of the ADP staff
may be unable to report for work and support-
ing services may not be available

Assessing the probability of an earthquake is
not easy because of the relatively short re-
corded history of earthquakes in the Un]ted
States. Figure 2 shows the number and in-
tensi~ of known earthquakes and figure 3 is a
seismic risk map based on these data. Note that
the latter map merely indicates the probable
severity, not probability of occurrence. On-
going Federally-sponsored resemch is expected
to lead to the abilit: to forecast long term
probability and possibly even actual occur-
rence, However, until such techniques become
available it seems prudent for ADP facilities
located in Zone 3 regions to asaume that an
earthquake which could disrupt operations for
at least a week will occur at 50 to 100 year
intervals. Furthermore, ADP facilities within
about five to ten miles of major faults should
probably assume total destruction of the fa-
ciiity with about $he same probability of oc-
currence.

There are two typeg of potential counter-
measures. The first is to select a buiiding with
high resistance to earthquake dumage and so
located as to be protected against damage from
neighboring buildings, LOCatl{JnS which sho(]id
be avoided include hil!sides, land fiil areas,
waterfront areas, fuel storage areas, tall struc-

tures (such as build ~n~s, radio towers or trans -

mission lines ) which might fal! on the ADP
facility or u:~derground fuel transmission lines.
One should bear in mind that the majority of
the damage from the San Francisco earth-
quake was caused by the aubsquent mnflaaa -
tion which raged uncontrolled from the iack of
fire fighting water. For this reason considera-
tion should be given to using sway bracing,
flexible jointa, etc. to make the sprinkler sys-
tem earthquake resistant and to provide a r~
liable on-site water supply.

Beyond preventive measures such as these,
the ADP security planner may wish to safe-
guard the agency mission by’ including off-site
opera t ion in the ADP facility contingency pian.
In this case he must be careful to select bca-
tions which are sufficiently separated so as not
to be affected by the same exthquake. Con-
sideration sbou ld also be given to the location
and construction of the facility used to store
back-up fries, documentation and the like in
order to assure that these materials will be
undamaged and accessible following an earth-
quake. Valuable guidance in risk analysis and
remedial measums will be found in “Building
Practices for Disaster Mitigation” [59].

2.4. Windstorms
Windstorms, hurricanes and tornadoes all

represent potential threats to an ADP facility.
Hurricanes are characterized by high winds
and heavy rain resulting in structural damaire,
flooding and in many cases loss of eiectric
power of 148 major electric power interrup-
tion~ in the United Stites reported during the
period 1954 to 1966, 17 were attributed to hur-
ricanes—an average of 1.3 per year. In 19’70,
Hurricane Celia was reported to have affected
some 5(I data processing facilities (some quite
seriously) in the Corpus Christi area. Power
was off for as much as 36 hours,

A study of hurricane frequencies based on
occurrences during the period 188&1970, m+
ported in “Atlant,ic Hurricane Frequencies
Along the U S. Coastline” [48], will be helpful
to the ADP security planner in evaluating the
exposure of his facility. Results of the study
for high probability areas are summarized be-
low:

Annual
Probability
(Percent ) Locations

16 Fort Lauderdale, Florida
15 Paim Beach, Florida
14 Rrazoria County, Texas
13 Lafourche Parish, Louisiana
!3 Mnbile, Alabama-Pensacoia, Flri,
13 Key West, Fiorida
12 Chamtwrs County. Texas
11 Carteret County, North Carolina

9 Matagorda County, Texas
9 Franklin Parish, Louisiana
:) St Rcrllard parish, I.ou~qian[i
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Other hmdities on the GuIf and Florida
CCMStShave probabilities in the range of 4 yo

to 870. The probabilities for .4tlantic coast
areas not listed above range from 7 ~c to zero.
U the ADP facility is in or near the high prob
~bility localities, the ADP security planner
jhouid give careful consideration to the threat
from hu~icanm,

Apart from measures to protect against
flooding and electric power failure, described
elsewhere in these guidelines, one should con-
sider the resistance of the ADP facility build-
ing to wind damage, particularly windows
broken by winddriven debris or damage from
falling trees, utility poles and the like. A “walk-
around” ins~tion of the building should be
adequate to identify potential trouble spots.
Since amp!e warning is usually available,
thought should be given to stockpiling plywood
or similar materials for temporary protection
of exposed windows and doors.

The occurrence of tornadoes by state during
the period 1963 to 1969 is depicted in figure 4.
There W- an average of
year. The mean number
miles per year is tabulated
incidence states:

642 tornadoes per
per 10,000 square
below for the high

Stati

Oklahoma
Kansas
Indians
Massachusetts
Florida
Iowa
Nebraska
Missouri

‘Tornadoes/
10,000 Sq. Mi. “Ye~r

8.6
6.0
6.0
5.4
4.9
4.6
4.s
4.3

For all other states the incidence is less than
four. There is some evidence to suggest that
tornadoes tend to reoccur in ~ome relatively
limited areas. Therefore one should not base an
estimate of cxzurrence probabilib on the gross
figures given above. Rather, if the ADP fa-
cility in located east of the Rocky Mountains,
the ADP security danner should consult with
local authorities ‘of the nearest National
Weather
the past
facili~.

Service oftlce for information about
record for the location of the ADP

L_2!fYLd iii%:%i-’
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During a ,“smnt tornado in Georgia a water
main above the computer room of a data proc-
essing fw:i’iity ruptured and caused extensive
flooding and the building evidently was badly
dam~ged. Rapid reconstcuckion of the computer
room in a nearby company building and hard
work by the ADP staff and vendor engineers
were major factors in rapid recovery. An effec-
ti ve data base management system and central-
ized administration of it, were also important
factors. Son-w work was performed at off-site
facilities and a week later work was back b
the normal schedule at the temporary locmtion.

Even if there is no damage to the building

Itself, an ADP facility may lose electric power
b~.ause of a nearby tornado. During 1954 w
1967 tilere were ten major electric power in-
terruptions reported to be caused by tornadoes
and seven more to be caused by high wind.

To summarize, historic data should give a
good indication of the probability of occurrence
of hurricanes, tornadoes and high winds.
Where the probability warranti the effort, the
ADP security planner should give attention to
measures to protact against building damage,
flooding and ektric power failure and should
see that the contingency plan has the capability
to meet such aituationg satisfactorily.

3$ Supporting Utilities

3.0. Introduction

Eve~+ ADP facility is dependent on support-
ing utihties: electric power, air conditioning
and often others such as communications cir-
cuits, water supplies and elevators for its
operation. The ADP security planner should
consider the probability of occurrence and the
effect of breakdowns, sabotage, vandalism and
such accidents as fire,flooding and the )ike on
these utilities. He cm then relate the effects to
the neede of the ADP facility as established by
the risk analysis. This chapter discusses the
factors affectin such events and measures to

%flard against t em.

3.1. Electric Power

Electric power as it affects ADP operations
has two significant characteristics: quality and
reliability. Quality is used here to refer to the
absence of variations from the normal wave-
form which are too small to be recorded by the
local electric utility company bu~ depending on
the ADP hardware, are large enough to aflect
operation of ADP hardware. Typically the
ADP hardware rectifies the alternating ekc-
tricity, filters and voltage-regulates the rwmlt-
ing direct current and applies it to the ADP
circuitry, The flltmfng and regulation cannot
be expected to elimhmte voltage variations &+
yond a reasonable range. If line voltage is 9070
or less of nominal for more than four rnilli-
swconds, or 12070or more of nominal for more
than 16 milliseconds, one can expect exces-
sive fluctuations in the DC voltage appliwl
to the hardware circuitry. The effect on the
circuitry is ditllcult to predict since it will
depend on the amount and duration of the
fluctuation and the state of the hardware. One
may expect to find logic errors, erroneous data
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tranafera or, in extreme cases, damage to hard-
ware. Such things are usually obvious immed-
iately, while other effects c8n go unnoticed
until much later, if ever.

These power line fluctuations, usually re-
ferred to as transients, can be caused by light-
ning strikes, Their probability of occurrence is
dependent on the number of thunderstorms,
the spacing between substations and the use of
underground, as opposed to overhead, distribu -
tion lines, Figure 5 shows the incidence of
thunderstorm days in the United States. Ex-
perience hiw shown that there will be approxi -
mately one lightnin~ induced transient at an
ADP facility for every three thunderstorm
days, with a somewhat higher rate in rural
areas and about one third ag many ill urban
areas where distribution lini-~ are under
ground.

UtiliW company transients are more difficult
to predict but it is not unusual to find a tran-
sient every morning at about 7:30 a.m. when
energy demand begins to build up and power
factor correcting equipment is switched off-
line, As a rule, such transients will not affect
ADP operations, but cases have been reported
where major problems were experienced every
morning.

Internally generstd transients will depend
on the configuration of power distribution in-
side the building and the percentage of total
load represented by the largest single switching
load, The effects of internal transients mn be
minimized by isolating the ADP hardware
from other building loads. Ideally the computer
area power distribution panels should be con-
netted directly to the primary feeders and
should not share step-down transformers with
other loads, particularly high horsepower m~
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tors. A tmical rower distribution system is aualified electrical en~ineer su~rvises meas-
show’n in figure 12.

This discussion has outlined the causes and
effects of power line transient, but it is dif?i-
cult to develop good estimatis for frequency
of occurrence from abstract considerations.
Fortunately, equipment is available which en-
ables one to measure the actual occurrence of
transients. Typically the device will include a
strip chart recorder and electronic circuitry
which will cause even brief or minor transient
to be permanently recorded. By comparing the
times when transients occurred with the con-
sole log records of abnormal operation one can
usually determine the number of disruptive
transients in a given time period and often the
cause of the transient, Such measuremenk~
should be made for at least a month and some
ADP facilities do so continuously. However,
there are two pitfalls. First galvanometers re-
corders will not respond to brief transients and
so display only the line voltage trend. For this
reason they will not be helpful in dealing with
transient. Second it is important to see that a

;rementa closely. If the measurements are to
be useful, they must be carefully made, intelli-
gently interpreted and correlated with other
inputs. Discussions with repr tatives of the

%local elec?ric utility will ahw helpful in
understanding the causes of observed tran-
sients.

The second basic uality of elwtric
! E

wer --
reliabili~—has to o with the num r and
duration of Occasions when the line voltage de-
- from nominal for periods too long to be
considered tranaienta, One may observe sus-
tained undervo!tage (brownout) or actual fail-
ure (bIackout). Brownouts are a resuIt of load
near to or equalling generating capacit . In

rextreme cases the public utility will de iber-
ately reduce line voltage by a maximum of 8 YC
to stretch the generating capacity to meet de-
mancb. As a last resort they may actually
disconnect a portion of the load, a procedure
referred to as “bad shedding,” but which, for
affected customers, is a blackout. In addition,
blackouts may result from windstorms, floods
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am! similar CaUBeS noted h Chapter 2, from
failures of electric system equipment or, in
rare cases, f rmn human error.

The famous Northeast blackout of 1966 rs-
vealed basic defecti in the systems and pr-
ceduree for power pool management. Hope-
fully, the measures since taken to increase the
reliability of the national e~tric system make
a repetition unlikely, Nonetheless, certain prob
Iems remain, e.g., the inherent reliability of
generating equipment, particularly very large
units; and new probems are arising, e.g., en-
vironmental protection measureq, which make
new construction to meet growing demand a
lengthy process. The probability of occurrence
of a blackout will depend on both random fail-
ures at a more or legs constant rate and the
need for load shedding which depends on the
amount of reserve generating capacity. Each
factor must be evaluated sepa7ate1y.

‘During the first half of 1967, fifty-two sig-
nificant random power failures in the United
States were reported by the Federal Power
Commission (FPC ) [10]. It seems reasonable
to assume that this is a representative sample
and that similar failures wi!l occur at the same
rate in the future, Less widespread or less
significant event9 are not centrally reported
-events such as transformer breakdowns, b-
cal accidents severing electric lines and other
mishaps. There is no way to predict the fre-
quency or imminence of the~e random or near-
random events.

The same FPC report suggests that the du-
ration of randomly caused bkackoutg is about
as follows:

Duration

9-15 minutes
15-30 minutes
30-60 minutes

1- 2 hours
2- 4 hours
4- 8 hours
8-16 hours

16 or more hours

Percent of
Total

69
36Yc
1870
14%
1070

8 YO
6’7
2 ‘%

Cumulative
Total

65
4~7c
60 YC
747C
84%
92 ‘%
98 ‘Z-

100 7[

The probability of loss of service due to
blackouts or load-shedding by the local utility
van be foreseen to some extent by becoming
familiar with its generating capacity, iti re-
serves and, possibly, its current reliability and
maintenance situation, If the reserve capacit!
IS 20’,; of peak load, the probability of load
related blackout is very- small As reserve ca -
nacitj” approaches the capacit} of the largest.
<lngrle generating unit, the probability of a
h!ackout rises rapidly and an even lower re-
serve capaclt.v represents a precarious situa-
t.~on. Curren L information in this and related

areo,s can be obtained from FPC reports and
the National Electric Reliability Council [22].

By considering all these factors, one can esti-
mate the effect of power transienta and failures
with some confidence. By referring back b the
risk analysis, he can then estimate the cost of
these transients and blackouts to the ADP fa-
cility. This cost estimate is then used to COSL
justify protective mesaures. Of course, one
should be careful to take into consideration
projected growth in particularly sensitive ap
piications such as real-time or teleprocessing
in projecting future 10ss potintial.

With a reasonable estimati of potential
losses, the ADP security planner is in a posi-
tion to evaluate candidate countermeasures on
a cos~pcrformance basis. There are a number
of possible measures which address one or
more quality problems at a range of costs. In
the discussion which follows, general price
ranges are included and will be stated in terms
of kilovoltarnperes (KVA ) of load. While these
prices will be helpful for preliminary analysis,
they should be used with caution and final deci-
sions should be based on accurati estimates.

As a part of the analysis of protective meas-
ures, the ADP security planner should obtain
an accurate tabulation of these types of loads:
the ADP hardware including data transmission
devices, data conversion equipment, air condi-
tioning equipment, normal and minimal light-
ing and other equipment essential to emergency
operation such as boilers, power doors, etc
He should make a “one-line” diagram of the
electric power distribution arrangement for the
building, particularly for the loads given above,
down to the individual breaker panel level
These data are neeessary to evaluate possib)e
remedial measures to be described.

If the major loss is expected to come from
interrdly generated transients, a rearrange-
ment of the power distribution may effectively
solve the problem. No useful cost guidance mn
be given since it will depend on the particulars
of the specific situation.

In some cases it may be economically feasible
to connect the building to more than one utility
feeder via transfer switch. Thus if one feeder
fails, the building load (or by splitting the
main bus bar only critical loads) may be trans-
ferred to the alternate feeder. This technique
is of greater value if the two feeders corm.yt to
different substations. Since dual feeders only
protect against localized blackouts, they are of
limited value but one may in some situations
find the cost justifiable.

A voltage re~ulating transformer (VI?T }
will protride significant protection against mi -
nor iong-duration transients (4 milliseconds or
more) and brownnuts a{ a cost of about $100
to $200 per KVA of load, However, VRT’S will
not protect against brief, high-intensity tran-
sients or actual power failures



At a cost of $200 to $300 per KJ’A, one can
install a motor-alternator ( rnot.m-generatnr )
,mt which includes an energy storage flywheel,
as down in figure 6, Such a configuration will
protect very effectively against transients and
power failures up to about 15 seconds in dura-
tion. While reliability is quite high, one must
allow for regular maintenance, particularly of
bearings. It will be necessary to provide a spe-
cial room for the equipment because the acous-
tic noise leve! is quite high and the floor load-
ing may be above no~al.

A number of vendors now offer what are
referred to as uninterruptible power supplies
( UPS). The typical UPS consists of a solid
state rectifier which k~ a battery charged
and drives a 8olid state mverter. !l%e in verter
synthesizes alternating current for the com-
puter. A simplified block diagram is given in
figure 7.

In effect, the UPS simulates the, motor-flyw-
heel-generator set with the battery acting as
a huge @vheeL Depending on the ampere-

A.C. Input

I

Jilterriotor
slip /
Clutch

A.C. I

Motor
/

Flywheel

+

TO ~Omputer
Loods

hour capacity of the battery, the UF’S can
support its )oad for as long as 46 ininutes
without input electricity. At the same time, it
will filter out transients and compensate for
brownouts. The cost for a UPS is in the range -
of $700 to $900 per KVA plus installation and
site preparation costs, such as added air condi-
tioning and floor reinforcement.

To provide extra apacity, to clear load faulti
and to protect against a failure of the UPS,
one can insert a static transfer switch between
the UPS and the computer loada as shown in
figure 8. The control circuitry for the static
switch can serme an over-current condition and
switch the load to the prime power source
without causing a noticeable transient.

When the total load exceeds 100 KVA or so,
it may be economically feasible to use multiple,
independent UPS units as shown in figure 9.
Since each unit has its own disconnect switch,
it can be switched off line shouid it fail for any
reason.

L“ I

a“
~MoWO:;ywheel

/1
Alternator

Speed

p\

.—. — -—-

7’,

1’

FIGURE 6 Tvptcal motor-alternator uet
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Finally, if the risks analysis has shbwn a
major loss from power outages beyond 30 to 45
minutes, one an install on-site generation, as
shown in figure 10 at a cost of about $100 per
KVA plus installation and site preparation.
The prime mover may be a diesel motor or a
turbine. When the external power fails, the
contro! unit starts the prime mover automat-
ically which in turn brings the generator up to
speed. At this point, the UPS switches over
to the generator. Barring hardware failures,
t,he system wi)~ SUppOrt the connected load as
long as there is fuel for the prime mover. Note
that the Eenerator must be large enough to
SIlppOA r}ther es~ntial loads such as air eondi -
$,ioning, minimum lighting, etc., as well as the
UPS load.

There are many variations on the configu-
rations shown here. If it appears that one or
more of these measures can be cost justified,
one should seek expert help in determining
optimum performance specifications and the
best overall solution to the problems of inte-
gration into the building power distribution
before deciding on a particular configuration.
Furthermore, one must remember that in addi-
tion to the rough cost guidelines given above,
one must allow for any special installation
costx, the cost of the floor space required for
the equipment, the cost of any needed altera-
tions to the air conditioning for the space, the

cost for equipment maintenance and the cost
of additional electric energy which wili be
dissipated by the equipment. Beause of these
complex cost factors, the analysis is a Ien hy

Pprocess. It is hoped that the discussion ere
will provide enough information to permit the
ADP security planner to determine if a de-
tailed analysls is warranted. A helpful discuss-
ion of UPS systems will be found in “Con-
sultants Guide to Uninterrupable Power Sup-
ply Systems” [57].

In the event of a fire, fiooding or other
emergency, it is important to be able to shut
off electric power quickly, easily and sekctive-
Iy. First, one can use the power-off switch on
the individual unit. However, one should re-
member that the power cable and circuitry up
to and including the built-in power-off switch
are still energized. These can be de+mergized
by manually tripping the branch circuit break-
er at the distribution panel. To do this easily
and effectively, several conditions must be met.
Distribution panels should be located in the
computer room and access to them must be un-
obstructed, It is not uncommon to find distri-
bution panels hidden by other equipment or
otherwise difficult to reach, Individual circuit
breakers must be clearly marked so that one
cuin quickly and accurately determine which
circuit breaker is associated with each hard
ware unit, Finaly, one can disconnect all power
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fi”,)X_Il complJ t er room ioachl except for roonl
1:ghting While rhia can be wcornplished bY
t\I.r-owing the rieeeeaary disconnect s,witches,
they may be bcated some distance from hhe
~:,3inPuter room ‘1’o avoid thi~ problem, RP-1
[91 requires that a master control switch be
located near the console and just inside each
principal entran~ to the computer room
which, when depressed, will disconnect pcm’er
to all electronic equipment. NFPA Standard
No. 75 [34] requires that power to ventilati~lg
equipment be disconnected m well, but it is
s!.lqgested that this not be done without first

considering the factors given in section 3.2.
While these master contro) switches per-

form a vita] emergency function, it ~s obvious
that their inadvertent operation will be ex-
tremely disruptive, For this reason it is im-
portant to see that they are cleariy marked
as to function and physically designed b re-
quire deliberate effort to operate them. Figure
11. shows one solution to this problem. The
master control switch shown in the figure is
inside a plastic box located about six feet (2.0
m ) above floor level, Accidental or careless op-
eration appears to be highly unlikely.

On-site
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ii one-line diagram of a typical building
power distribution system is shown m figure
12 to clarify the preceding discussion. Begin-
ning at the top, we see that power flows
through a Series of step down transformers,
disconnect switches and overcurrent protective
devices (fuses) until it reaches the individual
distribution panels. Each panel has a number
of circui~breaker protected branch circuits to
which individual hardware units are con-
nected. This basic configuration can be modi-
fied in a number of ways to enhance quality or
reliability. First one could take pains to iso-
late ADP circuits from equipment which gen-
erate transients, e.g., high horsepower motors.
‘I’he greater the distance from the ADP facility
to the substation, the greater the probability
of a feeder failure, all other things being equal.
If feeder failure appears to be a signicant
threat, one can usually arrange for a second
feeder (ideally f rorn a different substation) to
be run to the ADP facility. A transfer switch
which can be either manual or automatic is
used to switch the step down transformer from
the primary feeder to the back-up feeder in the
event of a failure. Alternatively, one might
isolate critical building loads, e.g., ADP bus
bar, ADP air conditioning, emergency lighting,
security hardware, and supply them through
a comp]etdy separate power distribution sys-
tem. In this case only the critical load need
be switched to the back-up feeder, This ar-
rangement insures isolation, and the cost of
the back-up feeder is reduced since it does not
have to carry the entire building !oad. This
may have a major impact on the cost justifi-
cation.

With the help of the building manager or
engineering staff, the ADP security planner
should check these points about the power dis-
tribution system:

(a) Electric wiring conforms to the require-
ments of the National Electric Code [55],
NFPA No. 76 [34] and RP-1 [9].

(b) Procedures are established in coordina-
tion with the building manager to insure that
electrical maintenance work is coordinated
with ADP operations to avoid inadvertent
shut-off of computer room, air conditioning or
communications power. It may be desirab}e b
abel sensitive disconnect switches “UP stream”
Jf the computer room, but not in such a Way

xi to flag them for a saboteur.
ic ) All electric

r
wer distribution equi

nenc is adequate y protected rphysical y
.Kalnst accltiental damage or sabotage. “Pro
-ectlon may inciude such ?,hings as control over
~ccess to electrical equipment rooms and clos-
.’Ls. barriers to protect utility poles and ex -
[er]or transformer pads against damage by
)ehicles ana avoidance of proximity:,’ to fire
2az.arct3,

[n surnrnar:;, the appropriate steps should
be taken to assure that the qua~ity and relia-
bility of electric power will satisfy the needs
of the ADP facility, Depending on the risk
analysis and cost factxws these measures ni%y
include changes to the power distribution sys-
tem configuration, dual feeders, devices to filter
out transienta, uninterruptible power supplies,
devices to compensate for brownouts, on-site
generators and physical protection against
tampering, sabotage or accidents. In addition,
the wiring should conform to applic-able
codes and be properly integrated with the fire
safety program.

3.2 Air Conditioning

Properly conditioned computer room air is
important for thrm reasons. First the elW-
tronic circuitry requires fairly close temperat-
ure limits to minimize erratic operation. High
temperatures (above about 30°C ) may cause
permanent damage to ADP hardware. Second,
humidity control is required to assure proper
operation of tabulating card devices and tape
drives. Excessive humidity may cause cards to
swell and feed erratically. Very low hurnidit}’
often leads to static electricity buiidup which
can affect tape handlers, line printers and
sometimes the ADP hardware itself. Finally,
it is important that the room air be free of
contamination which may be corrosive, con-
ductive or large enough to cause disk drive
head-crashes. ● To the extent that controls over

temperature, humidity or contaminants fail,
A?3P operations may be hampered or hard-
ware damaged. In extreme cases it ma! be
necessary to suspend operations until the situa-
tion can be corrected. Furthermore, if the
computer room is a part of a build in~-wide
air conditioning system, smoke from a fire else-
where in the building may be introduced into
the computer room.

In order to prbperly assess the ex~sure to
these potentia) hazards, the ADP security
planner should review the air conditioning sys-
tem for the ADP facility with the building
manager, Figure 13 shows a typical air condi-
tioning system in diagrammatic form, The
heart of the system is the air handling unit
(AHU) through which computer room air is
circulated by a fan. The function of the AHU
is to provide temperature and humidity control
and air filtering. To refresh the room air, out-
side air is drawn in through a ]ouver in an
~x~erior wall and mixed with return air. In ati -
[iition, there may be an exhaust far) as well.
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Air flows through dl.~c~s, usual]y made of sheet
metal, and proportioning is controlled by mo-
torized dampers. To perform its function, the
AHU nods a supply of water or sham for hu-
midification during periods of low humidity,
and some way to exhaust the heat removed
from room air. This latter itg done by connec~
ing the AHU with some kind of hat pump (a
chiller, direct expansion unit, etc. ) by means
of a refrigerant (e.g., chilled water) circulated
by a pump. Likewise, the heat pump must have
some means to dissipate the heat, usually B
cooling tower or condenser.

The actual arrangement of system elements
will depend on its size and local conditions.
For example, a typical residential window air
conditioning unit will combine all the function~
except humidification into a single unit Quite
often computer rooms make use of so-called
packaged air conditioning units which perform
all functions except air intake and exhaust and
heat exchange. In large buildings it is quite
common to use one or a few heat pumps to sup-
port building comfort air conditioning as well
as computer room AHU’S. From this discus-
sion one can see that there are many different
devices which ca~ fail m-th different eoRse-
quences to ADP opemtions. The major failure
modes, their effect and pxsible countermeas-
ures are tabulated below in general terms
—- ———. —.—

FILikre

Ontahie air
damper or fan

AHT Can

AHU hamidity
control.

AHU tempemtor~
control

Circulnt!ng
pumps, heat pump
or heat ezchnn~er

—— .--—...__

Erred

~

Countermeasures
_——. .-—. — ————~. .—.

No outside air, but Multiple outide
mmnllynot critical. air scmrcem

No air clmulntion. Multiple AH(”S.
Temperatum ri-

Lm@of humidity Multiple AHT?’R
control CrltJcaI if
outskie air hu
mldity is very hi@l
or low i
Temperature rieea. Multiple AHU’e-

l____
Tempers ture rhws.. Multlple units ln -

terconncxked m
afiected unit can
be taken off line
Use ontide air,
and eval floor
faw tempomrlly

——-.——_.. _

To m]nimize the effects of failures, one can
use multiple units, interconnected to permit
affected units to be taken off line or to permit
outside air to be used in an emergency. As an
example, consider the sit.luation where the com-
puter room requires 50 tons of cooling, the bal-
anc? ~~f the build]n~ requires 100 ton.~ for
comfort alr conditioning and a chilled water
system is to be used. Two different system ccm-
figurations are tabulated below :

,,1~,-,,
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Simple Redundant

Jne 150 ton chilkr Three 60 ton chillers
Ono chilled water Three chilled water
circulating pump circulating pumps
One 50 ton computer Three 20 ton computer
room AHU room AHU’S

While the simple system will meet the need,
the failure of any single piece of equipment
will probably require ADP operations to be
halted within a few minutes to a half hour.
The redundant system will be somewhat more
expensive but failure of a given unit can be
accommodated. If one or tsvo chillers or circu-
lating pumps fail, the computer room can still
be supported by reducing or cutting off the
comfort air conditioning to the balance of the
building. If a computer room AHU fails, oper-
ations can probably be continued by reducing
the heat load. ‘~ig can h done by reducing
lighting and turning off the leaat important
ADP hardware.

Both as an emergency procedure and as nor-
mal energy conaenation, outside air can be
used for cooling if the temperature and hu-
midity are low enough. How high the tempera-
ture of the outside air may be and still be
effective for cooling depends on three things:
the maximum allowable room-ambient or
equipment intake temperature (either or both
may be specified), the amount of heating that
takes place in the air-handlers and ducts and
the degree to which outxide air {as opposed
to recirculated warm air) may be uad. Most
of the existing air conditioning installations do
not allow for an intike of only outside air,
although in some cases it may be feasible and
cost effective to modify the ducts and venting
10 permit this.

Assuming a 100% intake of outside air and
exhauat of room air, there can be a tempera-
ture rise of up to 15 OF (8 ‘C) between the
temperature at the intake to the air handling
units and the warmest spot in the computer
room. If, therefore, the maximum allowable
temperature in the computer room is to be 90 c
F (32 ‘C), then the highest temperature at
which outside air may be used would be on the
order of 75 “F (24 “C). However, this should
be determined for each installation, based on
its equipment specifications and air condition -
ing configuration.

In extreme emergencies it may be possible to
(use floor fans to exhaust computer room air to
other parts of the building,

To evaluate the inherent system reiiabi)itj,
one should consider the factors alread:, dis-
cussed, past failures and the estimated time to
repair. This latter will depend on the availa-
bility of spare parts and qualifieci service per-
sonnel. The building engineering staff will be
able to help with this estimate and with con-
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sideration of alternate means of increasing
reliability. It is also desirable to keep one or
more temperature-humidity recorders to morn-
tor performance. Assuming normal operation,
such records should be reviewed each week to
discover erratic or inadequate performance,
identify the cause and institute corrective ac-
tion. One recorder should be kept in a fixed,
central location to permit week-~week com-
parisons. Additional fixed units may be desir-
able for computer rooms in excess of 1,000
square feet (100 m.’). Finally, if problems are
encountered with even temperature distribu-
tion, it may be helpful to have an additional
recorder for spot checking.

Since computir hardware is relatively sensi-
tive to dirt and corrosion, the source and fWer-
ing of the outside air is important When air
intake iouvera are located at ground level,
there ig a danger that excessive dust or dan-
gerous fumes will be ingested. In one case a
skunk near an air intake louver was disturbed
by a maintenance worker who was cutting the
graaa. The resulting odor forced the total evac-
uation of a three story building! Further, it
is important to see that filters are adequate
and that they are inspected regularly and
cleaned or repiaced as needed.

Because the air conditioning system is used
to move”air within the building, it is important
to be able to predict and control iti operation
during a fire. Referring to figure 13 one can
see how the air conditioning system can be
used to exhaust smoke from a computer room
by closing the return air damper and fully
opening the intake and exhaust dampers. Since
prompt smoke removal will limit damage and
permit fire fighting, such an arrangement is
preferred to a complete shut down of air condi-
tioning. However, if smoke will be forced into
other parts of the building or ducts will be sub-

jected b high temperatures, than shutdown
is required and carI be included as a part of th-e
functions of the master control switch de-
scribed in section 9.1.

Figure 14 showg a typical building air con-
ditioning system. Return air and fresh air are
mixed at the top floor of the building, passed
through an AHU and then distributed to each
floor of the building via the main supply duct,
It can be seen that with such a system, smoke
from a fire on the first floor would be quickly
distributed throughout the building unless fire
dampers were provided. Furthermore, the duct
work may provide an avenue for the spread of
a fire. In a recent ADP facility fire,air condi-
tioning ducts were routed along the basement
ceiling and then up through holes in the floor
slab to a first floor computer room. When a
fire started in packing materials stored in the
basement, these ducts quickly failed and heat
and flames entered the computer room. Ex-
t.msive damage was done to hardware and
supplies. For these reaaona, air conditioning
systems should conform to NFPA Standard
No. WA [28] as required by RP-1 [9]. Figure
14 iilustrat.ea a number of these requirements
which can be briefly summarized as foilows:

Where ducte pass through fire walis they
are equipped with automatically operating
&e doors.

Fire dampers are required at fire rated
walls which are intended to restrict the
spread of the fire, at openings in vertical
shafts and other similar points

Smoke and heat detectors properly located
in the duct work and emergency shut
down controls are required to protect the
s~stem against smoke or high temperature
air.

A -x’””’ ““ Owlum

1! 4LK
FIGURE 14 T~pical atr conditioning ~etmn in a fire regtntt



NFPA St~ndard No. 90A [28] also requ Im
%ilat ~ucts, flters and other parts k non~{j[n-
bustlble, that electrical wiring and equipment
conform k the National Ektrlc Code [ 55]
and that in general the air conditioning system
not defeat building features intended to limit
the spread of a fire. The Standard also includes
cr~tiria for determining if the system wn be
used safely far smoke removal as has been
suggested above for the computer room. The
key factors are the ability of the system to
nandle high temperature gases and the effect
on life safety objectives. In summary, it is im-
portant for the ADP security planner to un-
derstand the operation of the building air con-
ditioning as it effects fire aafe~, and h
identify the corrective actions needed b pr-
vide protection for the ADP facility. In section
3,1 it was asserted that emergency electric gen-
erating equipment should have enough capa-
city for minimum lighting and air conditioning
as well as for the ADP equipment. It follows
that the efficiency of the air conditioning svs-
tem then effects not only its own cost of opera-
tion, but also the size and cost of emergency
generators The power requirfxi to operate
ADP air conditioning is substantial, being
on the order of 40% to 76$% of the power re-
quired by the ADP equipment, lighting and
other loads. ‘I’his says that for every kilowatt
of load removed in an emergency, the power
input requirement is reduced by roughly one-
and-cme-half kilowatts.

Pew ADP air conditioning systems were de-
signed with ener~ costs and unavailability
and the requirement for backup electric gene-
rators as significant design constraints. This
may be one of the reasons it is quite common
to find computer rooms operating at 72.-’75 “F
(22-24 “C) and 507, R13 and consequent dew-
points of 52-55 OF ( 11-13 “(l), while the chilled
water used for coding may be supplied at
42 “F (6° c). ‘Therefore, the chilling units are
constantly extracting water from the air. Not
only does this reduce the cooling efhciency and
require considerably more energy, but even
more energy will be required to add water back
mto the air to bring the relative humidity back
to 5070, generally done by injecting steam
(which in turn counteracts the cooling), In ex-
isting installations. energy savings may be ac-
complished by lowering the relative humidity,
by lowering the computer room temperature
( particularly when recirculated air is being
chilled ) or hy raising the temperature of the
chilled water (where the savings appear In re-
frigeration-compression costs) In new facili-
ties, the need for emergency electric generators
and Increased fuel costs can be factored Into
the original design to achieve an optimum
solution.

None of these suggestions should be under
taken withmlt a thorou~h e~a)uation b! heat
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ing and air conditioning specialists through
GSA or the building engineer for privately
owned facilities. Equipment manufacture
should be consulted if one anticipates lowering
the reiative humidity significantly, such as to
below 357C RH, because of the possibility of
static electricity problems.

3.3. Communications Circuits

increasingly ADP systems are mting use of
communications circuits for rapid data entry
and output. it is important to see that the re-
liability and integrity of the communications
circuits satisfy the requirement of the ADP fa-
cility. Figure 15 shows a representative L21~

processing equipment configuration. A spemfic
teleprocessing system may use any one or more
of the elements shown in figure 15. As a rule
there will be some identifiable hardware unit or
units (ref erred to here as the message proces-
sor) which acts as the interface between the
computer and the circuits to the individual
terminals. Circuits may be hardwired DC cir
cuits or may use modems as shown in the
figure. A terminal may be “stand alone”. using
either a leased line or the dial-up network for
access. it may be one of several terminals
(usually at several locations) which share a
multi-drop leased line or one of several IOW
speed terminals (usuaIly at the same I@=tlon)
which share a high speed bmaed line via a COIW
centrator. Typically the configuration has been
selected to m ‘nimize the total direct cost taking
into account the cost per minute of diai-up
calls, monthl:~ charges for leased lines of WA~
lines and lease or capital costs of terminals,
modems, etc. However, the cost of delays re-
sulting from communications failures may be
significant and provide justification for the di-
rect cost of measures to increase reliability. If
the risk analysis has indicated a significant loss
potential from delayed prc=wing, tie ADP se-
curity planner should attempt to ~stim+te the
rate and duration of failures and look for re-
medial measures which cam be cost justified.
The following are some of the Wtential failure
modes:

One channel of the me!wage processor, one
local modem or one telephone cimait to the
local central office fiils, The result is one chan-
nel out of service until the failed element is
repaired and, if the channel was ]n operation
at the time of the failure, one incomplete
message transmission. If access is via the dial-
UP network, remote terminals can still access
the ADP system, although there may be in-
creased waiting time durin~ bus> perl~s. [f
access is via leased lines, only the rwnote ter-
mlnal(s)g connected to the failed circuit will
he affected. A message processor c]rctiit failure
cannot be overcome until the unit is retired
--
* ~n[, thnt fn{i!trr of n mult( drqt or c~n,--nt?nto. C(reolt

N Ill IIRWI u)(,r<, Ihnl, on,. tt, rmlnni
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unless here are space circuits one of which can
be quickly substituted for the failed circuit.

Ln general it should be relatively easy to re
place a failed modem with a stand-by unit. F@-
pair of a circuit to the local central office will
probably be completed within a few houm in
most cases but the risk analysig may indiutti
the need for one or more spare circuitm

The entire message proceseo r, all circuits to
the local central office or the central office
itself may fail. Any of these result in cutting
off all remote terminals and messages being
transmitted, A message processor failure is
probably the most likely of the three and the
repair time may be qti~ prot~ted. The ADP
security phner sholdd co~~t with the ven-
dor, review the past history of the unit and
dt,empt to estimate the probable failure rate,
and mean time to repair, M the risk anaiysis
supports the cost and it is technically feasible,
one may elect to install multiple units which
share the common traffic load so that the fail-
ure of a single unit will not be catastrophic. By
consulting with representatives of the local
telephone company or Federal Telecommunica-
tions System, the ADP security planner can de-
termine the practicability of matalling a sepa-
rate set of Circuiti ~ mother central office.
While the probability of the simultaneous fail-
ure of all circuits to the central office is quite
low, it is not zero. In June, 1973 it was reported
that thieves had cut the telephone cable leading

inti a central burglar alarm station. They then
broke into and robbed several of the protected
premises before t~e cable could be repaired.
This points up the potential exposure to sabo-
tage or vandalism. Cables are also exposed to
construction excavation, ice storms, utility pole
knock-down, manhole explosions, floods, dam-
age from fires inside the building and earth-
quakes.

Failure of a circuit from the local central of-
tice to a remote termi~l or of the terminal
itself or i~ modem, This is the least m-itical
failure since it affects only one terminal and
does not impinge on ADP operations. The time
to recover from a circuit failure will usually
be a few hours for a leased line Terminal or
modem repair time will depend on availability
of vendor service support. Based on an estimate
of ~he expected failure rate of the terminal and
modem and the mean time to repair, the ADP
security planner and the terminal users can
project the =sociated loss potential and so de-
termine if standby equipment can be cost justi-
fied. Unless there are many terminals at the
remote location or the application is particu
larly time-sensitive, standby equipment prot~-
ably will not be justifiable.

This outline anaIysls of failure modes leads
to several points which the ADP security
plan rter should consider:

FIPS PUB 81

Wd-up versus leased lines. AB a rule one ae-
kcts leased lines when the amount of traffic
reaches the point where leased lines are lW
expensive than dial-up toll charges or condi-
tioned lines are required because of the data
transmission rate, Leased lines lack the inher-
ent re~iabilit~ and ftexibilit of the dial-up net-

l’work. The tune urgency o some user applica-
tions may justify the cost of additional leased
or dial-up lines for back-up. However, it will
be necessary to provide the hardware (line
switxhing), software and operating procedures
to make full use of back-up lines. Finally, dial-
UP exposes the system to foreign terminals.

At the same time he is investigating the r~
liability and mean time to repair of communi-
cations circuits, the ADP aecuri~ planner
should examine means h restore eaanmnia-
tions at an alternate site in the event of a
catastrophe. The ADP securi~ planner should
also consider alternate means to process user
input and output, e.g, use of other remote term-
inals or on-site input-output devices This in-
formation is a vital input to the development
of the back-up planning described in Chapter 8

The ADP securit ‘ planner should ~wmr~
the way in which A e teleproceaahg
handles failures. The key points are:

Recognition of a failure and generation
of helpful diagnostic messages at the con-
sole.

Proper handling of interrupted messages
particularly as they may affect file updak~

Software flexibility to accommodate a
failed channel and the reassignment of
users to alternate channels or terminals

Alternate software to accommodate back-
up modes of entry and output.

Fmaliy one should examine the security of
communications cimuits. Terminal boards and
other equipment should be located in locked
rooms to which access can be controlled. Cables
should be so routed as to protwt them against
physical damage, preferably by placing them in
rigid conduit. Procedures should be established
to coordinate telephone system changes md
repairs. Care should be taken to show the lm-
tion of underground cables accurately on ADP
facility site drawings and to assure that subse-
quent excavations are properly planned ~d su-
pervised to avoid cutting cables by mistake

Communications circuits are also subject to
more subtle tampering, A 19’71 newspaper re-
port” describes alleged sabotage of a system bv

“ ‘S!mtww %hmtnpd hl I’hoo$ Comp*ftwwOrl.f, w ], De.
-!!) her1.-L11)71
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a group of Btrikers. According to the re~rt.,
computer polling commands were tape recorded
and then transmitted via the dial-up network
to remote terminals. The result was to prevent
subsequent polling of the terminals by the com-
puter. Twenty-five terminaig were affected for
near] y a month. This episode suggests the pos-
sibilities for what might be ca.hed software
sabotage. The ADP security planner shouid re-
view communications softxvare and pmedures
and if there is significant exposure to tarnpw-
ing, identify modifications which will reduce
the exposure, insure rapid discovery and mini-
mize potential damage.

Wire tapping; message intercept, alteration
and forwarding; access b

z
an unauthorized

user via the dial-up networ and other aspects
of controlled accessibility are not included in
this handbook

3.4, Other Supporting Utilities

Electric power, air conditioning and commu-
nications are clearly vital to A% P operations,
but other utilities may algo be required for
normal operations. Thes+e are some possibili-
ties which should be examined:

Water auppiy. Because water is probably re-
quired by the air conditioning system and the
heating plant, the 10SS of water pressure may
halt operations. A temporary loss of water for
drinking and fire fighting purposes probably
will not interfere with operations immediately.
Water may also be required for processing of
microfilm or other photographic mdia.

Elevatow particularly in high rise buildings,
may be important for the movement of people,
data and supplies. It is unlikely that all eleva-
tors will fail simultaneously except in the event
of an electric power failure. However, if it is
essential to keep one elevator operating, one
must provide an on-site generator which ITMY,
of course, also be required for the ADP hard-
ware.

k some large facilities intemml mail convey-
ors or pneumatic tubes may be used to deliver

source documents or output. lt M likely that
hand delivery can be substituted, if necessa~,
but the ADP security planner should verify
this and also consider if urgent material in
transit at the time of the failure might be
trapped in the equipment.

In a few cases, building heating or air con-
ditioning may be supportd by steam generatd
outside the building. If this is the case, the
ADP security planner should investigate the
reliability of the source and the effect of a
failure to determine the possible need for alter-
nate sources or for special provisions in the
contingency plan.

Building heating or air conditioning may de

K
nd on natural gas supplied by a public utility.
e considerations are much the same as with

an external steam source. If an uninterruptible
supply is found to be important, the risk a.mdy -
sis may provide coat justification for an on ~ite
back-up supply.

To analyze these and related matters and to
examine the cost and feaaibili

L
of counter-

measures, the ADP securi@ p er should
seek qualified professional help from. the build-
ing manager and other technical specialists
avai)ab}e h him.

Beause of the interrdationship of heating,
air conditioning and ektric power, a number
of recent buildings have made use of what is
referred to as a total energy system m).
Stated simply, a TES integrats theoe elements
into a aing)e system to provide dl three func-
tions. Typically electric power is genemted on
site and exhaust heat is used for building heat-
ing. It has been reported that the overd cost
can be less than separate systems and one has
the advantage of control over the source of
energy. This means that reliability and quality
can be tailored to specific user needs. For these
reasons, it is worthwhile to consider a TES
where planning a new facility, but the ADP
security planner should apply the same stand-
ards for quality and reliability as he would to
conventional systems and be sure that ADP
facility requirements will, in fact, be satisfhxl.

4. Computer System Reliability

4.0. Introduction 4.1 Computer System Reliability

Without question, computer reliability is The typiw] computer is composed of many
fundamental to ADP operations. However, interconnected units which perform the func -
computer reliability does not always receive tions necessary ta complete assigned data pro-
adequate attention, often because responsibility cessing tasks. In the simplest situation, the
for it is not clearly, ass]gned. This chapter in- computer performs a single task and so would
troduces three basic areas—reliability of ex - probably be configured to use the minimurtl
]Sting comp’uter systems, maintenance man- number of hardware elements required by the
agement, and procurement of new systems— task. Thus, the failure of an} element would
and sug~ests way,< 10 deal with them. halt operations In the more tvpica] multi-task

4:
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snvirmunent not ail tasks will use all the m-
sources of the computer, and so a failure will
not necessarily prevent completion of all taaks
Moat computers use an operating system to
control the job stream and to allocate memory
and peripheral devices to individual jobs. De
pending on its features, the operating system
will detect failures as indicated by hdware
aiarms, attempt to localize and define the fail
ure, notify the console operator and adjust its
control of the job stream to maximize the numb-
er of tasks which can continue to be executed

Of course, failure of the central processor
control logic will usually halt operations. (Note,
however, that a failure might go undetected
and could disable hardware which controls
access. ) Likewise the failure of one-of-a-kind
peripheral units will interrupt all tisks which
use them. Thus failures may permit all tasks to
be performed but at a lower throughput rate,
may prevent the performance of some tasks or
may completely halt operations.

In order tm understand the impact of hard-
ware failures on the reliabfity of ADP opera-
tions, the ADP security planner should conduct
a system failure mode study by examining the
impact of each significant hardware failure. He
can do this b? noting the computer system r-
sources requmd by each of the applications
identified by the risk analysis as time titicd.
If the system is at all complicated, he will prob
ably want to consult with stafY members re-
sponsible for the hanhva.m and operatin r
terns and the vendor’s technical suppo 3 per,
sonrrel.

The typic-al ADP procurement wiU include
standards of performance demonstration rf+
uired for acceptance of a system, Review of

l-lt e acceptance test documentation will often be
helpful to the ADP security planner in estimat-
ing system reliability of an existin

f
instxdla-

tion and identifying units moat like y b fail.
The objective is to use the failure mode

analysis, the 10ss potential of urgent tasks,
and estimates of failure rates and repair times,
for projecting future losses to the ADP facility
from hardware failures. The projection ~1
permit the ADP securi~ planner to identify
those hardware units where failures will be
most critical to operations as the basis for the
cost justification of remedial measures, as a
guide for development of a contingency plan
and as an aid in future procurement decisions

If the analysis shows a significant loss poten-
tial from hardware failures, the ADP security
planner can consider the following alternatives

Q incorporate one or more additional units
(of a. given type beyond the minimum required
to perform the stated task load ~ permit con-
tinued operation in the event of the failure of
a unit when the analysis shows it to & critical,

● A)te.rnat~vely, eliminate a criti=l ~fiphe-
ral unit md substitute an alternate tix~ni ue

?)or procedure. In other words it may be possi le
that the savings in operating cost resulting
from use of a specialized input device might be
outweighed by the exposure to losses caused
by its failures.

s Take steps to reduce failures and epeed-
up repairs as described in section 4.2.

0 hst.all two or more computers which as a
group can handle the normal work load. If one
computer fails, only the least critical tiks will
be interrupted.

● hstall two (or, indmi, several) identk=%’
configured @mputers so that either system can
perform alI =igned tika. While this apprmh
(dual or multiple computers) will be diff]cult to
cost j usti.fy in most cases, it may be the only
acceptable solution for extremely critical or
high risk missions.

4.2. Management of Hardware Maintenance

Apart from optimizing the system configu-
ration in terms of achieving established reli-
ability goals, it is important to establish ade-
quate policy and Procedures for management
of hardware maintmarxx. Effective main-
nance management should include these activi-
ties:

● Determine the optimum schedule and scope
of preventive maintenance; arrange for on-
going supervision to reduce failures to an X-
ceptable level, if possible. As a rule, provisions
for preventive maintenance will follow the aP
plicable Federal Supply Schedule but can be
modified by mutual agreement between the
vendor and the government.

● Report and perform statistical malyais on
hardware failures w as b detect aignifkant
failure trends and take remedial measures on
a timely basis. This implies that ADP Opem-
tiona Branch must report all systan failures in
enough detail to permit the technical stafT to
determine the cause of the failure. One ADP
facility uses the following procedure: When-
ever the system goes down regardless of the
a parent reason, a System Incident Report
(~IR ) is prepared by Operations. The SIR form
calls for full information including the time of
day, system status, tasks and jobs in the sYs-
tern, diagnostic messages, availability of core
dumps and the like The form also provides
spaces for information about routing of the
SIR and the final disposition of the incident.
At the same time, the incident is added to a
log of unresolved incidents by ADP Technical
Services Branch. When the incident appears to
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bemused byhard-wwe, a vendor representative
IS notified immediately. When the cause is soft-
ware or unknown, the SIR is passed to the
Current Systems Branch for disposition. When
the cause of the incident has been discovered,
the appropriate agencies take corrective ac-
tion as needed. The SIR is completed, copies
with supporting documents are disseminate+
to appro~riate functions, and the log entry M
closed out. This or a similar procedure wiIl
insure that problems are discovered and dealt
with effectively and that the needed informa-
tion about system operation is retained.

At regular intervals, the ADP stafi member
assigned responsibility for system reliability
should analyze these reports to identify unfa-
vorable trends. Carefu] mtinten.ante of mean-
ingful, detai]ed reports can be of great value.
Without them an unfavorable hardware trend
may

x
unobserved for an unnecey long

pen of time and identification of the cause
may be further delayed while specific informa-
tion ]s being acquired. Full use should be made
of error reporting features available in the OP
exating system.

* Remedial maintauuwe shouki also receive
continuing attention. The analysis of loss poten-
tial associated with hardware failures may
show that efforts to raiuce the mean time to
repair may be particularly cost effective. Pro-
visions for rem dial maintenance are spcwifhxi
in the applicable Federal Supply Schedule but,
where the need can be supported by an analy-
sis, the ADP facility may elect to ammge for
on-site maintenance personnel or st~k piling
of critical spare parts.

4.3 Reliability Considerations for New Systems

It is not unusual to find that inherent system
reliability receives little detailed consideration
in the design of a new system. Paragraph 101-
32. 4027 of the Federal Property Management
Regulations [16] defines data system specifka-
tions in part as including “, . a description
of the data output and its intended uses, the
data input, the data files and. record content.
the volumes of data, the praessing frequen-

cies, timing and such other facts as may be
necessary to provide for a full description of
the system.” What is suggested here is that
“such other facts” should pro~rly include a
consideration of reliability.

The typical Federal Supply Schdule (FSS)
will call for a System Effectiveness Patio
(SER) (operating time divided by operating

time plus failure down time) of 907%. It is likely
that the system designer accepts this fi$ure for
throughput estimates with the realization that
work load and run time estimates are of compa-
rable accuracy. Experience suggests that an
SER of 90% will be acceptable for the typical
batch mode operation but on-line service r-
quires an SER of at lead 96%. If the ADP
system is involved in life support in llny way,
a much higher figure is probably required. The
ADP security planner should look cJosely at the
characteristics of the planned and likely future
work load to test the validity of the system
re).iabiliy assumptions. Notice that the SER is
rough] equivalent to mean time k,tween fail-

7urea MTBF) divided b MTBF “plus mean
time to repair (MT1’R). k us if 160 houm are
scheduled for a week (20 eigh~hour shifts)
one could have eighteen hours of down-time
and still achieve a 9070 effectiveness ratio. If
the nature of the projected work load would
make this much down-time unacceptable, addi-
tional consideration of reliability is in order.

dThe measures already descri for existing
systems (dual systems, redundancy within a
system and accelerated repair) apply to new
systems as weli, but it may be easier to apply
the first tmo during system design than after
installation.

In cases where the ADP hardware has had
significant use elsewhere, it may be Possible
to get more realistic figures for MTBF and
MTIT? from the vendor. In such cases, the re+
liability anaiysis will be benefited even if it is
not appropriate to include reliability figures ss
contractual requirements. This will be particu-
larly true in the cases where the rehbi.hty of
a system appears to be marginal based on a
90V, SER but corr~tive efforts cannot be cost
justified easily. If credible vendor-supplimd esti-
mates indicate that a higher ratio will, in fact,
be achievtxi, one might conclude that “system
reliability will be acceptable.

Finally one should note that SER does not
indicate the duration of hardware failure inter-
ruptions. Continuing the example above, one
might have one l~hour interruption per week,
six &hour interruptions or any other combinat-
ion limited ord by the response time of serv-
ice personnel. J or this reason, the ADP secur-
ity planner should attempt to determine the
likely distribution of interruption durations
and examine the implications on performance
of urgent tasks since six 3-hour interruptions
might not cause any significant loss, but a single
1&hour interruption could be quite serious.

.-

.,
;, ;
,
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5. Physical Protection of .4DP Facilities

5.0. introduction

This chapter addresses the requirements for
physical protection of the ADP facility which
can be thought of as the process of permitting
access to the facility by authorized

r
raons

while denying access to others, It iB he pful to
think abut the problem in three dimensions:
the roles of peopie, e.g., computer room opera-
tor, ADP programmer vendor representative;
the criticality of spc~fic ar% e.g., the sur-
rounding grounda, pubiic areas inside the build-
ing, mechanical equipment rooms, the tape li-
brary ; and the time of day, e.g., norms! busi-
ness hours, computer room second and third
shifts, periods when the ADP facility is unoc-
cupied, The obj active of the physical protec-
tion plan is to establish go/n@go criteria for
all combinations of these three dimensions and
then provide measures to implement them. In
other words for each class of individual, the
times for which access is permitted is stated
for each specified area TO develop these go /no-
go criteria, the ADP wxurity planner shouid
conduct a systematic and comprehensive an-
alysis of the threats to which the ADP facility
is exposed the physical characteristics of the
building wkich houses the ADP facili~ and the
organization and mission of the ADP facility.
Since the physical protection and controls over
access by people wi!l cost money to implement
and operate and may represent some impedi-
ment to work flow, ~t is important to try to
achieve the optim urn level of protection .
neither inadequate to achieve stated security
goals nor needlessly expensive or cumbersome
Likewise it is important to have balanced pro-
tection against all determined risks, A senior
bank officer recentiy obsenreci that there was
:ate:dency to build . . steel doors in paper

,“* a very graphic description of unevenly
applied security measures. For just such rea-
sons the effort to determine protection needs
on a realistic basis is well worth the effort.

5.1. Determining Protection Requirements

The first step in the determination is to
evaluate the potential threat to the ADP fa-
cility from outsiders. Since one is dealing with
human motivation there is no easy way to be
qualitative. However, one should attempt to
make a reasonable determination for each of
the classifications wh]ch follow, Specifically,
consider how bl>th the ADP facility and build-

lng tenants will appear
determining the likelihood
also estimate the likely

to attacker8. While
of attack, one should
level of efiort the

wrongdoer might tM willing to exert to achieve
,his goal,

Cummon erimina.la The concern here” is with
theft of government property. Would a burglar
be likely to think there is valuable property in
the building ? This might include office mac-
hines, firearms, drugs, caah, personai posses-
sions or any other ibsxns subject to easy resale
or useful for other criminal activities.

Activists 1s the agency active (or thought
to be active) in fields which are controversial?
Might the building be thought of as a desirable
symbolic target at which to direct attention
getting demonstrations. An activist group
forced entry at a Midwestern research Mcm-a-
tory’s ADP faciiity with the intention of de-
stroying magnetic tape data files for research
projects of which the group disapproved. No
employees were present at the time and the
activists did not damage any of the hardware.
A number of tapes were said to have been
erased and punched cards and the like were
thrown on the floor. The group was not dis-
covered during the break-in but revealed them-
selves at a press conference a few days later.
The research laboratory is said to have in-
creased its patrol force coverage and given
consideration to intrusion detectors subsequent
to the break-in. While damage was estimated to
be no more than $100,000 this episode points
up the importance to safeguarding an ADP
facility against intrusion.

Espionage agents. Does the ADP facility hold
or process data which could be of value to an
outaider prior to its pubiic release such as eco-
nomic activity, future allocations of Federal
funds or sensitive personal information?

Vandals. h the ADP facilit Iocat@l in an
i’area where vandaiism is preva ent?

The second step in the analysis is to define
and tabulate areas within the facility for con-
trol purposes, The tabulation should include
a statement of the location, function, access
requirements (what people at what times), and
criticality (contents or activities which may be
targets for wrongdoers ) for each area of
course, details will depend on the specifics of
the building but these are typical examples of
areas which should be considered ;

Public entrance and lobby
Loading dock
Spaces occupied by other building tenants
ADP facility reception area
ADP input lm~tput counter arefi

45



‘?rF’sPUB :1

ADP data conversion area
Tape library
Systems analysis and programming areas
Computer rooms
Communications equipment rooms
Air conditioning and other mechanical or

electrical equipment spaces

At this point it will be worthwhile w conduct
a complete survey of the ADP facility and its
environs to determine exposures, to verify se-
curity measures already in plau and to deter-
mine from first hand inspection the state of
current practice. GSA provides the following
instructions for a physical security survey of a
facility (exclusive of internal ADP areas) :

5.1.1,I~troctioas for tbbmFgNity Phytieal &edtT

A. obtain a current floor plan which depicts
all areas within the facility to include all
access points and any adjacent areas belong-
ing to the facility, such as parking lots and
storage areas.

B. Begin the survey at the perimeter of the
facility and note the following:

1. Property line to include fencing, if any,
and type. Condition, number of openings
as to type and use, and how secured. Are
~~:em any manned posts at the property

,

2. Outside parking facilities.. Is this area
enclosed and are there any controls ? Is
the parking lot controlled by manned
posts or are devices used?

3. Perimeter of facility. Note all vehicular
and pedestrian entrances and what con-
trols are used, if any. Check all doors-
number, how secured, any controls or de-
vices, such as alarma or key card devices.
Check for all ground floor or basement
windows-how secured; screening, bars,
etc., and vulnerability. Check for other
entrances such as vents, manholes, etc
Are they secured and how ? Chack for fire
escapes-number and location and acces-
sibility to interior of facility from fire
escape (windows, doom, roof). How are
accessways secured?

4. [nternal security, Begin at the top floor
or in the basement. Check for firealarm
systems and devices noting the type, loca-
tion, and number. Where does the alarm
annunciate? Check telephone and elec-
trical closets to see if they are Iocked
Are mechanical and electrical rooms
locked or secured? Note any existing

alarms as to type and number, Where do
the alarms annunciate ? Determine num.
ber and location of manned posts, hours, -
and shifts.

5. Monitoring facility. Location, who moni-
tors, who responds, type, and number of
alarms being monitared.

C. The following questions should- also be in-
cluded in a physical security survey:

1.

2.

3.

4.

5.

6.

7.

8.

9.

10.

11.

12.

13.

14

15.
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IS the installation/building protected by
alarm system (s) ?

How many zones of protection are within
the protected building ?

Is the alarm system adequate and does it
provide the level of protection required?

Are there any vulnerable areas, per~e-
ter, or openinjim not covered by an alarm
system ?

Is here a particular system that has a
high nuisance alarm rate?

Is the alarm system inspected and tested
oczaaionally to insure operation?

1s the system backed up by prowr~y
trained, alert protection oflicem who
$a:~ ,what steps to take in case of an

Is the alarm system regularly inspected
for physical and mechanical deteriora-
tion?

Does the system have tamper-pmof
switches t{l protd ita integrity?

Do system (s) have environmental or pro-
tective housing or covers?

Is there an alternate or separate source
of power available for use on the system
in the event of ex~rnal power failure ~

Where is the annunciating unit located—
bc.al, central station, etc. ?

Who maintains the equipment and how is
it maintained (contract, lease equipment,
force account persormd ) ?

Is the present equipment outdated?

Are records kept of all alarm signals re-
ceived to include time, date, location,
action taken, and cause of alarm?
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16 Are alarms generated occasionally to de..
termi ne the sensiti vit:. and the capabili-
ties of systems?

When the physical secw ity survey is com-
pieted, it should provide a picture of the exist-
ing alarm systems and their location and also
the number and location of manned posti, the
number of personnel at these pOStS, and their
schedule.

With these facts in hand, the ADP security
planner can proceed to the evaluation of exist-
ing access controls and protection measures,
identification of areas where remedial measures
are needed and selection of specific measures.
The sections which follow describe a variety of
useful controls and measures which are in-
cluded here for general guidance. However,
one should seek help from the building manager
and the Federal protective Service (FPS) of
t,he Gen~~ &mIces Admin19t~t10n. To the
extent permitted by the availability of peraon-
nei, the FPS will perform a building security
survey on request and can also provide expert
advice and guidance on security hardware and
the services which can be provided by Federal
Protective Officers or contract guards.

The use of various types of devices to aug-
ment the existing protective force should be
considered. Through the use of such devices, it
may be possible to eliminate some of the sta-
tionary manned posts at both vehicle and
and pedestrian entrances. T’he manpower thus
freed could be directed to other areas or fa-
t:ilities,

5,2. Boundary Prot&tion

The threat analysis may indicate the need to
protect the boundary of the property on which
the building is located. This may be done by
installing fences or other physical barriers,
outside lighting, perimeter Intrusion detectors
or by using a patroI force. Often a combination
of one or more of these will be effective. Fenc-
ing may be high enough to deter the casual
trespasser (three or four feet), too high to
climb easily (six to seven feet) or may be
intended to deter the determined intruder
(eight feet high with three strands of barbed
wire ). In some cases it may not be necessary to
fence the entire area. one may concentrate on
key areas such as truck dock areas, parking
areas (particularly for nighttime use) or por-
tions of the building which are ditlicult to keep
under SUrVf?il]anCf?.

AlternativeIv, one can wnsider the use of
extensive Iight”ing to discourage prowlers, This
may be the preferred solution where the threat
level Is low and fencing is not desired fc)r cost
or appearance reasons Critical areas, en-
trances, parking areas RIJd locations not co~-
ered by existing street lights should receive

special attention. IrJ those situations whiwe an
entrance is protected by a guard stationed in-
side, or is used by ~rsonnel exiting after dark,
it is wise to provide ample exterior lighting.
Likewise it is adviaab)e to avoid the use of
tinted glass in such locations, as it may be
difficult or impossible to see out.uide after dark.

A third twhnique for perimeter protection is
to use detection devices, uma!ly infrared or
microwave beama, which wiIl be interrupted by
an intruder. Such devices will cost in the
range of $1 to $7 per linear meter and avoid
the unsightly appearance of a fence, However,
they are not as effective in deterring trespass-
ers, have no value for crowd control, and
probably can be circumvented by the skilled
intruder. Furthermore, if intrusion detectcm
are to be useful, one must provide for prompt
and effective response by guards when there
is an alarm. Depending on the characteristics
of the device used and the locale, one must
expect false alarms as well. For all these rea-
sons intrusion detectors are of limited vaIue
except as a back-up to fencing where a high
level of perimeter protection is required or in
certain s~ial circumstances where fences are
not feasible.

in situations where one is concerned about
intruders climbing over or slipping under a
fence, one can

7
uip the fence with vibration

sensors. One suc system uses small censors
mounted on every second or third post and at
each gate. Sensors are connected by a continu-
ous wire run to a control panel. Fence motion
equivalent to an effort to climb the fence wiIl
cause an alarm. The cost is in the range of
$1 to $3 per linear meter of fence.

When the ADP facility building is part of a
group of Federal buildings and the threat level
is judged to be high and fencing is not prac.
tical, an outside patrol force may prove to be
the most effective protective measure. The com-
position of the patrol force, its resources (ve-
hicIes, radios, dogs, etc. ) and standing orders
should be carefuly worked out to meet protec-
tion needs at least cost. As a rule these
decisions will he made by the FPS. The ADP
security planner will want to understand the
level of prot~tion being provided, and be satis-
fied that it is adequate to meet the needs of the
ADP facility or, if necessary, seek appropriate
adjustments

in some situations, for example, an employee
parking lot in a high crime area, it may be
helpful to provide a low light-level, closed-cir-
cuit television (CCTV) system for nighttime
surveillance. Such a system uses one or more
CCTV cameras located to cover the desired
area and connected to monitors at a central
security location. Typically each camera wi!l be
on a pan-tilt mount and have B zoom lens, both
of which can be controlled from the monitor.
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T1-IMWfeatures will permit the operator to
watch a wide area for general activity or to
zero in on a particular spot. Depending on in-
stallation and specific features, each camera-
inonitor pair will cost from $4,000 to $10,000
or more. Hardware should be specified by a
properly qualified and experienced person. It
should be understood that it is unrealistic to
expect the operator to watch the monitors
alertly for long time periods. Either he should
have a schedule for periodic sweeps, or intru-
sion detectors should be provided to alert him
to unusual eventi. However, a well planned and
properly used CCTV system can permit a single
guard to monitor a wide area often at a lower
cost than a roving patrol.

An exterior CCTV surveillance system can
also be of great value for a facili~ which is
subject to demonstrations or other crowd con-
t rol requirements, Because he can see the entire
situation at a glance, the security director can
control his security forces in “real time” to
assure that the appropriate level of force is
applied at all times and to respond promptly
to changing conditions. This technique has been
used with great success at a major Federal
research facility.

It should be noted that prior to the procure-
ment of CCTV equipment for use in GSA oper-
ated buildings, proposals must be submitted to
the Office of Federal Protective Service Man-
agement, Systems Branch, for concurrence.

To summarize briefly:
● Fenees or other barriera wiIl provide crowd

control, deter casual trespassers and help in
controlling access to entrances, but it can be
costly, will not stop the determined intruder
and may be unacceptably unsightly.

● Intrusion detectofi can alert a guard force
to intruders and may be practical where a fence
cannot be installed, but they are subject to
nuisance alarms, can probably be penetrated by
the skiIled intruder and require human re-
sponse to alarms.

. A patrol force can provide flexible response
(particularly in emergencies), and good deter-
rence and may be particularly effective for
,orotection of a group of buildings. However,
the cost may be excessive.

● CCI’V systems permit one man to monitor
a large area and see exactly what is happening
but should be coupled with an alerting function
( intrusion detectors or scheduled scanning)
and the provision for human response.

5.2.1. Emanation

IrI evaluating the need for ~erimeter protec-
tion, the ADP security planner should take into
account the possibility that electromagnetic or
acoustic emanations from ADP hardware may
he intercepted. Tests have showm that inter-
ception an[! interpretation of such emanations

may be possible under the right conditions by
technically qualified persons using generally ‘
available hBrdware. As a rule of thumb, inter-
ception of electromagnetic emanations beyond

—

300 meters is very dificult. However, if the
ADP security planner has reaaon to believe
that there may be a potential exposure to inter-
ception he should seek technical guidance from
qualified vendor representatives. The choice be-
tween physical separation of radiating devicu
from potential intercept points and the use of
screening should be based on an analysis of
relative cost. Particular attention should be
paid to remote terminals which may be located
in commercial buildings with non-government
tenants.

5.3 Entrance Door Controls

The objective of perimeter protection is to
deter trespassing and to funnel employees, visi-
tors and the public to selected entrances. The
objective of entrance door controls is to screen
entrants, h deny entrance where appropriate
and to control the flow of materials into and
o~’tof the building.

Screening can be done in two ways: personal
recognition of the entrant or acceptance of
credentials by a guard* or by the possession
by the entrant of a suitable device to unlock
the door. Screening by a guard is by far the
most positive when applied conscientiously but
will cost in the range of $2 to $10 per hour per
entrance depending on circumstances. Entrant
screening can be accomplished by electronic or
mechanical devices, Authorized entrants may
use a key (conventional or electronic), enter
the combination of a push button lock, or be
screened by a device which compares an en-
trant characteristic (hand geometry, finger-
-print or voice characteristics) with stored
information about authorized entrants, Access
control which depends on a key lock or screen-
ing device in place of a guard suffers from
seveml shortcomings. Keys or combinations can
fall into the wrong hands. An intruder may
enter immediately behind an authorized en.
trant (often referred to as “tail gating” ). The
skilled intruder may defeat the lock. While
these shortcomings can be managed (careful
key control, security conscious employees,
burglar-alarmed doors, etc. ), the ADP security
planner should be aware of these problems and
not fall into the trap of accepting blanket state-
ments like “This door is always locked”, or
“This key cannot be duplicated. ” The features
of various door control devices can be sum-
marized brieflj FISfollov’s :

rlprk nt II (ompllt?r II r,lnrr of a unlformwl w.curtt. f guard

.! :’
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Cmwef~tional keys and lock sets. Cost is
minimum, less than $1 per key and about $5
per cylinder. Almost any door type can be
equipped. However, keys are easily du licated

Iand locks can be icked, A key ho] er can
#enter at any time. here is no control over en-

trance, and exit of materials.
Pickhaiatant lock aeta. Cost is about two or

three times higher than conventional locks,
keys are much more difllcult to duplicate and
MU are much harder to pick. Other character-
istics are the same as conventional locks,

Electronic key system. These use specially
encoded cards to actuate an electric door strike,
(With a conventional lock set, the key is used
to withdraw the bolt from the strike, thus
permitting the door to open, With an electric
strike, the bolt remains extended and an ekc-
tnc solenoid retracts the door strike to allow
the door to open. ) Depending on features and
installation, cost will range from about $400
per door to several thousand dollars per door.
Cards may cost several dollars each. Simple
systems perform as pick-resistant lock sets. At
higher cost the system can include the ability to
lock out speci!led cards, to limit access to speci-
fied times, to log all entrances and exits, and
to control a group of doors such that access to
each door in the group can be s~ified for each
card.

Electronic combination locks. Such locks &pi-
cally have ektr-mic push buttons into which
the entrant keys the combination to actuate an
ehxtric strike. Costa and features are generally
similar to electronic key systems except the
entrant need not carry a card. Some allow the
entrant to use a special code when under
duress which will open the door but at the
same time sound a remote alarm. Cost is about
$500 per door.

Mechanical push button combination locks.
P~ing the correct combination allows one to
retract the bolt and open the door. The special
features described for electronic locks are not
available, but the cost is much lower, typically
$40 to $80 per door.

Physical characteristic Ioclw Cost is in the
range of thou8ands of dollars per door and
may require the entrant to carry an electronic
key card. These systems come the closest to
duplicating human screening in that they meas-
ure some physical characteristic of the entrant
such as hand geometry, a fingerprint, etc. How-
ever the accept-reject decision is -made on the
basis of an analog input and so some errors
wiH be made, i.e. entry will be denied to an
authorized entrant, and vice versa. Further -
more, since such devices are relatively new, it
is not yet clear how reliable they are and hov
easy it may be h circumvent them.

If it is determin~ that personal screening is
necessary at, a number of doors and tratlic at
each is relative]~ light, it may be cost effective

to have a single guard control these entrances
with a closed circuit TV ( CCTV ) system. Each
door is equipped wtih a TV camera, a signal-
ing device, an intercom and an electric door
strike. To control both entrance and exit it is
necessary to have ~o controlled doora with a
vestibule between, This may lead to conflict
with emergency exit requirements so caution in
planning the installation is required. One com-
mercially-offered system includes a special TV
camera which presents a close-up view of the
entrant’s pho~identification card. By also
viewing the entrant on the CCTV monitor and
~alking to him on the intercom, the ward can
scrwm the entrant almost as effectively as he
could in person. Note that he can also monitor
movement of materials. The cost for hardware
will be in the range of $S,000 to $MJ~ per
entrance but will be quickly recovered in sav-
ings in labor. Since the screening may permit
only four or five entranta per minute, one
should analyze the trat%c patterns carefully,
particularly at shift changes, to be sure that
there will be no undue &lays. Such delay of
mnnel on an hourly payroll could lead to
added expense, a point which should be consid-
ered for any unusual screening technique, in-
cluding CCTV.

It can be seen that at gradually increasing
cost one can impcme ever more effective screen-
ing of personnel and materials. Every effort
should be made to establish requirements care-
fully for each entrance to avoid needhme ex-
pense and unnweaaa ry entrances should be
eliminated if possible.

Each entrance door should be capable of re-
sisting forced or covert entry up to the level
of effort which is likeiy to be applied. This
entails careful consideration of door hardware
and installation. Where appropriate cme may
use heavyduty lock sets, reinforced strike
plates and door frames, tim,per-r~’sistant
hinges and break-resistant glass in vision pan-
els. The ADP security planner should seek
advice from qualified persons in this area.

In addition to reinforcing doors one may also
connect criticnl doors to a perimeter alarm sy~
tern to signal a guard wha a door is opened.
This can be done for ektric strike-equipped
doors in such a way that an alarm is not
sounded when normal enm is made but forced
entry will cause an alarm.

5.4. Perimeter Intrusion Controls

One should check the perimeter of the bui}d-
ing for other possible entry points such as win-
dows, transformer vaults, air conditioning
louvers, roof hatches and the like. Each point
which represents a potential intruder route
should be appropriately secured physically or
added to the perimeter alarm system. For
example, exposed windows can be glazed with
break-resistant glass or plastic. Lmuvers can



“? protected with heavy gauge screens, The
!etkwmined intruder may even break through a
id or roof if he feels he will be unobserved
{or a long enough time period and the target is
worth the effort. Where physical protection or
adequate surveillance against such forced entry
is not practical (as, for example, in a building
not controlled by the government) one may
install special sensors at windows, loading
docks or around the entire perimeter of the
building if needed.

The electromechanical type of intrusion de-
tection system is in widest use today. It con-
sistx of a continuous electrical circuit so bal-
anced that a change or break in the circuit will
set off an alarm. Some examples of systems
using a continuous el~riml circuit are: foil
strips on a window that will break if the win-
dow is broken, magnetic or contact switches on
the doors, mercury switches on openings that
tilt, vibration detectors to detect breaking
through walls, and screens and traps which
cohsist of fine wires imbedded in breakable
dowels or in the walla, ceilings, and floors. Any
tampering with the mechanical parts of the
system or breaking or grounding of the ekc-
trical circuitry will cause an alarm in the cen-
tral station. These devices are relatively simple
and are normally used for perimetir protection.
They may be added to any system (hx.al, pro-
prietary, etc. ) without interfering with other
detection devices. The various kinds are listed
below :

Window foiI. Window foil is a metallic tape
aflixed to windows and glass doors. When the
glass is broken, the foil breaks, an open circuit
results, and an alarm is sounded. A hairline
crack or scratch will activate the system caus-
ing an alarm.

Wire lacing and suxeening. This electrome-
chanical device uses fine wires laced across
door panels, floors, walis, and ceilings. A forced
entry into the protected area will break a
strand of the laced wire which will cause an
alarm.

Taut wire. A taut wire device is used to
detect intrusion into a protected area. A fine
strand of wire is strung under tension across
internal opimings such as air ducts or utilities
tunnels. Any change in the tension of the wire
will cause an alarm.

Intrusion switch. A magnet or mechanical
intrusion switch is frequently used to protect
doors, windows, skylights, and other accessible
openings. Switches may be surface mounted
or recessed.

● Magnetic intrusion switch. This switch
consists of two par~s, one being the mag-
net, the other a switch assembly. When
the magnet is properly oriented and
mounted adjacent to the switch assemb!y
the switch is activated. When it is removed
the switch is deactivated and an alarm is

~,(~~~ded lJ~Llal]y the magnet is mounted
on the movab!e portion of the door, win-
dow, or item protected.

s Mechanial intrusion switch. This switch
is also activated by opening a door, win-
dow, skylight, etc. The plunger type switch
is usually recessed and costly to install.
The lever type switch is less expensive to
install but ]s easily detected, Mechanical
switches exposed to the weather may stick
or fr=ze.

In summary, entry into a building is W
controlled through either surveillance or high
integrity access controls at desired points of
entry and by either surveillance or alarm syst-
ems around the remainder of the building
perimeter. A recent report, “Penetration Tesk
on J-SIIDS Barriers” [21] shows very graphi-
cally how inadequate most structures are for
stopping a determined intruder. The repofi
describes actual tx@a of the time required to
make an 8“ x 12” opening in a wall, the size
judged to be the minimum required by an in-
truder. Results can be summarid briefly M
follows :

W d Cotnvtmction

2- x 4“ Studs with 1“
aiding botb aidaa
B“ cinder bbck wdl
8“ cindar block vmll
W’#hy& van= on

5-%- reinforced
concrete

8“ reinforced
concrete

—

,m;~::,r!,roximate,,

*
Sledjrehmmmer 2.12 mhmbs”

Rotohammer drill 6.44 minutes”
and sledge-
hammer
MA:4m:er drill 10 minutes

u

approx.’
hammer

. —

1 minatte lor me), reinforcing rod

5.5. Critical Ares Controis

11’ithin the ADP facility, there may not be
equal access b all areas even when it is as
sumed that everyone in the building has been
screened through the building perimeter
controls. The following areas constitute a
minimum set to be analyzed to determine per-
missible access, both during operationa~ periods
and when the facility is closed :

Computer room Communications equip-
Data storage librar} rnent area
input/output area Computer maintenance
Data conversion area room
Pro&_rammer areas Mechanical equipment

files room
Document library Telephone closet

SupDlies storage

5(1
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fn additmn LO protecting the confidentmliiy
and integrity of data files, areas should be con-
sidered with regard to protecting valuable as-
sets, preventing tampwing, vandalism and
sabotage, and preventing the perception of OP
portunities for malice and mischief through
unauthorized browsing.

The objective of the analysis is to identify
all sensitive or critical areas and determine
from a study of work flow and job assignments
which persons are ti be given access and at
what times. The next step is to seIect control
methods. The basic techniques which apply to
exterior doors apply here but with two signifi
cant differences.

First, it is expectid that such areas would
be either unoccupied and kxked or occupied by
authorized personnel. If d-ear regulations ha Ve
been published and affected persons properi~
briefed as described in Chapter 9, then it is
reasonable to expect unauthorized persons to
be challenged if they enter the space while it
is occupied.

S-rid is the important requirement to avoid
unpeding work flow unnecessarily This means
that the ADP security planner should examine
work flow, people, information and materials
carefully in relationship to the physical layout
of the ADP facility to avoid obvious problems,
such as placing a s+xured area in the path
between two leas critical areas. Furthermore,
one should try to avoid situations where the
designated acc~ route to .a controlled w-es
is circuitous and a shorter but unauthorized
route (e.g., a fire exit) is available. In such
cases there will be a natural tendency to use
the short cut. But even when the designated
route is convenient, it is not uncommon to
find fire exits misused. ‘T’he common solution
for this is to place alarm actuators on fire ex]t
doors. If the facility has a central alarm sys-
tem, a signrd should go to the central system
whenever a fire exit door is opened. However,
for maximum effectiveness, the alarm should
be audible at the doorway. There are self con.
tained alarm boxes which may be mounted on
fire doors. The typical alarm is about 10 x 20
x 7 cm in size and has a key actuated arm’
disarm switch. When the door is opened, a loud
alarm, powered by an internal battery, comes
on and can continue to sound until turned off
with the key The cost is approximately $60
per alarm.

The ADP security planner should remember
that efforts LOcontrol access must not conflict
with life safety objectives The NFp#. “Life
safety Code” [301 defines the numDer, size,
and location of fire exit~ as a function of the
building occupancy and const. rl)ction. Jt IS Irr -

;)ortant to see that there 1s compliance with
such standards and with applicable Federa!
re~ulations,

T~sfe are gevera] teci,no)ogica] means of cie-
termining access to or occupancy of’ critical
areas during periods when the areaa should be
vacant. Two have been discussed: light beams
across entrances and CCTV systems. An im-
portant caution is that CCTV systems are best
used only for a determination of an area’s
status after there has been an alert from some
other, more positive intrusion detector. There
are at least four distinct technologies for de-
tecting the presence of an intruder:

1. Photometric Systems. These are passive
systems which detect a change in the level
of light in an area, due to added source~
of light, or reflections or absorption of
existing light. Sinoe these systims are
sensitive to ambient light )evels, they
may & used only in windowless areas
(or areas in which the windows have
&n covered).

Motion Detection Systems. The basis for
the operation of these systems is the
Doppier effect. When the source of a
sound or electromagnetic signal, or a re-
flectir of such a signal, moves hward
or away from a receiver, the frequency
or pitih of the signal received WiIl be
higher or lower, respectively. In n rmm
having a source of wave energy and a
receiver, if a body moves within that
room, the motion can be detected from
the change in frequency of received wave-
forms The receiver will pick up the
source frequency strongly, but will ak
detect a slightly different frequency at a
much lesser strength.

~ Sonic. Sonic detection systems oper-
ate in the audibie range, 1500 ta 20W
hertz and higher. The constant tone IS
very annoying since it is well with ir.
the audio range and at a high decibti
(DB ) output. This system uses trans-
mitters and receivers (transducers )
to saturak the entire enclosure witr
sound waveg. These transmitting and
receiving transducers are permanen.
magnet (PM) speakers and arc
mounted within the same room, usl. -
ally on walis opposite each other Thf
rece]ver Ilstens to the tone bein~
transmitted and compares the reflectet
signal. Whenever the pattern of tn$
tone var)es due to a disturbance witl
in the protecteti area the recwive
detects this cnange in frequenry an:
activates art alarm.

{>1
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* Ultrasonic, The ultrasonic detection
system utilizes high frequency sound
waves with a frequency of about
19000-20000 hertz, but are othenk
like the sonic systems, Sin~ the fre-
quencies used are at the upper limit
of the audible range, only a few per-
sons (generally children ) can hear
them.

● Microwave. The microwave system
operates in a similar manner to the
above systems. The difference is that
microwaves are high frequency radio
waves. These radio waves are trans-
mitted at a frequency between 400-
10,000 megahertz. Microwave signals
can be controlled as to the size of the
are~ to be protected through selection
of the type of antenna used. One or
several antennas can be used in a
given location. Single or multiple
units can be used to provide the re-
quired protection without interfering
with sonic or ultrasonic units.

The Acoustical-seismic Systems (audio).
‘his system employs microphone-type de-
vices to detect sounds which exced the
ambient noise level of the area under pro-
tection. It is obvioun that they cannot
be employed in areas where noise from
man-made sources, such as airc~ colI-
struction, etc., are likely to set off
nuisance alarms. Some are even triggered
into alarm by the elements, such as rain
or thunder. Some acoustic systems rely

upon air to transmit the sound to the
microphone-type device. Others will not
respond to ordinary noises in the air but
only h those transmitted through a
structure such as a wall.

* Acoustical (audio). An audio detec-
tion system listans for intrusion
sounds by using microphones installed
in the protected ar~. Upon detection
of intrusion sounds, an alarm occurs.
This typ of system may be equipped
with cancellation and discrimination
unita which electronically evaluate the
significance of the sound disturbance,
thus eliminating reaction to nuisance
alarms which may be caused by air-
planes, thunder, etc.

● Vibration (seismic). This type of sys-
tem utilizes the same principle as the
audio detection system except that
highly sensitive and specialized micro-
phones are attached directly to objects
such as safes, fl]ing cabinet9, windows,

walls, and ceilings. Vibration of these
obj cwta initiates alarms. Cancellation
and discrimination units are neces-
sary to prevent nuisance alarms.

4. Proximity Systems. There are various
types of proximity systems all of which
detect the approach or presence of an
object or an individual!. In principk, a
proximity system employs an electrical
field which, when upset by a foreign
body, causes an aiarm. The field may be
set up around a cabinet or it may simply
surround a wire. Whether the field ia
electromagnetic or electrostatic, the pri-
nciple of balance and unbalance applies.
There are several methods of establishing
ihe field; methods differ to some extent
among manufacturers. A proximity syst-
em may also be employed to protect an
area by erecting what is commonly known
as a magnetic fence; that is an integral
part of the system, Other variations pro-
vide surveillance of doors and windows,

The proximity system is designed to be
supplemental and cannot be used effec-
tively as a primary system. This is k
cause of the system’s susceptibility to
nuisance Arms caused by electric supply
fluctuations and by the presence of mops,
pails, etc., pked near the system. Ani.
male and birds can trigger a syatam into
alarm if it is txm sensitive. Therefore,
proximity systems should be backed up
by other security systems.

The following table compares six of the more
commonly available interior surveillance sys-

Photometric

Motion Ultra.
Sonic
Motion mlcrc+
wave

Acouatfczd-
IJE&mic,aormd

Acoustical
aeiamk,
vibration
ProrlmttY.
Capacitate

—. —

$600 Extmneous light must
be excluded from
am; limited to
interior rooms

saw Air motion maycause
falae almnm

%00 Enerw can pemtmtm
walk etc anatng
nu!aance alamm

S!wO Ertransoua noises
will generate nuimnce
alarma

$100 I-llztng the eource
of nuisance alarms
could be dim~l~

Ssao Susceptible to
nuieanm akrmn ;
require backup.

Rdatance
to De&at

Moderate to
High
High

Filgh

H!gh

High

In planning the security for critical areas
one may make use of the intrusion detectors
already described, the controls which can be
imposed by guards or personnel assigned to
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tic.? areaa or the physical barriers created by
internal partitions. In the latter case, the ADP
amwity planner should check construction de-
tails carefully. In modem ofice buildings using
hung ceilings, interior partitions may not ex-
tend above the ceiling. This means that an
intruder may be able to enter a rcmm by lifting
a ceiling panel and climbing over the partition;
this is a particularly troublesome form of in-
trusion sinca it can be done quickly and quietly
without tools and will leave no sign of forced
entry. Likewise, interior partition door frames
me often of lightweight construction and easily
forced open. The key point is not to place undue
reliance on interior partitions.

5.6. Guard Force Operations

Physical protection measures, physical bar-
riers. and intrusion det@xws depend ultimately
on human intervention. Where there is a need
for fulI time guards, they will either be Federal
Protective OfTicers provided by the Fedemd
Protective Service of GSA or guards furnished
by a private company under contract. In as-
setiing the role guards can play in supporting
the ADP security program, it is helpful to
review the kinds of tasks which can be as-
signed to them.

First aguardmay beaaaigned toa fixed
post: a lobby, entrance door, truck dock, en-
trance gate or security control desk. His post
mders may include:

Checking entrant crdentiak and use of
the sign-in log.
Issui lg and recovering visitor badges.
Mcnitonng intrusion and tire alarm sys-
tems and dis~~ pergonnel ~ respond
to alarms
C!mtrolling movement of materials into
and out of the building and enforcing

=ng~.~%~%gulaticms estab
lished for the building.
Accepting registered mail.

To make optimum use of a guard it is im-
pxtant to see that his post orders are complete
and char and that he is properly trained. For
example, if the ~ard is to control the move
rnent of tapes, disks and other ADP media, he
must be able to recognize them and understand
what they are. If a guard must devote his time
and attention to receiving visitors, preparing
badges and telephoning for escorts, he cannot
be expected to check employee credentials vig-
orously at the same time. The ADP security
planner who intends to make use of a specific
guard post to support the ADP security pro-
gram, should review the uard’s post orders

Yand work load with the bui ding security direc-
tor to be sure his expert.ations can be met,
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Second, a guard may be a roving ‘ptii
guard with a spwiflc route or a general area
which he may cover on foot or in a vehicle.
His

●

●

●

●

●

duties may include these functions:

Verify that doors, windows and other
openings are properly locked during des-
ignated periods,

Observe and correct or report safety haz-
ards such as immediate f)re hazards,
equipment or machinery left on, stumble
hw.mds, fire doors propped open and the
like.

Verify the condition of fire extinguishers,
hose lines and automatic sprinkler sys-
tems.

Check that files, safes and restricted areas
are properly secured.

Be a.iert to sus~icious persons or activity,
unusual odors, - leaks or other abnormal
conditions.

If he is to be effective, the roving guard
must be under some kind of control. This
means either that he reports to a control point
at regdar intervals either in

“ J%% :I%2Ephone, or that he is prmnd
-wa radio. inthelathr caaehecanbdis-
patch d to the scene immediate

J’
should an

emergency arise. As with the fix post guarCL
it is important for the ADP security planner
to see that the roving guard has the nemmaary
orders and training to protect the ADP facility
properly. For example, if the roving guard
smells smoke in an unattemied computer room,
what should he do beyond giving the alarm?
Can he turn off el@ric power and, if so, does
he know where the disconnect switch is b-
cnted ? Similar questions about air condition-
ing, plumbing baks and other ADP reiakl
emergencies during unattended hours should
be analyzed carefully and appropriate orders
formulated and guards trained to carry them
out.

‘here is a final point which should be con-
sidered when developing the security indoctrin-
ation program described in Chapter 9. There is
often a tendency for professional staff mem-
bers to think of the Federal Protective officer
or private contract guard as unim~rtant and
unworthy of consideration. Apart from human
feelings, this attitude can nuIlify the contribu
tion which the guard is depended upon to make
to ADP security. ADP management and senior
staff memhm should, by willing com iianceRwith regulations and their general be avior,
display their support for the guard in carrying
out his assigned duties.
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5.7. Integrating Physical Security Meaaurea

The pr~eding sections of this chapter have
discussed the various techniques for providing
physical protection. It is not uncommon to find
that as each new security or emergency re-
sponse requirement is discovered (often 8s the
result of a specific event) at an ADP facility,
some countermeasures are taken to deal with
it. AS a result the overall physical protection
program evolves piecemeal and so is usually un-
even, expensive and cumbersome. On the other
}land, a careful ex~ination of the totality of
security and emergency requirements, people
and procedures will often show how they can
% integrat~ for maximm effectiveness at
leaat cost,

For example, these guidelines have discussed
the following kinds of security hardware
systems:

ADP area smoke delxxtion systems
Sprinkler system flow alarms
Building-wide fire alarm pull-boxes
Perimeter intrusion detectors
Door status detectors
Critical area intrusion detectors
Area surveillance CX71’V
Entrance control CCX’V
Electronic door locks

* required by particular cirtmrnstancea, the
physical protection plan may use several of
these systems. While one may specify and pro-
cure each needed system separately, planning
for all requirements as an integrated whole ~n
have two major benefits. First is the requm-
ment for human response to each alarm con-
dition. Consolidating alar-m control panels and
UCTV monitors in the least number of bca-
tions will minimize the number of pfmple re-
quired to do this. Second, one may fmd that
more sophisticated alarm controls can be used.
One approach uses multiplexer techniques to
connmt many alarm points to a single control
unit via a single circut with substantial sav-
ings in wiring cost and imprmwl maintainabil-
~t y. Typicallv more than one sensor type can
‘w connected to the individual alarm points.
More advanced systems use a proceas<ontrol

mini-computer to control electronic Iaccm
doors, monitor alarm sensors and building m~
chanical equipment.

In addition to integrating hardware, the
ADP” security planner, working with the build-
ing mmager and building security director,
should consider the human resources available
to supPort the physical protection plan. In addi-
tion to fu.lhtime guards, the following people
may, an permitted by regdar duties, be able
to participate:

Receptionists and information desk per-
sonnel

Building engineering staff
Building and grounds maintenance staff
Shipping and receiving clerks
Messengers
Area Supervisors
Mail room personnel

By considering where such people are located
and the needs of the physical protection @

Jit may prove possible to get the need B
sponse to alarm situations with a minimum
number of guards. However, it can be seen
that to do so, thought must be given b the
location of security systems, particularly alarm
indicators.

We have purposely omitted from this chaP
ter detailed information on securi~ hardware
and alarm systems for two reasons. ‘l%e tech-
nology is developing rapidly and new devices
appear on the market almost daily. In addi-
tion, the Federal Protective %-vice of GSA
can be called upon for detailed advice and ex-
pert guidance in meeting specific requirements.

When physical protdion plans have been
completed, the ADP security planner should
check two final points. First, great care should
be bken to see that plans and specifications
for the ADP facility and its security haniware,
alarms, locking systems and related items are
protected against disclosure except on a need-
t-know baais. Smond, the emergency response
plans and physical protection measures should
be carefullv integrated to assure maintenance
of security during an emergent y. For example,
one must guard against the use of a nuisance
fire alarm and the resulting evacuation to cir-
cumvent controls over access to key areas.

6. Internal Controls

6.0. Introduction

‘“he four preceding chapters nave presented
ahyslcal means for supporting ADP security
>ojectives. This chapter discusses the use of
Internal conmols to reinforce physical safe-
wards in four areas: personnel, organization

structure, the data base and programming.
Generally speaking it will not be necessary to
cost justify internal controls solely on the basis
of expected loss reduction since controls wiil
usually be installed to serve other objectives
as well, e.g., cost accounting, error detection
and correction, management reports. It is
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likely hat the ADP security pha.rmw will fi:nii
that needed controls airedy exist and that his
task will be to determine what modifications
and extensions are needed. The basic risk an-
alysis will have identified aenaitive areas and
applications. Physical security measures will
require human intiwention, support and C*
operation, The ADP security planner should
bear these factors in mind as he reviews the
sections which follow to be sure that internal
controls are structured to refkt security ob
jectives.

6.1. Pemonnel Controis

People we undoubtedly the most important
part of the ADP facility, and no ADP facility
can function without a trained staff dti,cated
to achieving the mission of the agency. Per-
sonnel controls should reflect the need for care
ful selection of mature, trustworthy peopie for
sensitive positions, the importance of provid.
ing adequate training to assume competent per-
formance of ADP duties, and the value of good
supervision in achieving a high ]eve] of moti-
vation

6.1.1, Pemonnel .!ieketk

The selection of personnel routinely in-
cludes an effort to determine that the candi-
date is qualified by training, talent and ex-
perience to perform the duties to be assigned.
In addition to this determination of job skills,
the selection process for sensitive ADP posi-
tions should also verify the trustworthiness of
the candidate for sensitive ~sitions by app~
priate pre-hire screening Several levels of
screening are available and, of course, both ef-
fectiveness and cost increase as the depth of the
investigation increases. Therefore the level of
screening used should reflect the relative sensi-
tivity of each position. Each AI)P facility must
define for itself its sensitive positions, gener-
aily these will include computer operations,
data control, management, auditing, and pro-
gramming (including acceptance testing and
maintenance) of critical applications and sys-
tems. The risk analysis for fraud will usually
identify critical interface points. Wherever a
critical interface involves a single indivdual,
the postion is probabiy sensitive. This is espe-
cally true for hidden interfaces in which checks
and balances are missing, e.g., a single pro-
grammer has the responsibility for creating,
testing, debugging, and inst. d!ing a critical pro-
gram The most sensitive position is often that
of the s,vstem programmer; a qualified prac -
LILlone~ of operating system maintenance can
do more damage with less chance of being
caught than almost any other person involved
wit}) d:ila processing.

F~h Federsl Department or independent
tgency haa established regulations and prw
cedures for deai~ating one or more levels of
position sensitivity and the smeening applied
to each sensitivity level. The ADP security
planner should establish the appropriate level
to apply to each ADP facility position. Person-
nel procedures shouid be established to insure
that Item E, Position Sensitivity of Part I of
U.S. Civil Service Commission Form 2-Ile
quest for Personnel Action, properly reflects
the sensitivity levels selected.

6.12 TraMmc

A surpriain number of operations problems
tand security reaches result from promoting

an individual into a position beyond his compe-
tence. Rather than admit &feat, such people
have been known to destroy source dmiments
or falsify reports in an attempt to conceal
shortcomings.

The ADP faciiity can use its personnel train-
ing program to minimize such securi

?
and in-

tegrit problems, ‘X%etraining for eac specific
zjob s ou)d be thorough, efficient, and compe-

ten t. But strong motivations is just as essen-
tial as technical competence. Each employee
should be given an adequate orientation to the
agency, its mission, the ADP facility and his
own career development opportunities. Person-
alized security training is essential. It should
include not only the objectives of the securit!.
program and its operation but the duties and
obligations of each staff member as well. ?3e-
taiis are given m Chapter 9.

6.1.S. Supervision

Each ADP supervisor can make a strong
contribution to the security program in several
ways. First, he can see that he and his staff
comply with both the letter and the spirit of
security re@ations and control procedures.
He can also actively seek out effective ways to
to improve security.

Next, the good supervisor will work at maint-
aining close, effective communications with his
staff. He shoukl try to be sensitive to f~lings
and attitudes so that he can act affirmatively
~n cases of potential disgruntlement. It is much
better to seek resolution of conflict situations
than to ignore them, as unresolved conflict can
only ]ead to frustration and impulsive action.

Finally, the good supervisor wil! take pains
to see that each member of his staff ]s compe-
tent in his assigned duties. While incompetence
cannot be tolerated In any work situation, the
consequences can be particularly pervasive ]r
an ADP facillt.v. A ?ro~am will faithfully re-
peat an erroneous Instruction indefinitely A
moment of care!ess operation can damage hard-
ware or destroy ~ file. Staging the wrong tapes
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cm delay jobs. While errors and lapses can
never be complete] eliminated, the conacien-

Ytious supervisor wi 1 do hiE bwt to match the
individual to the job and to give him needed
support and training.

6.2, Wganking for Lnternal Control

One of the basic principles of internal control
is to divide the execution of critical functions
between two or more persons, a twhn.ique often
ref errqd to as separation of duties. The theory
is that errors are less likely to go undet~ted
when sever~ people review the same trans-
actions and fraud is deterred if there is a need
for collusion. One individual ,ghould never be
totally responsible for a given activit

J’
espe-

cially if it relates t,o the processing or evelop
rnent of sensitive applications, This principle of
two individuals acting in concert, yet independ-
ently, to effect action can be applied to data
processing operations. Tbe best approach to
determine the exact points where separation of
duties should occur is to identify the 10SS tar-
gets by referring to the basic risk analysis for
the ADP facility and then to identify the routes
to those targets which an intruder could use.
Finally, the points along the route can be iden-
tified where separation of d.~ties would provide
a desirable ievel of protection. As a rule, seP
aration of duties will be required to control
sensitive applications, to prevent compmmise
of access controls and to avoid abuses in the
area of reject and exception processing.

Figure 16 is a generalized diagram of a typi-
cal ADP operation with potential control points
indicated, The ADP security planner should
review each sensitive ADp task to determine
where controls would be effective in forestalling
errors or fraud and determine how existing
controls shmdd be expanded to meet security
needs. Consider payroll processing, for examp-
le: the controls should insure that input is
accurate and valid and that output, paychecks,
payroll journals, etc. do not fall into the wong
hands, If the payroll is large, exception proc
msing is probably important. Therefore, the
clerk who pre~es input shou]d not control
check signing and distribution or corrections to
the payroll file. Similarly, the programmer who
maintains the payroll program should not con-
trol its acceptance testing. These examples are
much simplified, of coume. The real exposures
are often hidden from direct view. The key
point is to examine each potential target and
identify the points in the work flow where
~eparation of duties can help to stem losses.

Many applications are des~gned for the rejec-
tion of invalid input and its correction and
recentering. While this is a valuable quality
control technique, the introduction of manual
processing of rejects offers significant oppor-
tunity for fraud as well as errors. A useful
control for rejects processing is the use of a

system-generated log or
record to keep track of
actions. These records
pendent audit trail for

a bookkeeping journal
all incomplete trans-
will prowde an ind~
control purposes, ~d

separation of duties should apply to the clear-
ing of the log. Someone other than the person
responsible for correcting faulty input should
initiati the transaction to clear log entrie8.

Program and procedure change controls
should receive special attention from the ADP
security planner. The process of getting a pm
gram from test to production status exposes
the system to compromise from unauthorized
changes and to loss of data integrity caused by
too hurried development or inadequate testing.
The ideaI approach to inA.ailing a change in a
production program is a formalized system in
which several different organizational functions
are involved. User, programmer, auditor, and
operations personnel should all be involved in
the approvaJ process. Quality control of pro-
gmnming is aa important a concept as quality
control in manufacturing. An’ organizational] y
discrete checking and follow-up function can be
of value in maintaining program quality stand-
ards. In addition, the larger ADP facility should
consider establishing a separate testing func-
tion for all programs that have reached final
production status.

Since controls are managed by people, the
basic organizational structure must be respon-
sive to the desired internal controls. Figure
17 shows ~ prototype organization chart. Note
that the key control functions: testing and
quality control, project management, input/out-
put control, tape disk library and standards,
security and data base administration have
been separated from the production functions.
This makes it easier to assure that checks and
controls will function effectively. of course, the
details for a specific ADP facility will de~nd
on its size and mission. while the major prob-
lem for a large ADP facili~ is often effective
control of resoumes, the major problem for the
small ADP facility may be the practical P*
lems of having enough different people avail-
able to implement desired separation of duties.
If this is the case, and it is necessary for one
or more individuals to have an unusually wide
span of control, it may be necessa~ to depend
on auditing, This presumes that good audit
trails are provided.

To summarize, the following points have been
made:

● Take great care in selecting personnel for
sensitive ADP positions. Be sure that each per-
son receives ample training and close, effective
supervision. These measures will provide the
basis for a strong ADP staff.

● Analyze the tasks performed and assets
controlhxl by the ADP facility to identify the
targets and mechanisms for darnagin~ errors
or fraud.
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● ‘To the extent permitted by the wze of the
ADP staff use separation of duties at key con-
tl’ol points LOminimize errors and deter fraud.

@ Augment sepamtion of dutie8 with in-
ternal controls as appropriate to meet the se-
curity objectives.

6.3. Data Controls

~part from conventional internal controls,
the ADP security planner should particularly
verify control and protection of data files, Care
must be taken to see that information which
has been designated as sensitive under Federal
regulations is properly safeguarded when it is
entered into ADP data files. This may require
special handling, segregation or other tech-
niques similar to those used for national se-

&
cw”ty information,

e ADP secuncy planner should also evaiu-
ak physical handlin of dab filen at all points.
He should fexamine t e flow of data through the
AIJP facility to identify pointx at the input/
output interfaces, during handling, and during
cwi-todial storage, where controls may tM needed
to safeguard against possible loss or destruction
-and equa!iy important to aasure that 8 loss
will be detected. The ADP facili~ ehouM follow
defined procedures in case data IE lost. Manual
control t&hniques might include tape/disk
movement qmtroi fonns, inventory logs, au-
thorization for use and special handling for
critical items.

The use of a computer system for control of
data files deserves special consideration if there
are a large number of files. Many vendor SUP
plied tape or disk library management systems
provide logging and control of tapes by volume,
serial number and name; prevent unauthorized
destruction of a data file, and provide autc+
matic backup facilities. Such systems handle
both on-line and off-Iine files,

Similar systems are available to manage a
program library. The typical system allows con-
tinual modification of a program whmh is being
developed while retaining all previous versions.
It protects against unauthorized modification,
and helps with the management of program
modifications, Such packages, whether pur-
chased or developed in-house can be very useful
for management and control of data and PIW-
grsrn files.

In pre-computer days It was axiomatic to
lock up sensitive or important information,
ledger books and vital records in a desk drawer,
file or safe when not in use. The same principle
should also ap 1

Yt
to valuable computerized

data. The tape i rar ,
k

should be Imked when
unoccupied and unaut orized persons shwld be
excluded Data safes and vau!ts, and data con-
tro] rooms shouId be protected in accordance
with the sensitivity and value of the material
(datal stored within. The exposur~ to magnetic

fip]dg Shoujd be ey~luat~d l-ea]jstica]]y [ II?] and
reasonable protective measures taken. Com-
P:Iter printouts should be destroyed in accord-
ance with sound procedures to prevent discb
sure. It does little good to develop extensive
security controls against theft of data from the
computer or programming area and then allow
the same information to be available from
waste baskets, loading docks or trash hasps,
The ADP security planner should be sure that
data control requirements are properly r~
fleeted in the physics] protection program
descri~ in Chapter 5,

6.4. Data Retention and Back-Up

The prmeding section has discussed protw-
tion of current data files. T’he next step is to
integrate tie vital records management pro
gram with the data base management program
to support common retention objecitves. Gener-
ally speaking both short term and long term
back-up is required.

6.4.1. Short Term 13mk-Up

Short term back-up protects against localized
or temporary loss such as cancellation of a job
because of an interruption o~ error. The inter-
ruption may last only a millisecond, and the
program (especially if it is a short one) may be
-run easily. However, if the job is interrupted
in the thirteenth hour of a fourteen hour proc-
essing .ob, it would be wasteful to have to
begin &e job again, Therefore, checlcpints,
restarting, recovering, and backup at inter-
mediate points need to be considered for all
long Jobs. This is not news to anyone opemting
ADP facilities. Nonetheless, a consistent back-
up program is mrely found.

In determining short term brick-up require-
ments, cost considerations play a large role.
For warnple, assume one could checkpoint at
any time at a cost of X dollars. If the tmtal job
costs X dollars to run, it would not be cost
effective to use any checkpoints If it costs
200X to run the job, it would probably be
sensible tQ back-up the data at intermediate
points. A review of system reliability as de
scribed in Ch8pter 4 may be of help in making
the best decisions.

6.42. bn~ TeruI Sack-Up

There are six reasons why one would want
to retain a past environment.

1, Discovery of errors that caused data in-
tegrity problems in the past, e.g. to trace a
series of mistakes going back six months but
not discovered ~]ntll yesterday

n Back-up which permits dwister recovery,
Th&e situations are covered in detail in Chap-
ter 8.
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~. Management performance review or plan-
,Iing. me future Kods ~d utivities of the
A.D~ faciiity can & predicted more easily if
information on past activities can be retuined.
Use of simulation models or other planning
tmls is enhanced if empirical data is used as
irmut.

4. Statistical reporting requirements. Data
frbm the past may be needed for analysis of
trends and for extra@ations.

5. Audit requirements (internal and ex-
ternal), The abili~ to analyze the past environ-
ment is a primary requirement of the auditor.
13Jeciflc requirernenta are discussed in Chapter

6. Legal reqmrernenta. Other government
agencies may need the data or there may be a
statutmy requirement to retain them.

Any of these reasons would dictate that one
should keep at least program aourve code, docu-
mentation and data files which were in use at
any given point in time The ADP security
pitmner should give thought to what is to be
retained. Should it be the entire operating sys-
tem configuration, all documentation, compiler,
expcutiori job language pro

r
and data files ?

@ should it be just the angmg elements of
th~rocessmg ? Once he decides what is to be

ed, he must also decide how ta retain it.
A good outline of advanced techniques iE avai)-

JIa e in “Reliability of Rest Time Systems”
[W-65).

6.5. Programming Catrds

In line with the recognized objective of gen-
erating technically sound programs, the ADP
security program should include controls in the
areas of program design, acceptance testing and
standards. Each of these topics is discussed in
the following sections,

6.5.1. Program Kkign

There are five major program areas in which
design can contribute to security. First is the
inclusion of audit trails in the programming
process. The basic objective is to make it pos-
sible at any point in time to determine the
status of a given piece of data. In most cases
the systems analysts and system designers will
want to involve the auditor in the design phase
as he will be able to postulate the optimum
placement of audit trails and controls.

The second is the development of a test plan
that will consider all possible elements of input,
and the interfaces and operational aspects of
each new program as part of the program
design effort rather than as an afterthought. It
is not enou~h to test a pro~ram for ranges of

hkely input; it should also be tested for imp-
robable, illegal and impossible input. In addL
tion, stand-alone tests usually are not uuflicient
to establish the adequacy of a given pro~.
or module. Not all programs need to meet the
same test criteria; the stringency of the testing
should be a function of importance ~mP~~tY
and sensitivity. Development of written t.mtmg
guideline-s tailored to the needs of the ADP
~~nil&l is an important step in achieving @od

‘I%e “third control area is program change.
Programs should be designed to simplify instal-
lation of future changes. Every change, even
those invoking only one statement, should be
authorized, approved, and documented with no
exceptions. Otherwise, control is lost and the
pro-g procem times anamhiatic. -
~ hbrary maintenance packages, as men-
tioned previously, can he

&
in the control and

maintenance of program gea. Naming con-
ventions are essential to program change con-
trol. The current trend is towti in-~
data definitions for all ADP applications, so
that every element wiIl be unique.

btrdaontheacmwacy of data recmk are
the fourth design objective. ‘here are a wide
range of possible checks including keypunch
verification, computer matching against pre(h
termined legal values for fields, aelf+hecking
digiti and control fields. Stsndard design cri-
teria should include the qualitative controls b
be included in any new application or any re
vision of an old application.

Finally, quantitative controls where feasible
should also be installed during the design PI’OC-
ess. These couid include control totals, run-to-
run counts (hash totals), trailer records, dollar
controls, automatic check-points/interruption
routines, verfiution of the output and input
record counts and the like. Violation of qualit.s-
tive and quantitative controls should cause
error notifidiona maintained as an error sus-
pense file,

The need for quantitative and qut~~~~:;
controls should be determined b
analysis. If the application is of t igh value,
high risk, or consumes’ a great deal of ADP
resources, these controls should receive more
attention than low risk, low visibility applica-
tions.

6.5.2. Program Installation

One of the most sensitive points in the prw
grarnrning process is the release of an applica-
tion to the production system, and its operation
against a live data base. Installation of a new’
program should occur only after thorough pro-
gram md system tests have been completed and
approved. The more organizational entities
participating in this approval, the better the
control. The programmer, a testing or quality

ixl
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control function, o~rations, and users should
fill participate in getting the program frorr,
d~~i~ to final acceptance test and into the live
system. However, care should be taken to see
that approval does not become a mere ritual.
Each program should rweive detailed, inde-
pendent review. Larger ADP facilities may
want to consider establishing a separate pro-
gram tat and control group. Smaller AD?
facilities would probably be served adequately
by defining specific procedur~ for the installa-
tion process to be carried out by an existing
group but with as much review and separation
of responsibilities as is possible. Again, no pro-
gram should be accepted without adequate and
complete documentation which has been re-
viewed and approved by an independent body,
h-i case of disaster or non-availabiiit ~ of key

1programmers, the ADP facility could nd itself
quite vulnerable to loss if the documentation is
inadsq uate. Figure 18 shows a suggested set of
documentation which will provide the needed
controls as well as technical information.

6.5.3, Documentation of Cmntrols

The procedural controls over dat% operations,
system design, programming and acceptance
testing already described must themselves be
documented if they are to be fully effective.
This is often done by preparing documents
called procedures manuals, operations and user
handbooks, or similar titles. Responsibility for

Jproducing the documents may be assign to a
procedures group in a large ADP facility. The
.wrnall ADP facility may call on individuals b
document their particular areas. In either case,
the A I)P security planner should participate.
He should analyze the security objectives of the
ADP facility as discussed above to determine
the role of the practices or standards in accom-
plishment of security goals. Baaed both on these
security objectives as well as on ADP manage-
men t goals, a procedures program should b
formulated for the ADP facility, An example of
a table of contenti for a programming proc~
dureg manual is included as Appendix C.

7. Security of Off-Site ADP Facilities

7.0. Introduction

There are four basic reasons for making use
of an off-site ADP facility:

1. The ADP needs of an agency are too small
to justify an in-house ADP facility. A business
whose routine data processing is done most
economically at a service bureau serves as an
example,

2. The efficiency and economy of the on-site
.ADF’ frtcillty IS enhanced bv doing peak-load
processing at an off-site faciiity.

3. A special service may be availabie from an
off-site ADP facility which cannot be provided
economically by the on-site facility. Use of an
interactive time-shared computer for special
~obs is characteristic of this usage,

<, In the event of catastrophe or major dam-
age to the on-site ADP facility, critical ADF
tasks are moved to a preselected off-site facility
for back-up operation.

The first three represent routine on-going
use which is likely to increase over the years
ahead. The fourth use results from the working
of a contingency plan for an In-house ADF’
facility or as back-up for an off-site AI)F’ fa-
cility, What is. recommended here is that the
basic security cor.sideratiorls prpsented in these
Guldel]nes for on-site AIII’ facilities be appi]ed
equally to off-site ADP This chapter wil! ad-
dress th( problems that the ADP security plan-

6~

ner must face in evaluating the security of
off-site ADP. Fundamentally, the user of off-
site ADP is in a position very similar to the
depositor in a bank-that is, the protection of
one’s assets is turned over to another organiza-
tion. Unfortunately, the user of otT-site ADE’
does not have the protection provided to the —

bank depositor: the law, independent audit, and
the FDIC. In fact, most ADP service bureaus
provide a uniform (and often undefined) level
of swurity at best for all of their users regard-
less of individual user security requirements.
As a rule the typical ADP serwce bureau does
not guarantee any specific level of security pro-
tection for users and does not accept responsi-
bility for the losses that the usexa might incur
because of data theft, processing’ delays or
other dim-uptions. For these re.aaons it is not
safe for the user to assume that work processed
at ap off-site ADP facility is being protected by
adequate security measures. The conclusion is
this: the fact that an agency does some Or ali
of its data processing at an off-site ADP fa-
cility (the operation of which the agency can-
not control ) does not relieve the using agency
of responsibility for protecting its own data
against loss or misuse and for avoiding delays
in processing which interfere with accomplish-
]ng itsmlsslon, indeed, the fact that the using
a~enc} cannot control security directly makes
the analysis of security even more important
Therefore, :t IS recommended that an agency
WIIIctl USeS of~-s]te ADP faci]lties, support ar!
ADP sec[:r]t} program as described ]n this
chapter,
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ii’ a combination of on-site and oif+.lte ADP
is used, then the person responsible for on-site
ADP seeunty @annin probably should be r~

r
i5 risible for off-site DP planning as well. If

ere is no on-site ADP facility, then the ADP
security planner might best be chosen from the
otllce responsible for vital records management,
or the major ADP user in the a ncy. The

Ydesignated ADP security pianner s ouid seek
support and participation f mm all ADP users
in the agency and advice and counsel from spe-
cialists as suggested in section 1.8.2.

7.1. Analysis of Security Requirements

While the basic techniques for risk analysis
described in section 1.3 a@y, the following
approach may be helpful when off-site ADP
facilities are being used:

o WVAOP a bas potenthi estimate for the
using agency as described in section 1.3.

. Perform a t-t andyaia as described in
section 1.3.2 but note that instead of a single
environment (the on-site ADP facility implicit
in the discussion in section 1.32), one musg
in general, consider four different security situ-
ations and environments as follows:

1.

2.

3.

4,

Protection of source documents, data files,
ADP documentation da+ta entry and out-
put hardware, and redated it-ems while
they are in the custody of the using
agency.

Protection of data while in transit in
either direction between the using agency
and the off-site ADP faciiity. Note that
data may be transmitted either electron-
ically or physJcal]y (as source documents,
machine readable media or output re-
pom) ,

Security of using agency ADP opemtions
at the off-site ADP facility. The using
agency may participate in an existing
security program managed by the off-site
ADP facility or may prefer to develop and
maintain its own contingency plan to pre
t~t its off-siti ADP operations.

Protection of data, meminted forms and
other materials st6r-ed at an off-site loca-
tion in support of the back-up operations
plan of the using agency,

● Develop an annual Ioas expectancy estimate
as described in section 1.3.3. The basis for the
estlrrtate will differ from the single site situation
in a number of ways The using agency does
nnt suffer a loss from the destruction of phvsi -
CR]assets (other than its own tapes, disk packs,

etc. ) at Lhe off-site ADP f adity. Similarly ds
struction of data files and other materiai at tha
back-up site results only in the cost to ~~
them. These considerabons are summarized in
the table Mow for cxch of the five loss-poten
tial types iisted in section 1.3.1. A Yea ~t.ry
impiies a loss potential similar to a M on-site
ADP facility, a No entry means that the IOM
mechanism does not exist and the entry Minor
refers to a 10ss iirnited to the relativ

al%
minor

cost to replace data, documentation Aated
items.

The ADP security planner should test tke
validity of the assumptions in the table for his
particular situation & aa to be sure that his
loss expectancy estimates will include all sig-
nificant factors.

.—.-
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7.2. On-Site Security

Analysis of the security of the on-site por-
tions of ADP operations in conducted as has
been described in the premding chaptzirn of this .
handbook. Obvioual~ if proceadng ia done off-
site, the ADP secumty phmner need not concern
himself about protecting an expensive, complex
ADP facility, but he will want to consider
pointi like these:

● Physical protection, access controls and
data controls for source data at the @nt where
they are concentrated enough to become a -
get for wrongdoers or where re.sponsibi]i

F
for

data integrity shifts from users k AD Op
erations.

● Protection of remote tenninaia against
threats such as misuse or sabotage (deterred
by physical access controls), damage caused by
fire, flood, etc.! or delays in processing caused
either by physical damage to the terminal or by
1nterruptions to eiectric power or cornmunica-
t~ons circuits



ml% Pun 3X

● Physical p~ot,ection for data fllea, dcx.mmen-
!&ion and other back-up materials which may
be stored on site.

73. h-1’ranait security

The secunt analysis should consider the ex-

r
zure while da and documents are in transit.

xcept for interception of electronic data trans-
mission which is excluded from the scope of
this handbook, the following pints should be
considered:

● Physical )09s of input. Where the cost to
reconstruct or the loss from deiayed processing
is significant, stepg should be taken to permit
prompt replacement of input which is destroyed
or lost in transit. Acciden~ erasure of mag-
netic rndia is unlikely and is easily rotect.ed

Jagainst by using magnetically shie ed ship
ping containers. l-kc’ x-rays, and radar are
all overrated threats which can be managed
with common sense precautions baaed on a
technical report by SM Company [19] and an
NBS report [ 12]. However, there is always
some exposure to these thresh and to the poe-
sibiiity that a shipment will be mkdbxtd or
otherwise go astray.

● Physical Joas of Olltptk titput which ti
be in the form of printed or microfilmed ma-
terial is subject to the same exposures as ordi-
nary mail but it obviously can be protected by
the simple expedient of retainin the output

$data file at the off-site ADP fat” “ty until dr+
livery has been confirmed. Alternatively, one
might prefer to trigger replacement on a report
of nondelivery. In other words, unless non-
delivery (the less common event) is reported
by a specificxl time, the off-site ADP facility
assumes delivery hag occurred and need not
retain the output file any longer (although
exception rqxmting in this case carries greater
risk than reporting each delivery).

● Protection against didcwure, The 10ss po-
tential analysis may show that either input or
output are sensitive m-id must be protected
against wrongful disclosure. Presumably the de
gree of protection required can be related to
the value of disclosure to potential perpetrators
and ~ the level of effort they ~ likelyto use.
ProteAion techniques used for classied ma-
terials while in transit can be used as guidelines
for developing protection techniques for un-
classified but sensitive information.

● Protection against tampering. The ioss po-
tential analysis may show that either input or
output is subject to tampering for fraudulent
purposes. Protection of input can make use of
the same controls, in general, as are applied to
in-house processing However, one must take

pains to see that steps are taken to protect
not on] input data, but control infomnaion M
well. d is is because one might ccmcaal input
data tampering by compensating changes to ‘-
control data Ideally, control information is kept
on-site and output is not released until it has
been ve.rifled against the on-site control data.
However, if time constraints rw@re ve.rMca-
tion at the off-site ADP facili~, then control
infomnation can be protected while in transit
One may de

r
d on the deterrent value of ulti-

mate, if elayed, detection of tampering
through later on-site confirmation.

The ADP security planner should bear in
mind that in manv instances frauds have been
concealed by substitution of altercxl output. For
example, a recent report described how dhmr-
sion of funds from dormant bank accounta waa
concealed by sending altered statement tO the
dormant account holders. The fraud wag dis-
covered when a May in processing prevented
the embezzlers from making the substitution.*
This episode points up the situation where the
fraud is revealed only by detailed output re
ports and so may be concealed (for a time at
hat) by tampering with these output reports.
It seems likely that output which is shipped
from one site to another for distribution, would
be particularly subject to substitutive tamper- .
ing.

7.4. off-site 9ecurity

The same tmhnique is used to analyze w
curity at an off-site ADP facilitv as hag been
described for an in-house AD~ facility but
with a variation in emphasis as a result of
variations in the loss potential. For example,
if we estimate that we will operate 0.5$% of
the time at the back-up site, delayed processing
losses would likely be on the order of 0.5‘j%of
their equivalent at the ADP factiity normally
used. In other words, the less likely we are to
be operating at the back-up site, the leas sig-
nificantits reliability is to us so that we can
place more emphasis on such factors as avail-
ability, process integrity, technical compatibility
and convenience in evaluating it.

‘he emphasis for an off-site ADP facility
which is used regularly would be the same as
for an on-site facility, with the exception that
one’s concern is obviously limitd to one’s own
assets. The ADP security planner can begin his
security analysis of the off-site ADP facility by
reviewing as much of the following documen-
tation as is available from the off-site ADP
facility:

● a copy of the latest risk analysis.

● “’I)P FiRur+R in Brink I,oLI# of $12R,OOO,” Cowtputetworlti,
D 1. Frhruarr 3 l!l?l
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a copy of the contingency phm.--whcn it
wu last updated and the last time jt W,U
tested.

a copy of the last security audt, its date,
and who performed it.

a copy of the security policy and proc+
dures,

a copy of all other ADP physical security
documentation.

On the basis of the available documentation,
an inspection and survey of the off-site ADP
facility, and his own estimate of KS agency’s
loss potential, the ADP security planner should
be able to draw one of the following conclusions
about the off-site facility:

1 The security pro= at the off-site ADP
facility is acceptable and no separate back-up
arrangements are requird Presumably, the
using agency will participate in and cooperate
with the security progr~ at the off-site ADP
facility.

2 Protection of using-agency data and other
materials is adequate, but reliability and corl-
tingency planning are inadequate; i.e. the ex-
posure to processing delays is judged to be
unacceptable. If the using agency finds that it
can develop and maintain its own back-up plan,
then use of the off-site facility could be justified
despite the less-than-complete security m

Igram However, the cod of the indepen ent
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back-up plan should be fBctord into the pncel
performance evaluation of the off-site ADP
facility.

3. Secumty at the off-site ADP facility ia
judged to be inadequate, In this case it may
be possible to arrange with the management of
the off-site ADP facility for either a general UP
grading of ~ecurity, if that is what is needed,
or installation of ispecial measures for the using
agency, such as speci+l handling of using-
agency data. However, when management is
unwilling or unable to upgrde security, the
using agency will have to look elsewhere for
ADP services.

When the risk ana}ywis has been completed
and an off-site ADP facility is selected for use,
the using agency must support its ADP se-
curit program as described elsewhere in this

Lhand ok. Specially, the following should be
covered:

1. security policy and prmedures should be
documented.

2. Using agency personnel who have ADP
security responsibilities should receive appro-
priate indoctrination, training and supervision.

3. An ADP security audit program should be
established, The using agency may find that it
can place reliance on audits performed by the
off-site ADP facility for part, if not all, of its
audit needs.

8. Contingency Planning

8.0. Introduction

Each agency of the Federa] government has
an assigned mission. Plans are prewed and
executed for the accomplishment of that mis-
won. These plans assume normal working con-
di tions, availability of the agency’s resources
and personnel and a tranquil community atmos-
phere. Even so, the ADP security planner
recogmzes that despite careful use of preventive
measures there is always some likelihood that
events will occur which could prevent normal
operations and interfere with accomplishing the
agency’s mission. For this reason, he should
tnclude contingency plans in the ADP security
program.

Three different types of contingency plans
are required for an ADP facility:

Emergency response. There must be proce-
dures for response to emergencies such as fire,
fi{>od, civil commotion, na~!~r~] disasters, ~nl~,
!tlreats, etc., in order to protect lives, limit the
Aamage to property and minimize the impact
~J[ ADP operations.

Back-up operation, ~lacI,-llrl operation Plans

are prepared m order to insure that essential
tasks (as identified by the risk analysis) can
be completd subsequent to disruption of the
ADP and continuing until the facility is suffi-
ciently re9tored.

Recovery. Recovery plans are made to permit
smooth, rapid restoration of the ADP facility
following physical destruction or major dama-
ge.

8.1, Preparation of Contingency Pians
Because good contingency planning is an im-

portant contribution to stable ADP operations
and will require substantial effort, it is recomm-
ended that a formal task force be estab-
lished with well defined goals and a budget and
schedule as a part ~f the wwurity program
implementation described in section 1.4. Fur-
thermore, it will be neceswuy to have the
participation of qualified people from other
areas. Figure 19 suggests how tasks might be
set up and assigned. Of ~urse, each ADP
facility will want to adapt tO its own special
circums~tances and make full use of the resources
available to it
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7’he selection of modes of back-up operation
(Task 6) depends in part on two basic factors.
The time required to recover (Task 2) fixes the
maximum duration of back-up operation. The
loss potential associated with the individual
AI)P tasks (Task 4) fixes the maximum dura-
tion of an interruption to processing which will
not cause a significant loss, If the disruptive
event is expected to last longer than this time,
back-up operations should be initiated.
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8.4

The failure mode analysis (Task 3 enables
Lthe ADP security planner to identify t e events

which are likely to precipitate back-up opera-
tions. Basically, the approach is h relate the
threats identified by the risk analysis to the
three major classes of effects: limited ]0ss of
capability, interruption to operatiorm and major
damage or destruction. Tabulating the effects.
as shown, may be helpful:

—
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mirzct

IJimiW !oaa of ADP
capability.

Interruption to ADP
operatio~ little or no
damage b facillty.

Major damage or de.
strndion of ADP
facility and contentn

L

‘2

s.

4.

E

1.

2.

3.

4.

5

s.

1.
2
.
&

The significance of
classes shown in the

TY@cal C!aUae,

Failure of key peripheral
hardware unit(i),
partial haa of air condition-
ing, et.c
Commnnicstiona circuit(s)
failnw
- of ker pro~ Sles
preprinted formc
Non-amJlabllity of key per-
OonneL

Labor diapua demomatra-
tlons, civil commotion.
Failure of eleetric power, air
conditioning.
Evacuation caused by bomb
tbr’en~ gaa I*
Faiium of major ADP hard-
ware unit-
Computir room Q= mbotage
of ADP hardtire, loealiaed
lModin&
Int.maion of smoke, dirt or
dnsL

Mtjor fire.
Earthquake, genemi flood,
tornado.
Bombing, ex’ploaion, aircraft
cmah.

each of the three effect
tabulation is as follows:

Limited Iomj of capakiiity implim that only
some taaks will be affected. TO evaluate the
need for back-up, the ADP security planner
must relate each cause to the affected ADP
tasks, These tasks will differ in time urgency
and loss potential. For example, consider the
situation in which an optical character reader
(OCR) unit is used to enter data from source
documents. If the mean time to repair were
significantly shorter than the cycle time of the
task (s) using the OCR unit, one would prob-
ably conclude that no back-up was required,
particular] if there was ample cabh-up time
for all d R jobs. On the other han~ if the
(XX? unit operated three ft,dl shifts per day, the
need for an alternate data entry method would
be obvious.

Another example would be a partial air con-
ditioning failure. Assume that the computer
room has three identical air conditioning units,
it has been determined that the mean time to
repair is eight hours and the room temperature
will exceed allowable limiti in 30 minutes. If
enough ADP hardware and room lighting is
turned off, temperature can be stabilized at an
acceptable level. The ADP security planner
should chink the list of tasks for which an
eight hour delay will cause losses to see if
there is a subset of the normal computer con-
figuration having a heat load which will allow
these tasks to be completed. Unless this is the
case, an air conditioning failure is likely to
require back-up operation.

Interrupthma to opemtions with little or n,>
damage implies that all ADP tasks will be af-
f:wted but that after the cause of the interru-
ption is cleaned up normal operation can resume
at the facility. An examination of the list of
typical causes shows that the duration of the
interruption will depend either on the time to
restore the situation, as after a computer room
fire, or on external factors not under the control
of the ADP facility, as with civil disorder or
power failure.

Major damage refers to situationa where the
ADP facility is no longer tenabl~ back-up op
eration is required, and repair or reconstitution

)!3
of the entire ADP facili is necessary to re-
turn to normal. The P security planner
should see that back-up recovery plans are ade-
quate to cope with this extreme case.

In the case of major damage or total de+
struction, the decision to switch to back-up
operations will be obvious. In the case of limited
damage or interruption it may not be as clear
what to do. To make the decision wisely, the
ADP manager wili want to know what tasks
are affected, how long it is likely to take to
return to normal and who to call on for more
~nformation and assistance in making repairs
or otherwise restoring the situation to normal.
During his analysis of such events, the ADP
security planner will have gathered much of
the needed information. With a little added
effort, this information can be documented b
assist ADP management in making its decision,
The documentation should include these ele-
ments for each likely event:

●

●

●

factors which can be established in ad-
vance to estimate the duration of the
Interruption to normal operations

persons or agencies who can provide infor-
mation to estimate duration of the specific
event more accurately.

persons or agencies who can be called upon
to restore the situation to normal.

Some examples follow of the way this infor-
mation might be assembltd:

AIR CONDITIONING SYSTEM FAILURE

(1)

(2)

(3)

Mean time to repair:
Circulating pump--x hours
Chiller—y hours

Repair time estimates:
Building Engineering-Mr. S Smith.,
Ext. 345

Repair coordinator:
Building Engineering-?vfr J, Jones, Ext.
567
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EL”EC’”iRlfl POWER FAI[.URE

(1)

(~)

(3)

Mm,n time to restore ~ervice:
13uiM-ing service fault--x hours
Imcal service failure- -y hours
Area wide failure-z houm

R-enair time wtimates:
~x~din~ Engineering-Mr. S. Smith,

Power Company Dispatcher-Telephone
4321-7654

Repair Service:
Building Electrician —Mr. J, Jones, Ext.
789
Power Company District Repair Office
—Telephone--667-6543

ADP HARDWARE FAH.JJRE

(1)

(2)

(3)

Mean time ta repair:
Central Processing Unit: x hours
Multiplexer Channel: y hours
Disk Storage Control: z hours

Repair tfie estimates:
Vendor A Representative-Ext. 543
Vendor B Representativ+Ext. 789

Rep@r coordinator_:
ADP Operations Manager—
Mr. W. Brown, Ext. 5S5

These examples we merely intended to show
how the criteria might be organized. One might
include a brief discussion of the factors which
affect repair time, limitations on availability of
service personnel at night and on weekends and
alternate contacts. It is probably not necessary
to include information about events which are
very unlikely to cause critical delays.

8.2. Emergency Response Planning

The term emergency response planning is
used here to refer to steps taken immediately
after an emergency occurs +~ protect life and
property and to minimize the impwt of the
emergent y. The “Model Facility SeIf-Pmtection
Plan [14] has been designed for the general
requirements of the typical Federal building.
The ADP security planner should review his
risk analysis ~ identify emergency conditions
which have particular implications for ADP
operations, such as protection of equipment
durin~ a period of civi] commotion or loss con-
trol ;ubsequent to a
Where he finds such
velop amendments to
tion Plan to meet the
facility.

tire, flood and the like
situations, he should de-
the Facility Self -Protec-
spxial needs of the ADF

He may also want to consult “Mnagement
Control of Fire Emergencies” [31], which sug-
gests useful control procedures and “~er-
gency Rescue Training” [8],. which contains a
resume of the Ofllce of Civd Defense Rescue
Training program and includes a list of rescue
equipment.

baa control can be particularly important to
the ADP faci~ty. In a number of recent fires
and floods, the value of being prepared to limit
darnage has been amp] y demonstrated. By r~
viewing operations and the location of critical
equipment and records with Section Chiefs, the
ADP security planner can develop a list of
measures liki these:

(1) Notify on-line users of the service inter-
rllption.

(2) Terminate jobs in progress.
(9) Rewind and demount magnetic tapes;

remove disk packs; clear card readers.
(4) Power down ADP hardware and cover

with Plaatic sheeting or other waterproof
covers.

(5) Put tapes, disks, card decks, run books
and source documenk in a safe place.

(6) power dowm air conditioning equipment.

If evacuation of work areas is ordered or
likely, all personnel should be instructed to:

(1) Put working papers and the like in desks
or file cabinets and cioae them.

(2) Turn off equipment but leave room lights
on.

(3) Close doors as areas are evacuated.

The loss control plan should define the steps
to be taken, assign responsibilities for general
and specific steps and provide any needed ma-
terials and equipment in handv locations. In
some cases there will be ample ~ime to take all
measures, but in extreme emergencies life aaf~
ty wiII dictate immediate evacuation. For this
reason the baa control plan should designate
one or more individuals in each ADP area who,
in the event of an emergency, shall determine
what can be done to protM equipment and
records without endangering Me, and direct
ADP staff members accordingly.

In Chapter 2 measures are discussed to pm
tect the building against the effects of fire,
flooding, windstorm and similar natural dis-
asters. The ADP security planner should review
protective plans with the building manager to
assure himself that any special requirements
of the ADP facility w~ll be satisfied. At the
same time, he should brief the building man-
ager of ADP plans to get his advice and to
insure good coordination. It may also be POS-
sible to make use of building management
personnel to assist with ADP loss control.
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When emttrgency reqxmse plarmbg has been
comp]ehd and ap roved, it should be docu-

!mental succinctly or easy execution M in the
example for a ilre emergency ahown bow:

.
Fire Emergency Responne

L Report fire (list phone number).
2 A88eau Ii.feaafety hazard.
8, Evacuate facility if Ilecemarya
K Initiate 100a control procedures.

84. Brick-up Opemtiona Planning

me risk analysis will have identified the
situat.ions in which back-up operation wiH prob
ab~y be needed b avoid costly delays in accom-
plishing the miuaions of user agemxea. The next
s

L

is to develop plans for back-up o
w Ch are eamornicany, tochn.ically an%::
ti sound. Deh.ils will depend on eircum-
Amm at the ADP faciiity but some general
gu@nce can be helpful in considering the
alt+!rnative!s.

Back-up operatiorw may take place on-site
when there is only a partial 10m of m~b~tity

:~%L3%%’&%%3H%’E%
The back-up pmcedurm may replicate

noqr.hal operation or be uite different. Quite
often ADP 1ro8rm@ment W en considering back-
upiwill~thatarl ca Of the on-site
AJIP systi i8 not s e for back-up, or
-tbetime awdableperdayis kauthan
what ti needed to cum~ete all asaigned taaks.
Fm mth.is one might conclude that back-up is
impcd%le. On the contrary, there are a num-
ber of things one cm do to make back-up re-
sources available:

Fbtpone the k nrgvmt taak The ADP
security planner shouJd tabulate the ADP taaks
in deaced.n order of urgency as identified by
the risk d ysia. Having estimated the time to
return to normal following a disruptive event,
ADP rnanagment C8n qukkly * which tasks
- ~be @ ~ ‘Ihae h.wlude such the ~
program develo~enq long cycle (monthly,
q . riy or annual) processing and long range

As. long aa adequate catch-up time
will be 8vailaMe after the return to normal,
thede shou3d be a number of taaks which can
be dafel postponed.

dStdns t-ute other procdmea If one can ac-
cept increaaed cost or degraded service it may
be possible to use other prowdures. For ex-
am~e, one could use punched card input for a
failed OCR unit. If printer capability is lost,
one could carry print tam b a back-up fa-
cility for-off-line printing. It might also be pos-
sible to substitute k~h processing for on-!ine
promwaing temporm+ly. In some cases where
compatible hsrdware is not available, It may be
feasible to maintain a second software package
whioh is functionally identical to the regulm-

~g

ixdcage but technicaiy compatible with the off
site ADP hardware that is available for back-up
w.

Modify taaks to reduce run time. To stretch
available back-up r~ourceu, it might he feaaible
to eliminate or postpone portions of a task such
as information+nly reports or file updaha
which are not time urgent. h some caaes it
might help to double the cycle time for a task,
e.g. run a d.ail~ task every other day instead.

By conaidenng all these possibilities for esch
task, the ADP security planner will be able to
develop the specifications for the mm
back-up requirements (ADP hardwarei re-
sources and hours per day) necessary for ad-
quate back-up. These specifications can be used
to evaluate potential off-sib facilities. Possible
sites for back-up operation include: other ADP
ftities of the agency, other Federal ADP fa-
cilities and commemiai eawice bureaus. l.n ad-
dj~on to intro-agency contactA the OP

%
securi planner should consult with the near-
eet AD Sharing Exchange to identify posuible
off-site facilities. ‘he Gwernmentivvide ADP
Mng program u! administered by the Off@
of Automated Manamrnent Remdationa of
GSA [15] .

To evaluate alternate back-up modes and d-
*mate off-site facilities, the ADP eecuriti
planner should ccnmider cost factor% such 8s:

●

●

●

●

●

ADP &amhvare usage CharltFs.
~fition of pemcmnel and needed
supplies and materials.
Maintenance of personnel at the off-site
hcation.
Tranaportatlon of input and output k
tween users and the off-site location.
Overtime pay for regdar ADP staff mem-
brs and payfor temporary personnel who
may be needed.

He shouJd alao remember that some of the
- Dp coats will be reduced during back-
up operation, ag., electric power, telephone
C~f?a, hardware rentda.

As these factors come into focu+identiflca-
tion of critical tasks, s~fic back-up modes
and usable off-site ADP facilities-the outlines
of the optimum hack-up ~hm will begin to
emerge. In general it ia Ww3eto form several
back-up piana as follows: (1) a plan for back-
up operation which is not expected to extend
much beyond the cause of delay, which forces
a shift to back-up operation, viz., a minimum
duration plan which would probably include
only the most time urgent A.DP tasks; (2)
a plan for back-up operation for as long x
It takes to reconstruct the ADP facility alter
total destruction, or the worse case plan, (3)
phms for one or more operating periods k
tw.een minimum duration and worst me and
(4) a plan for each major partial failuw mode.
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‘Vi?Me the idivichlfd phmll will be geared to
different objedives they can usually be con-
AtrUCtd from a common set of moduk.a, It is
often moat effective to make a detailed lam for

ftotal hstruction since this ia the most emand-
in situation. &4$d down versions or individ-

3u eleanenta from this plan can then be used
for the km demanding situations.

Each @k-up plan should cover these five
baaiclareas:

(1) Performance specifications. This ia a
statement of the speciilc waya in which per-
formance of each task will depart from nor-
rm& e.g., tika postponed, changes in cycle
times, schedules, etc,

(2) l-her instructions. Back-up operation
may ‘require that users submit input in dif-
ferent fomm or to different locations or may
otherwise cdl for altered procedures. Tlwse
ahouki be claarly spelled out to avoid confusion
~ w~ti motion.

(3) Technical requirement for each ADP
task. Back-up operation of an ADP task will
mxquim the availability at the off-site AJIP fa-
cility of the folhxving: current program lmd
dah fll~ input &t+ data control and opemt-
ing induction (which may cliffer from nomnal
instruction),
tax eta

-t+ forma, camiage control
d eae requmem=ti must be docu-

mented for each taak. Roceduru3 * need to
be eddiahwl to insure that the materials
needed for back-up operation are maintained
ofi-site on a current basis.

(4) Computer system specifications. One or
more off-site computer systems will have been
selected for back-up operation. The following
inf orrnation should be recorded for each SYS-
tem: administrative information hut the
terms for and cost of back-up use, the location
of the system, the configuration and software
operating system, schedule of availability for
back-up operation, and the tentative schedule
of ADP t.aaka to be performed on the system.

(6) Administrative information. J~reMB~j
able that back-up operation will

3personnel aaaignments and proc urea, tem-
po- employment or rem@rnment of person-
nel, use of special messengers and other d~
partures from normal. Details should be doclI-
mented along with guidance on obtaining r~
quired approvals.

It is quite likely that back-up requirements
and the vital records management program
may require retention of the same records.
Therefore, the two programs should be coor-
dinated to avoid duplication of effort.

When each of the back-up plans is completed,

it should include full documenta~kx+ one PI.U-

?
se of which is to gain numagem ant approv~.

t may wed] be that considerable duplication
will exigt between individual p- but it is
recommended that esch plan be completely dw-
umented in order ta be sure that nothing has
been overlooked. AD example of a .~ib~e
format is giv~ belOW:

I.

II.

Emergency Evaluation (Maria

Include here information which will help
ADP management h decide if back-up
operation is required, as described in sw-
tion 8.1.

Back-Up Plan A—’’hvo Day ~ti~

A, Notification-include here functional
titiq Iocation, telephone numbers
and information to be conveyed.

1. ADP Facility Staff

2. Of?-Site Location(s)

3. supporting Agencies
‘hallS~titiO~ housing teM-

?oyet%-~~’ comuti@-9.

4. User Representatives

B. Technical Plans

1.

2.

!-l.

summary&!8cription of bakl!
to be performed, Of?-afte facil-
ity, opemting schedule, tasks
which will not be perfo~~,
etc.

Task A

a.

b.

c.

d.

e.

f.

Description of operation,
particularly departures from
normal.

ADP hmiware conf@ra-
tion ~d daily run time
requirement&

Program and data files,
PIWP*M forms and other
special materials! ~ boo~?
etc. required and the kxa-
tion (s) of back-up cmPies.

ADP staff aaaignrnents and
temwWPemonnel require-
ments.

Sptxial instructions for
users.

Procedures for return to
normal opemtions.

Task B
. etc.



[n genem] it will be -effecti~e to use a lm:~m-
!~af format. Since not everyone will need tdi
material, it may be well to restrict each page
?0 e single topic. The ~ge numbering system
should allow for eaay insertion of additional
materials

8.4. Rexmvery Plaming

The use of a back-up facility usually OCCS-
sions both extra expense and downimaded per-
formance. It is therefore worthwhile to give
some thought to recovery and to develop and
maintain supporting documemta which will min -
~mize the time required for recovery, Purther-
rnore, the ADP stafl will be hard pressed bY
back-up operations. If othem can handle recov-
w-y, the workload on the ADP staff will be re
dumd during the emergency and the prcxxws
will undoubted be carried out more effectively

{and economical y. Recovery fmm total de@ruc-
tion will require that these tasks be completed:

I.mmte and obtain possession of enough
floor space to house the ADP facility with
a live load capacity as required by the
ADP hardware and suitably located with
respect to users and ADP staff s~ces.

Perform required modifications for needed

-itiom’ ~?mfld?tio~fic power ?~
tribut.ion,
tion% mamrty, fire safety kcima~uo~;l%
spcial requirement.

Procure and install ADP hardware.

Procure needed supplies, oflice Nuipment
and furniture, tape storage racks, decol -
lators, etc.

Verify that all needed hardware, equip
ment - and materials are on hand and in
good working order and then tr nsfer op-
erations from the back-up site J to the
reconstituted .4DP facility.

If the necessary documents have been pre-
pared in advance by the ADP staff, it should
be possible for all but the last task to be com-
pleted by the agency’s procurement division
with only minimum support from the ADP
staff The following discussion suggests tech -
niques for planning and developing the netxled
documentation and maintaining a rapid recov-
ery c.apaiXlity.

‘The first step is h develop site-se] ectlon
criteria. This need not be a major effort ‘he
following information based on the characterls-
kics of the existing ADP facility should be b~
c!ated:
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~ hat of work areaa by name, e.g., oom-
pllter roOm, tips library, input/output cOn-
tro], specifying the minimum and desired
square feet, live load requirement, d-
proximity to other work areas, number of
persons assigned to the area, major hard-
ware and special electrical or air condition-
ing requirements.

General location requirements, e.g., hx!a-
tion of users, convenient to ADP staff resi-
dences, desired proximities (e.g., public
transportation facilitia, communications
switching centers or other special require-
ments ) and desired separations (e.g.,
avoidance of hazards from k, flooding)
M described in these Guidelines.

Procurement requwements (e.ir.. coat,
lease terms) which would apPIY. “ ‘

The site-dection criteria ti then reviewed
and apprcvwd as appropriate. It is then used by
the agency’s rocurernent division or other re-

Jsponsible au ority to maintain a list of two
or three possible sites for reconstruction of the
ADP facility, and perhaps to maintain procure
ment docurnenta. Thus when disaster strikes,
immediate steps can be taken to obtain needed
space and modify it to accept the ADP facility.
Figure 20 ahowa a simplified PERT diagram of
such a reconstruction effort.

The second step is to prepare draft procure
ment documer.ts for the ADP hardware. As a
rule one WOUI.3expect simply to replicate the
existing conflguratiun (s) but there are two
possible exceptions. The first exception arises
when the hardware delivery time may tM
lengthy. By consulting with the procurement
division and representatives of vendors, public
utihties and the like, the ADP security planner
will be able to estimate the time to complete
each of the activities shown in figure 20. If the
estimate shows that the critical path is ADP
Imrdware procurement, the ADP systems plan-
ners may want to consider alternate conflgura.
tions, particularly if the estimated time to pm
cure the hardware is very long, This wiU doubt-
less require sofhvare modifbtions but may,
in faci be the preferred alternative. The other
exception is when a system configuration
change (an upgrade or new system) is antici-
pated already. If it appears that the time re
quired for procurement of t}le new configura-
tion is about the same as for the existing con-
figuration, it may make more sense to procure
the new system rather than reconstruct the
existing configuration, only to switch to the
new configuration shortly thereafter

The third step IS te draft the rcxxmement
xdocuments for nwded supplies an equipment.

This will include such things as:
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office farniture: desks, ,’hairs, tables, file
cabineti, etc,

office machines : ~writers, dictating
equipment adding machines, deek calcula-
tor, time clocks, duplicators, etc.

special ADP aupplka: magnetic tapes and
disk packs, 8 IRlp y of fOI’mS and punch
cards, @e and &“ k pack storage racks,
card deck storage cabineta tape carta, de-
collating and bursting machines, etc.

Note that enough preprinted forms for crit-
ical taaks to last until a new supply can be
procured from the vendor should be ke .t in a
location not like] to be affected by a

&
L ter

in the ADP fat- ‘ty. It is not likely that the
time to prtxure these items will constitute s
critical path, but, if in doubt, the ADP eemrity
planner should check with potential sources.

The final step is to confar with the prwcur~
ment division and other supporting authorities
about specific regulation and any other m
quirements with which the ADP faciii will

zhave to comply to initiate and complete e m
construction effort. By tabulating these regula-
tion and the steps required tQ obtain procure
ment authority, it may be poesible to identify
the mwt time consuming steps md find ways
to minimke the time required. At the same
time respau.aibility for each reconstruction task
can be aasigned proviaiormlly.

(1) Identify the critical path in the recon-
struction effort and if it is unacceptably
long, look for ways to reduce it.

(2) Identify the tasks which must ~ per-
formed and the responsible agencies.

(!3)
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Provide each agency with the informa-
tion to proceed with its task with zi
minimum of help from the ADP staf?
during the emergency period.

8.6, Te$ting Contingency Pkans

Since emergencies do not occur often, it will
be dif%cult to aaaure ad uacy and proficiency

%of monnel and @ans wi out remdar t=in@
ran testing. Therefore, it is important to plan

and budget for both. One can test for the avail-
ability of needed back-up files by attem ting

Lrdto repeat 8 particular taak using on-site -
ware but drawing eve@.hing ehe from the off-
site l~tion. Experience haa demonstrated the
value of such te%ta in validating back-up p-
visions; it is not uncommon to discover groaa
deficiencies despite the most careful PIMII.@L
One should verif compatibility with the off-
9ite facility r & iy by running one or more
actual tasks. A number of ADP facilities con-
duct such tests as a pm of an overall audit.

Similar tests of procedures for fim fighting,
loss control, evacuation, bomb threat and other
emergencies wi!l give assurance that plans are
adequate and workable and will at the same
time provide an opportunity for training of
ADP personnel. Each test should have a SF
cifk objective. A team should be aaaernbled to
prepare a scenario for the tea% to control and
observe the t.&, and to evaluate the results.
This evaluation will provide gwidance for modif-
ications to emergency phma and for additional
training. The important ~int is to be sure that
the emergency plans have substance and do, in
fact, contribute to the security of the ADP
facility.

9. Securiti Awareness and Communications

9.0. Introduction

Throughout this handbook, many security
meaaures have been presented, but without the
dedication of the ADP staff ad users in mak-
ing them work, the effectiveness of a security
program will be greatly diminished and some
measures rrmy not work at ail, People wil! be
more prone to feel dedicated to the security
program if they understand why there is a
need for 4 program, what their involvement
will be and, particularly, what their part is.

In order to bring about an early awareness
of the importance of the ADP security pro-
gram, one should begin communicating infor-
mation concerning the security program from

its inception by announcing the appointment of
the ADP security planner and at the same time
encouraging all personnel concerned b forward

\their thoug ts and ideas about ADP security to
the planner.

As physical security meaaures are impk
mented, the general environment in the ADP
facility will change. For example, access to the
computer room mav be cutiiled. It is likely
that most wple will not be pe-rmitted to enter
the computer room without an escort. This new
security enwronment can have E negative PSY.
chologkd impact on personnel. They may feel
the~r ability to perfom their function has been
limited or that their honesty and integrity has
been questioned A well developed ADP security
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cmnmunicaticm program will require the sup-
port and participation of people from many or-
ganizations outside the ADP facility. Fire
fighting, auditing, security, personnel, building
engineering, procurement and others should
participate directly. User representatives will
be called upon to supply the ADP security
planner with information needed to det.ezmine
the 10SS potential due to theft of information,
indirect theft of asseta and deiayed pmcedng
as it relatea to the user’s flleE and mission.

The objectives of the security program
should be communicated b all these people as
well as t,o the ADP staff. In particular, pm
tection against injury or death and avoidance
of episodes leading to false. blame, 10ss of pm-
fmsiorud reput~tion or loss of jobs should be
dl=esad.

9.1. Senior Management

Active involvement and participation by
senior management particularly in the chain
of command above the ADP facility, is vital
to developing an effective and efiicient security
program. Without senior management’s active
participation, it is doubtful that the security
program will & able to reach its fukt poten-
tial. Ideally senior management’s participation

involve:

Instituting the ADP security profjrarn.

Reviewing and approving all ADP security
policy statements.

Reviewing and approving the risk analysis
and security plans.

Determining who is rqxmsible for
mentation of the security program.

Assisting in obtaining cooperation

docu-

from
those departments whose support is needed
in the ADP security program, i.e., plant
protection, fire safety.

Assisting in motivating the user depart-
ments to define their data security needs.

Budgeting the necessary funds for the
ADP security progrflnl.

Evaluating the results obtained and the
performance of middle management.

Setting a personal example of willing com-
pliance with security rules,

9.2,’ Communicatirtg the Security ~

Because of the importance of comm~cating
the security program, a spe.cid ADP 8ecuritY
communication plan might be developed util-
izing the tools of mcdem communication In
developing the ADP security communications
Plan, the following should be considered.

9.2.1. Tu@ Audiena fw tbo ADP Samrity I%a

AI1 members of the ADP facility staff should
be exposed regularly to the ADP security pr~
gram. All members of organizations external to
the ADP fadity should receive information
about the program as it may affect them

92.2. CaOteQt of (xamukmtion Plan

Tne information presented to the ADP fa-
cili~ personnel should point out why it is their
responsibility to protect the aaset.s which they
have under their juriadicidon and utate the
rules and regulations which must be followed
by ADP personnel. In order for ADP personnel
to better undemtand the security progr8m,
and, even poaaibty, to identify new thmati or
weaknesses in the existing 6ecun

L
memwes,

the types of threata should be SXP “ d.
Users and personnel who support the opers-

tion of the ADP facili~ should be made aware
of the impact a computer disaster would have
upon the ability of the agency to perform iti
rnisaion. It should be pointed out that if the
ADP facili~ were damaged or des&oyed, ADP
tasks could not be run on time or, worse yet,
vital records could be lost. In order to help
user representatives to understand more ch?arly
the information they must supply to help the
ADP security planner in making the risk an-
alysis, the impact of events such as those listed
in swtion 1.2 should be explained to them.

9.2.3. IHetbod of Commnmlesticm

Any one or more of the following can be
uswi to communicate the security pro-:

Job Deacriptiona. AU ADP job descriptions
shou!d include a clear explanation of responsi -
bility with regard to ADP security.

Employee Orientntkm.. A!l new employees
should receive an ADP security orientation b
ture, either separately or as a part of the SXW
ing new employee orientation. Consideration
should be given to using a form that the em-
ployee signs, stating that the employee has
received the ADP security orientation and un-
derstands his specific respmibilities and the
importance of ADP security to the agency.
Likewise, when an employee terminates, he
might be requested to sign a f onn stating that
he will not communicate sensitive information
x its relates to the secure operation of the
ADP facility.
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If the ADP facility is iarge and has many
new employes, it

x
be worthwhile to pre-

pare a booklet Whi dene-ribea the secuf+ty

E
rvgram in ~eneral tarrns. lt might include
rief descriptions of critical area acceaa con-

trols, emergency procedurwg the roperty pasa
!system, identification carda, door ey iaaue and

!
other to i= of general interest. E the

%0
nc y

already ae an emplo~tM indoctrination k-
le~ a eection on mcumty might be added to it.

It will be appropriate to have refresher
brief- on changea in the ADP security pm
grams for all employees or at least for those
in critical positions. These bne!lngs can also
be used to cxmununicate the reaulta of tests,
CMUS and audits, and it should be rernemlxwed
that it is ju8t as important t.a report favor-
able results as it ia to describe ahortcwnhgs.

Mlletin Ward. A special security bulletin
board might be installed within the ADP facil-
it y on which new securi~ regulations are
postal for ADP personnel to read and initial.

Pde.mk Posters are not an effective means
of communicating detailed information because
W@e have a tendency to gAance at them
rather than read them. But poatem can reach
a large audience quickly with a simple mes-
sage. A number of posters on ADP security are
available from the Superintendent of Docu -
menta, U.S. Government Printing Oflice.

News M- lf there is an employee news-
paper or ~e, artic~es on ADP =~ty
could be published in it periodically. Pertinent
articles that appear in the technical or popu-
Iar pmas can be routed to members of the ADP
stiff and a prupriate users.

JHOw-t o-it Instructions. As discussed in
various other portiong of this handbook, in-
structions should be, developed for usin the

5ADP security plan. Each individual wit an
assigned responsibility for security should have

clear written instructions; in most cxms these
can be extractad from the security docurnent@-
ion described in section 1.4. For example, the
members of the ADP fire brigade (MC. 2.1.4)
should have inatructiona for the actions they
will take when a fie is detected.

~. Various traini tools such aa fUrns
Yand audio caesettee, roun tsble diacusaiom

bcturea, programmed instruction and seminars
cm be uad for samrity training. A film on
ADP firee is available from the National bdib
visual Center, GSA: “Fire TASS Managemen~
Part II: Computer Installations.” User groupe
should be oriented to the importance of ADP
security, the impact that ADP security has on
them and the reason why it is important that
they communicate their specific requirements
of the ADP security planner. Lectures and
round table discussion can also be quite ef-
fective training methods since they permit
face-~face discussions and upward cmnrnuni-
cation of ideas.

9.3 Summary

While it may not be easy for the ADP plan-
ner to evaluate the effectiveness and efficiency
of the ADP security communications plan, the
cost’ is modest compared with other ADP se-
curi~ measures. At the minimum, a communi-
cations plan is required comprising new em-
ployee orientation and a training program for
ADP employees and users’ gToupa.

When developing the ADP securi@ program,
lt must be remembered that success depends on
loyal and chxiicated employees who comply
readily with the requirements of the ADP se-
curity program. This cooperation can only be
obtained if the aims and importance of the
ADP security program are clearly communi-
cated to each of them.

10. Internal Audit of Physical Security

10.0 Introduction

The previous chaptera have proposed a
methodology for the development of an ADP
physical security program. The final element
needed to complete the program is the review
or audit process. The report of the NBS/ACM
Workshop on Controlled Accessibility [47] de-
fined audit as

“An independent and objective examination
of the information system and its use (in-
cluding organizational components) :

a. Into the adequwy of controls, Ieveis of
risks expasures, and compliance with
standards and procedures,

b. To detemnine the adequacy and effec-
tiveness of system controls veraus dia-
hones~ inemciency, and WSWrity vul-
nerabilities,”

The Words “independent” and “objective” are
key ta the definition, l%ey imply that audit
complements normal management inspections,
visibility, and reporting systems, and that it is
neither a part of, nor a substitute for, line
management.

What can an audit be expeeted to accom-
plish ? First, it evahlates seawity controls for
the ADP facility. Second, it provides manae
men an opportunity to improve and update
its security program. Third, it provides the
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imIMtL9s to keep employees and management
from becoming complacent. Last, if done ef-
fectively, it w’11tend to uncover area of vul-
nerability. Risks change and new threats arise
as s st8mt3 mature.

d jor factors to consider in determhin g the
frequency of internal audits include the fr~
quency of external audits, the rate of change
of the ADP system, the amount and adequacy
of controls, the threata that face the installa-
tion, and the resuha of previous audits. It is
generally accepted that audit activity should
be a matter for the highest management level
which has jurisdiction over the ADP facility.

10.1. Audit Preparation

One of the main rixmipks in audit team m-
!)6!kction is that rnem m should not be respon-

sible for ADP operations. This means that the
audit should be conducted by some department
or agency outside of the span of control of the
ADP manager, Team memh should have
some knowledge of data processing and, if
Possible, basic auditing principles. A program-
ming

%
or ADP operations background is d~

sirs le but not essentiaI. An experienced user
of ADP services might have the necessary

1
ualifications. The role of the team is not to
evelop security controls, but b evaluate *

tablished controls and procedures. Nor should
it be responsible for the enforcement of con-
trolprocedures, which is clear}y an ADP man-
agement reaponaibility.

The character of each of the audit team
members is extremely important. Judgment,
objectivity, ability, and a probing nature will
all affect the suczess of the audit. The leader
of the audit team must be able to organize the
efforts, prepare a good written report and com-
municate findings effectively. If he is not tech-
nically oriented, he should be assistd by
someone whose technical judgment and knowl-
ed~ of ADP can be relied upon.

‘Ile size of the team depends upon the size
of the installation and the scope of the audit
A large installation should consider including
spwialists from the following areas on th ~
audit team:

● Internal audit, The knowledge and disci-
pline to conduct an audit can be provided
through internal audit specialists. Attri-
butes of inquisitiveness, a probing nature,
and attention to detail are typical charac-
teristics of the professional auditor. Even
though the auditing profession generally is
not trained in data processing technology,
it shouid not be difficult to find an auditor
with some data processing knowledge.

e Security. Each audit team should have
some security expertise, A smurity officer
is a welcome addition to an audit team. His
rolr is discussw] more fully in scwtion 5.1

● Data prmewdng. Technical expert@ in
d~~gph~o~~ing is required. Both program-

9
e and operation experience

will be helpfu, PerhaM the data Procesa—
in
d

internal securi
T

Om~ ha8 these
s 11s; if m he shoud be the prime can-
didate for t’he team, Using someone from
the ADP facility being evaluated need not
significantly affwt the objectivity of the
audit process.

● Uaem Users have the most to gain from
an effective audit because of their depend-
ence on the ADP facility, yet too often
they have little or no interest in ADP con-
trols or security measures, To ewourage
participation in the ADP securib P-
=, one or more users who ~ Wn-
cemed about sensitive data being comprck
dad, disclosed, or destroyed should be
encouraged to join the audit tarn.

● BuiMng management and engineering.
Many of the physical Bwurity controls to
be audited-fire prevention and detection,
air conditioning, electric power, amess con-
trois,and disaeter prevention-relate to
building management and engineering,

● Outside EWCMML Independent, experi-
encal viewpointa provided by outside con-
sultants can be very helpful.

The composition of the team can be flexible.
One of the prime requirements is that it con-
sist of people who are objective. If only one
ADP faciliy is to be audited, the members of
the team could be assigned for the term of the
audit and then returned to their normal jobs.
If there are many ADP facilities under the
jurisdiction of the agency, it might be advis-
able to establish a permanent audit team to
review all installations on a recurring basis.
In any event, the composition of the team
should be changed pxiodically in order to
bring in fresh viewpoints and new and ditTer-
ent audit techniques.

10.2. The Audit Plan

In order to conduct an internal audit of se-
curity properly, a comprehensive audit plan
must be developed. It should be action-oriented,
listing actions to be performed. It must be
tailored to the particular installation. This
implies that quite a bit, of work will be re-
quired in its development.

The first step is to examine the security
p~licy for the .4DP facility, This policy may
apply to an entire agency, department, or a
single ADP facility. In any case, it should be
re~’iewed and pertinent security objectives ex-
tractd for suhsquent investigation. The next
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stip is to review the risk analysia plan, identi-
fying those vulnerabilities that are si ifican t

rfor the particular installation. Third, e ADP
Facility Security Manual, the Operationa Man-
ual and other such documents should be m+
viewed in order to determine what the speci-
fied sacurit operating procedures are. And

6last, the A P facility organization chart and
job descriptions should be examined to iden-
tify positions with specific sewn

d
or internal

control responsibilities. This ground ma-
terial will form the basis for the development
of the audit plan. There are a number of gen-
eral questions that should be considered when
formulating the audit progmm:

* What are the critical issues with regad
to security? Does the ADP facility procees
ciassifkl or otherwise sensitive data? Does
the processing duplicate that of other data
centers, thereby providing some sort of
back-up or contingency capability, or is it
a stand-alone activity processing unique
applications ? What are the critical applica-
tions ? What are the critical applications
in terms of the audit emphasis?

~ What meaaures tie least tested in day-
tday operations? For em&npl~ if the
computer faila every day at 4:15 because
of power switchovers, the immediate back-
up and recovery mquirementa are likely
to be well formulated and tested, How-
ever, the complete disaster recovery plan
probably will not have been tested, unless
there is a specific policy to do so. This
is a key point. Security meaauree of this
type are often inadequately exercised.

c What audit activities til] p~duce the
maximum results for least effort ? A test
of fire detection sensors under surprise
conditions will test not oniy the response
to slarms but also the reaction of the fire
brigade and the effectiveness of evacua-

NW Pull SI

tion pkmso Similarly, an attempt to get an
intruder into the computer center can teat
not only the acc s control mechaninma

2but also the al ness of employees and
security 0? a particular area. In inter-
viewing personnel, questions should be de-
signwl to ekit comprehensive answers.
For example, the question “How would
you run an unauthorized job?” is Iikel
to elicit more information than “Are jo {
authorization controls effective ?“ The
most !ikely answer to the second question
is a simple and uninformative “Yes.”

What are the secuntv Dnontie.s ? Because
of particular policy, k }equest for an in-
vestigation, or an incident of 10ss, interr-
uption or compromise, the testing of a
particular security measure probably
should receive more emphaais than an-
other equally im rtant but noncurrent

rtopic. One must owever, avoid irrational
concentration on any one aspect of the
program. Management over-emphasis as a
result of a recent security breach should
be tempered with a rational approach &
ward investigating all aspects of computer
security.

Another step in the proc~ of developing
an audit plaa k the review of previou8 audit
reports. Many tirrm these will identify weak-
nesses or concerns which should have been
corrected, and so should be an item of special
attention in the current audit.

Especially in the initial audit effofi one
may also want to look over programs developed
by other agencies if they are available, or con-
sult publications on the subject such as the
SAFE Security Audit and Field Evaluation
[18] and AMR’s Guide to Computer and Soft-
ware Security [3]. Portions of a sample audit
program adapted from the latter are shown
below:

Physical Facilities

A. Fire )bqJosurs 4,

1, Determine that the com ter is housed
rin a building which is re resistant or 5,

noncombustible.

2. Determine that the computer room is 6.

separated from adjacent areas b non-
2combustible fire resistant pa itions,

walls, floors and doors and is isolated 7.

from hazardous occupancies.

3 Determine that raised floors and hung 8.
ceilings, including support hardware, are
noncombustible.
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Determine that floor coverings, furni-
ture and window coverings are non-
combustible.
Obserwe that paper and other supplies
are stored outside the computer area.
Observe that tkrnrnable or otherwise
dangerous activities are prohibited from
the computer room and adjacent areas.
Observe that smoking is restricted in
the computer area (input/output room,
computer room and tape library).
Review training in fire fighting tech-
niques and the “assigning of individual
responsibilities in case of fire.
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9.

10,

11.

12.

13.

14.

16.

16,

17.

18.

19,

20.

21.

22.

23.

IM,wnune ch:: wiequacy ~.ld rwdineas
of t~e automatic fire extinguishing
systems.
Obaerwe that pm-kble fire extinguishers
are placed strategically around the area
with location markers clearly visible,
Determine that emergency power shut-
down controls are easily accessible at

B’
ints of exit.

etermine effect of emergency power
shutdown.
Determine if a shutdown checklist is
used.
Determine the location of smoke de-
tectors.
Determine effect of activation of the
smoke detection equipment. Determine
that smoke detection equipment is tested
on a regular basis.
Review the fire drill schedule and pm
Cedurea.
Determine that an adequate supply of
fire fighting water is available.
Review fire alarm system. Determine
where the alarm is sounded,
Determine how the fire alarm is ach-
vated,
Determine the rating given tQ the local
fire fighting force by the American In-
surance Asaouation’s Standard Fire De-
fense Rating Schedule and review the
effect of this rating on tie protection
policies.
inspect the supp!y of flarnmable ma.
terials used in computer maintenance.
It should be in small quantities stored
in approved containers,
Review procedure allowing emergency
crews tO @n access to the installation
without delay,
Determine that a floor panel lift,er is
available.

B. Watw Damage Exposure
1,

2,

3.

4

5.

6

‘i

Observe location uf the computers Are
they b.dow grade?
Inspect for overhead steam or water
pipes. These should be for the sprinkler
system only.
Determine if there is an adequate drain-
age ~ystem in the computer ar~ adja-
cent areas, and the floor above.
Determine if the ceiling has any holes
or punctures through which water cou id
}eak.
Inspect electrical junction boxes under
the raised flooring. They should be held
off the slab to preverlt water damage
Determine if exterior windows and doors
are watertight.
Determine what protection is available
against accumulated rainwater or leaks
ic rooftop cooling towers.

Air Conditioning

Examine the air conditioning system fol-
the computer area.
Determine if the duct linings and filters
are noncombustible, Verify provision of
fire dampers at fire rate partitions.
Observe the location of the compressor,
It should be remote from the computer
room.
Review the adequacy of the protection
for the cooling tower.
Discuss the air conditioning back-up
capability.
Examine the air intakes. They should
be covered with protective screening, lo-
cated above street Ievel, and located so
as to prevent intake of @ut43nts or
other debris.
Examine methods for smoke removal

0. Electricity

1. Review the monitoring of line voltage,
Is a recording vol~meter used which
will display transients ?

2. Determine if unintemuptible and alter-
nate power sources have been investi.
gated,

3. Review emergency lighting system and
determine source of power and how it
is activated.

4, Determine if maintenance of ehxtric
power equipment is adequati.

~~ Nstu~] Di~ter -sure

1. Determine if measures taken to protw t
against natural dia@m-s are adequate.

2 Determine if the building and equipment
is properly g-rounded for lightning pro-
tection

F Access Control

Determine if exposure to vandalism has
been evaluatd.
Discuss history of vandalism at the in-
stallation
Determine what access controls have
been placed on building entrances (24
hour and weekends. )
Discuss the round-the-clock watchmm
service for the computer area.
Review photo badge system used for
positive identication of employees.
Determine which individuals are allowed
to enter each of the vital areas of the
dah center.
Observe and test requirement to wear
badges in the computer area
Review the use of keys, cipher locks
badge readers, or other security devices
controlling access.
Test the procedures used to challenge
impro~rlv identified visitors.



Review procedures for controlling %i13)-
tors and tours of ih~ computer areA.
Test the procedun.
Detarmine procedtuy used to prevent an
individual from gaining ~ during
off-shift hours without the presence of
a security guard or smother employ-.
Test the system.
Discuss agency @icy concerning pub-
licity of computer room location.
If acceaa is via an electrkdy contdled
Bystarq determine if it ean be operated
by da.ndby battary power or overrid -
den by an aecwdie key

G. Housekeeping

1.

~

3.

4.

Detemnine method used to prevent ac-
cumulation of trash in the computer
area,
Review schedule for cleaning equipment
~V~ and work surfaeea.
Determine who is

T
nsibk for waah -

~mfloora. Review e achechde with

Rev&v procedure for cleaning under
raised tbors. Examine the area.

A Organization

1.

2.

3.

4.

::

Review ormmization
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Determine where waatebaalwtn are
durn .

P
To reduce dust discharge, this

shou d be dcme outside the computer
area
Examining carpeting and floor wax:
they should be anti-static.
Discuss policy on eating in the computer
room.
Determine whether or not low & hari

9.
10.

ard waste containers are used. Observe
for proper use.
Discuss smoking in the compu~ mom.
Determine by observation that the
maintenance areas are kept clean and
orderly.

H. Othtr Facilities Considerations

L

2,

3.

Debrmine that security and operations
personnel have been briefed on how to
react to civil disturbances.
Determine that pemonnd hOW how to
handle telephoned bomb threata.
Review and evzduati liaison program
with lcd law enforcement agencies.

Organization and Personnel

chart and related
Job reqmm~bilities.
Determine that critical functions are
Separated.
Discuss computer security with depm-t-
ment mana~enk
DWsrmine who is responsible for man-
@g Corn. ter security activities.

rRevmw po cy for com ter security
Evaluate the rdati z “p between com-
putar center and in-house service
departments, local agemcies, or outide
eonmdtantx in each of the fotlowing
areas:

&

b.

c
d,

plant engineering and facilitie~
construction, ektrical air condi-
tioning and site preparation
Plant or bui.lw~.l~~urity (flu-e
protection, courier
services, and government require-
ments),
Vital records management.
I..#eg-alstaff

e. Personnel.
f. Auditor (system design, policy and

procedures ).

R Personnel

1.

2.

3.

4.

5

6

Determine policy on performing back-
ground checks of new employees for
sensitive positions.
Determine P@

Y
‘ on rechecking ern-

ployeea periodica y.
Review cross-training of employees. De-
termine whether all joha have adequate
back-up.
Discuss the problems of disgruntled em-
ployees. Determine how management is
informed and what procedures am fol-
lowed.
Review and evaluate policies for con-
tainment or immediate dismissal of em-
ployees who may constitute a threat to
the installation.
Determine that the department has a
continuing personnel education program
in computer security.
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A. Data and Program Back-Up

1.

2.

9.

4.

6.

6,

7.

Determine where critical duplicate files
are stored.
Review procedures for identifying cri-
tical files and their retention periock.
~~ew the current inventory of critical

Det~ne that programs are stord in
low fire hazard continers.
Test the ease and accuracy of the file
back-up system by performing a dry
run. Determine if the department holds
a dry run periodically.
Determine how back-up files are cre-
ated.
Review writs-upa of back-up and recov -
ery procedurea.-

B. Back-Up Facilities

1.

2.

Review plans for a back-up computer.
Determine where the installation is b
cated, contractual agreemant.-s in effect,
periodic testing, and working relation-
s~ipO.
Ewduate implementation plan for back-

3.

4.

5.

up installation. This plan should be re-
viewed and teated periodically.
Determine that spare parts are avaii-
able locally.
Evaluate physical security of data files
and other sensitive material stored at
the back-up facility.
Evaluate mwvisions for security during
emergency operation at the tik-up fa-
cility.

C. Written Contingency Plan

1.

2.

3.

4.

5

6.

Evaluate written plan dete rmini,ng that
all significant items are covered.
Determine who is responsible for each
functional area covered by the plan.
Review and evaluate the detailed notifi-
cation procedure for implementation of
the plan.
Review critiria for determining g extent
of disruption.
Determine responsibility for retaining
source documents and data files for each

application.
Review contingency training programs
for EDP personnel.

Magnetic Tapes and Disks

A. Accountability

1.

2.

3.

Determine that the tape and disk ac-
countability procedures cover frequency
of use and authorized uses.
Determine authorization procedures for
removing tapes or disks from the vault
and/or computer center.
Determine how the location of indiwdual
tapes or disks is accounted for

B. Housekeeping and Storage

1.

2.

3.

4

5.

6.

Review and evaluate the filing systems
for magnetic tapes and disks.
Review the schedule for cleaning tapes
and disks.
Observe that tapes are kept in their con-
tainers except when used.
D@.ermine how often tape containers are
cleaned.
Determine how often tape heads xre
cleaned. -
Review policy for periodic sample test-
ing of tapes for dropouts.

8P

7,

8.

9.

10.

IL.

An

Determine that frayed leader is removed
and discarded regularly.
Determine that storage vaults are de-
signed to adequately protect tapes and
disk packs.
Determine whether magnet detectors
are or should be used.
Detemnine whether ad~uate protection
of in-transit tapes and chsks is provided
Review the tape and disk rehabilitation
or recertification progmm including
back-up media.

action orient~ audit plan will comprise
visual inspections, as well ti examination of
records and emergency response tests. If it is
an initial audit, it will also include interviews
with persons concerned. A chart Or matrix of
security involvements will help to identify the
appropriate individuals to be interviewed. Fhg-
ure 21 shows a simplified version for two se-
curity areas. Only a rough audit plan s}lould be
prep~red before these interviews,
shouid contribute substantially to
plan.

as they
the final
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103 Cadadixig the Audit

There are advantages to be gained from us-
ing both scheduled and surprise audita. A
scheduled audit should meet the general Policy
requirements of the particular installation and
most probably would occur no less t.haD Y~lY.
This could be a major audit conducted by an
outside agency, an internal audit (following
the guidelines above), or a spot check audit to
review spwialized iterns of interest, Wrhaps
~ a result of previous audit reports of findings
The distinguishing characteristic is that it M
scheduled in advance, with a resultant flurry
of preparation by the data centers. It will moti-
vate cleaning up loose ends hit will limit what
can really be learned from the audit.. A surprise
audit, on the other hand, is designed to test
on a no-notice basis certain elements of secur-
ity and control. It can be accomplished by the
agency or an external audit team, and it can
be used to test those elements best rewewed
on a surprise basis, such as fire response, ac-
cess control, and personnel complacency

In conducting an audit, the first step will
normal]}”- be to interview ADP personne!, al
though this would not be the case if any sur
prise tests are required. Generally, the first
walk -through would include interviews with the
data processing manager and appropriate per-
wnmei. Searching, rather than leading, ques -
I I,MWshould be tb.e rule, ~nd the best approach
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IS to allow the i.ntiewee to talk as freely as
~ible. Ask questions to put the interviewee
in the u.oaition of probing for hk MMWM. For
exampl& ‘What is-your biggest acceas control
problem ?“ not “DO your wP~e wear ~@S ~’
Ask how he would accomplish illegal entry or
sabotage. Don’t hesitate to ask the same ques-
tions of more than one person. It is interesting
how varied the responses can be. The conduct
of the interviewer is important, He should
strive to be open in dealing with mterview~s
and should avoid allusions to private info~a-
tion and obscure references to other pP~e or
events or in any other wa

{
cultivating an mr

of myste~ or superiority. t goes without saY-
ing that the use of good human relations tWh -
niques is essential to a successful interview
Nothing can be gained by a belligerent inter.
viewer who antagonizes his subject. The
interviewer’s conduct should be firm and in-
quisitive but also calm, sincere and open. Any
answer which appears evasive or defensive
should be probed in some detail.

The taking of notes is a matter of individual
preference. Some individuals take very adequate
notes at listening speed Others must devote
all their attention to listening, If note l~kmg
is a problem, the interview could be conducted
by two-man teams Another a]emat]ve IS to use
a portable tape recorder, making cer?.ain that
the subject knows in advance that the inter-
view is being taped If none of the above is



possible, the Interviewer should ettempt to
listen and absorb us much as possible, then
record notes and impressions directly after the
concision of the interview.

The ~ya)uation ~g~ an & ,gch~u~~ or ~ome
as a surprise. Most security audita should in-
cltde a testing of the emergency, fire, evacua-
tion, and disaster recovery activities. Access
controls should also be testd on a no-notice
basis. Teats are best scheduled or conducted
earl ‘ in the audit rather than after everyone

* Jis erted to the presence of the audit team, It
-‘ is possible tit the adequacy of pr@m&mfed

controls and data authorization by submitting
joba that attempt to bypass these controls. Care
must be taken not to destroy Iive data How-
ever, if ADP management Mievea that error
detection and correction controls really work,
then there should be no objection to the intro-
duction of deliberate errors to test these con-
rols.

The audit team should convene periodi@ly,
preferably at the end of each day’s activity, to
review progress and to compare notes. Areas of
weakness or concern should be highlighted, and.
additional tests or interviews scheduled to in-
vestigate further any particular areas of cOn-
tern. Copies of the audit working paper should
be classified, numbered, dated and organized
for ease of understanding, review, and com-
parison,

At the completion of the audit, a written
report should be prqmred immediately while
impressions are still fresh. Aa a tie the audit
rep6rt should include: (1) executive mummu-y,
(2) a description of the audit+datis, locations,
scope, objectives, etc., (S) a detailed report of
observations made, (4) conclusions drawn from
the observations, and (5) recommendations for
corrective actions as appropriate. The degree
of cooperation received should be noted and

favorabie conclusions should be given the same
prurninence as deficiencies. Tables, charts, and
matrices of results, statistical testb and conclu-
sions may be very helpful, In the planning
phase, agreement should be reached as to how
the final report is to be distributed to the ADP
facility and agency management.

10.4. Foilow-up

An audit is of little use urdeaa it is the basis
for improvement, c.drection, and management
fol&w-up. The responsibility for implementat-
ion of such activity would normally reside with
the ADP faciii

%
manager. He must in turn

assign responsib “ties for corrective action. The
best appr&ch is to summmiae ad major d-
ficiency on a control sheet outlining require+
ments, problem definition, msponaibility, action
taken or required, and follow-up action. In
addition an indication Shodd h tie of the
date that action should be completed, or if itis
to continue. Some of the corrective action may
require additional funds ud this should be
noted.

Corrective action, fo~ow-up, and disposition
of the deficienci~ should foIlow a recurring m+
Porting cycle to agency management. Quarterly
reports are recmmmendd for any audit control
items still open.

The final step is a frank and honest evalua-
tion of the audit itself by ADP faciIity man-
agement and the audit team. A group discussion
should be held with the purpo8e of
improving future audit p ur=s and pTOCe8a.
The audit plan may be arnendwl as needed or
the txm.m composition may need to be changed.

“ The emphasis of the audit should always be
positiv~one of helping ADP management to
improve the security and control of the ADP
facility.
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AcceEa, control of
audit Of . . . . . . . . . . . . . -------------- ., .------_-
critical areas . . . . . . . . . . . . . . . . . . . . .... . . . . . . . . .
implementation of ._. . . . . . . . . . . . . . . . 47, 48, 49,
requirement for ----- . . ------------- ------ 12,

Air conditioning
sir handling units ---- ------ ____________ ..--.--
audit of ---------------------------------- ---------
failure modes of ------ ---------------------------
fire safety of ------------ .------- .----, ----------
outside intakes, location of --------------- .---..-
requirement for -------- ----------------------
rehability of ------------------- ---------------
typical configuration for -----------------------

Alarm systems
fire -------------------- ------------------- 17,
intrusion -. ------------ - ----------------- - 49,

Audit
cbeckliata ------------ --------------------------
condoct of ------- . . . .- . . .. . .. . . ..--. -v- . . . . . .
follow-up .. . . . ..---- . . . . . . .. . --------------------
frequency .--.. ----.--,. - ---------------- -----
objective of ----------- . . . . ___ .. . ... . . .---,-.
planning for -------- . . . .. . . . . . . . . . . . -------
~p* --x--------------------------- ------- 77,
sample program . .... . . . ------ ._ . . . . . . ----------
taam compcmition -----

Back-up plans
audit of ._... ___ . . . . .. . . . ---------------------------
coat of -------------------- . .. . .. . . . .. . . .. . . . . . . . . ..
documentation ---- . . . . . . . ..-_ ______ . . ----------
preprinted form ..-_. . . . . . . _---_-.._.--.-----
off-site facility selection _. . . . ------------- .-,, 62,

Communications circuits
back-up --------------- ---------------- . . . . ------
dial-up ------------------------------- .. . -------
faihme modes of ------------------ ----- ----------
reliability, deai~ for . . . . . . . . . -------------------
protection for --------- . . . . . . _______ .--. -.--.,
“mid conft ~tion of ---------------- -------- 40

Computer sysbm msliability
failure mode analysis of ------------------------ 43
maintenance for improved ----- ---------------- 43
procurement terms for . . -------------------- 44
significance of -- --------- . --------------------- 42
system design for -------- ----- . . . . . --------- 43
system effectiveness mtio . -_ . .._. -------- 44

Construction
fire resistance of . . . . . . . . . . . . . . . . . . . . 16
penetration resistance of . . . . . . 50
security features of . ..-_ . . . ..---...1 ;.-.--_I. 49

Contingency plans
(also see emer~ency res~nse plain, back-up

plans and recove~ plans)
audit of . . . . . . . . . . . . . . . . . . . . . . . . . . . -------------- 80
task force for ---------------------------------- 65

Data nk
audit of procedures used ________ _________ . . 80
control of ------------------------ ----- ______ 59
physical protection of -------------- . . . . . ----- 46
ret.antion of ------------------------------ -------- 59
transit protection of . -------------- -------------- 63

Doors
alarms ___________ . . ___________________________ 50
construction of frames -_- . . .._- -- . . .____ .,. 60

Drainage
building .-. . . . . . . . . . . . . . . . . .. ------ 22
computer room ._. . . . . . . . 22

Earthquakes
probability of . . - _. ._ _ 23, 24
protection a~ninst -. 2:{

El(ctr]c powi.r
.lLllii: u,’ . . 78
!)~ck-up for :+0
bn~wnouts . . . . . . . . . ..---;~.-- .__. .._. _._. 28

distribution of ._ .-_-. _--_ . . . .. . . . . . . ..----------
failure ioss euti3nat88 ---------- ---- .----------
failure protection ---------- ----------- __---.----
lightning, effect of ---------------------- -----
on-site generation of ---------------------------
recording interruptions ta ---_ -_-------— -------
shut-off mvitch for ------------------------------

Elevatorm
emergency power for ---------- ------------------

Eroanationn
interception of . -------------------------------
threat from ------------------------------------

Emergency response plans
documentation of -----------------------------
loaa control --------------------- ----------------

Failure mode analysis ----------------------------
Federal Protection Service

guard services from -.__ -—----- .------.-------
mcurity surveys by ------------ ---------------

Fire brigade
organization of __ ------------------ .----------
training of ------------------------------- --------

Fire dektion
audit of procedures for --------- ..—-----., ------
air conditioning, control by --------------------
function of _------. ------__ -—__-. ---—--_ —--
maintenanm of ------ --------- ---------------
producta~f-combustion ------------- --- --------
reaponae to ----------------------------------
system design

Fire exposure
building constrnctlon ---------------------------
combustibles, amount of ----------- . ------------
occupancy ------------------------------------

Fire axtin iahera
raut.oma c aprinklera ---------------------------

carbon dioxide -- .--. .----------.. ----.. —- .-..---
halogenated agent -------------- ------------ ._-.
maintenance of --------------------------------
portable ----------- . .-------------------------

Fire safety
andtt of ----------------------------------------
building operation -------------- --------------
factors affecting -----------------------------------

Flood
audit of procedures for ------------------------
exposure to . . . . . . . ----- ______
hurncane caused “~; .
Information sources . . . . . .
mtemal . ------------ .---.. .~~... ‘~;..~.1_~1._-,.
protection against . . . . . . . . . . . ___ . . . . . . . . .

Guard force
Federal protective OfEcem ----- ------ _________
functions ------------------------------ 18, 48,
post orders for ----------------------- ---------
augmentation of -------------------- ----- . . . .

Hurricanes -------- ---------
Internal contro!a

data file access --------------------------------
documentation of ---- ---------- ---------------
program changes for ----------------------------

%%%%]% dii;;;iii-;~~;~~~~;~;;; ;;.-~;~
intrusion detectirs

area type ----------------------------------------
perimeter type . . ._. -. ..-. _-_. _.__ -------------

Locks -.. .-,------ --------------------------------
Loss control

disaster . ---__ ._ . . ..--. .__.. ___ _... -----
flre damage- . . . . . . . . . . . . . . . . . . . . .
fiood damnKc - . . . . . . . . . . -. ..:.: . ..- . . .
w in(istorr,

Low pntentiai ._ _. . . . . . -_ .- _. .___ --. -_. ._.
kla~n~tl~ mrril~

(also see dnts files)
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Ilxiltof proc%durea ioi’ ------------------------ 80
protection of . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..- 46

Maintenance
ADF’ hardware ---------- ------------------------- 43
fire dabction --------------------------------- 18
rotary UPS ----------------------------------- so

Meaaage procesacm ----- .------------------—____ 41
Motor-generator sets ------------------------ 80, 39
National Electric Code -. -------------------- 34; 39
Off-sitQ ADP facilities

on-site aecurky for ---------------------------- 63
requirement for ------------------------------- 62
security St ------------------------------------- M
security anaiysis for --------------------------- 69

Or~anization of ADP faci!lty . . . . . . . . . . . . . . . . . . . . 56
Personnei

aseignmenta ----------------------------------- 66
audit of ------------------------------------- 79
indoctrination . ------------------------------- 56
screening ------------------------------------- 56
selection ________________________________________ 66
auperviaion . . . . . . . ---- . . . . .. . . . . . . . . . . . . . . . 65
training 65

Physical pro~tion
construction for . . . _ 50
critical areas, of --------------------------- ---- 50
determining need for -------------------------- 45
exterior doors for ----------------------------- 48
ward force for . . . . . . . ----------------------- 63
m~gration of --------------------------------- 64
p-irneter .--. ._.. _-_. -.-. .._. -------------- 47, 49
utlhtles, for . . . . . . . . . . . . . . . . . . . . . . . . 34, 41

Physical security progmm
communication of ------------------------------ 74
fiocumentation of ------------------------------ ~~
]mplernentatnon of . .-___ - . . ..__. .-.. ____________
obyectwe of -------- --------------------------- 8
management support of ------------------------ 74

Propmming
acceptance testing ---------------------------- 60
COntrOl Of ~------------------------------------ 60
documentabon of ------------------------------ 62

Recorders
electric power . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2?4
temperature, humidity . . . ----------------- 38

‘::%wO?an’ ------------------------------- 80
documentation of . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71
PERT ciiapam of . . . . . . . . . . . . . . . . . . . . . . . . 72

preparation of _-,--------------------- . . . . . . . . . 71
procurement requmementa -__.. -------- -------- 7S

Rsrnoti terminalo
communications for _.-- __--- ___--- .__------’---- 89
eman8t#ona from ------------------------------ 48
protection of ---- ------------------------------ 63

Retention
brick-up files ---- _--. – ------------------------ ~~
Vital records ----------------------------------

Risk sna)ysis
annual ioaa estimate -------------------------- 11
beneflta of -----r ------------------------------ ~
loan potential estlmati for ---------------------
threat analysia for -__-----— ------------------ 11

Teleprocessing
off-site ---------------------------------------- 62
reliability of ---------------------------------- 39
software for ---------------------------------- 41

Television, closed circuit
entrance control ------------------------------- 49
exterior uae of -------------------------------- 4’i
mght use of ------------------------------------- ~{

Threat analysis -----------------------------------
‘l%undemtmms

frequency of -------------------------- . -------- 28
Tornadoes -------------------------------- --------- 26
Total energy eystems ---------------------------- 42
Training

fire brigade ----------------------------------- 20
personnel ------------------------------------- 66
aecumty awareness ---------------------------- 74

TTarlsforrner
step-down ------------------------------------- jf
volta~e reguistmg ---------------------------- -

‘I+nsienta, electric ----------------------------- 27
IJnlnte.rruptible power supply

multiple -------------------------------------- 30
ro- ---------------------------------------— 30
solid state ------------------------------------ 30
transfer m-itch for ----- _----- _--------— ---- 30

Vital records
Back-up planning for -------------------------- 69

Water Supply
10M of ---------------------------------------- 42

Windstorms
hurricane damage ----------------------------- 26
humcane-freqyency ____________________________ 23
protection against effecte of - . . ..-. ----------- 26
tnmadoes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
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